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Glossary

AR- Augmented Reality

DS- Discord

VR- Virtual Reality

VG/VGs- Video game/s

MMOG/MMOGs - Massively Multiplayer online game/s
MMORPG/s- Massively Multiplayer online role play game/s
Al - Artificial intelligence

TS- Team Speak



SM - Social Media

GVE - Games and Virtual Environments

VW- Virtual worlds

Disclaimer

This work is the result ofresearchactivities conducted within virtual worlds in the gaming
environment and Metaverse. This researefjuestedthe author to recover different types of
material: audio, chats, pictures, and events within these platforms. In accordance with current
legislation and international regulations, thghorconducted his research in full respect of privacy
and the law, censoring material deemed unpublishable, and/or any information that could harm
others. As a result, some information and/or events the researcher witnessed coufzlbbsted,

andtherefore, no evidence of such events has been preserved.



1. INTRODUCTION

This doctoral thesis aims to bring to everyone's attention a phenontgaipraccording to the
systematic review, has yet to be studied sufficiently but can emerge as a problem for national and
public securityas will beillustrated in the following chapterBigital innovation and the emergence

of increasingly complex applications (E.g., Virtual worlds and complagsive multiplayer online
gamesMMOG) have profoundly changed the global scenario in terms of communication. In 2023,
the gaming sector is expected to surpass 3 billion online users, about 40% of the world population
(Wijman, 2020).These numbers, along with the evolution of gaming, produced new virtual worlds
(see, e.g., MetaverYehat can modify andreate new ways of communication. TodsMOG and

related applications are standard means of communicatmmgusers; however, their structures

are complex, unpredictable, and may raise safety concerns. These applications, in fact, can provide
a fertile ground for different cybercrimes. Unlike social media (SM) or applications like Telegram,
MMOG makes users completely anonymous dnelleforemay potentiallyallow them to perpetrate
various cybercrimesemaining undetectedthanks to theirfunctions. In recent years, with the
advent of the metaverssegveralnstitutionalreports have raised concerns, highlighting that it could

be fertile ground for mafias and criminals, forgetting, however, that the metaverse is the last of the
thousands of virtual worlds thaiist. It is true that with new technologies (AR, blockchain,

etc.), the metaverse stands out from other virtual worlds in terms of innovations, but it is not the
only one capable of posinthreats. Today, the term "metaverse" refers to two concepts: the
metaverse conceived byuckerberg that is a reality still in development, and the metaverse
understood as a virtual world that everyone can create indeperd@tiistt, 2023) Both are

virtual worlds, but while the first is yet an undefinedtity, the metaverse as a virtual world has
much deeper origins: the gaming worldlpproximately twenty years ago, the first massively
multiplayer online games appeared in the market, characterized by an open world and an alternative
virtual reality, which implemesd concepts from real lifee(g.: Second Life, the Sims) and are
found today in the metaverseoday's narrative neglects all this, identifying the metaversasthe

only virtual world capable of causing threats to national and public security, forgetting that
thousands of other virtual worlds cafso be maliciously exploited (Vanolo, 2021 Marler et al.,

2023) Over the years, sontamorshave emerged regarding the possible involvement of gaming as

a threat to national securifiKlippenstein, 2024)however, the problem has never been thoroughly

IAn example of Metaverse can be found héttps://decentraland.org/

°The metaverse conceived by Zuckerberg is a concept that materializes with meta. However, this does not imply that
meta is the only metaverse available; it is a concept that expands and produces new metaverses, whether or not they
are related to gaming or industries. To date, different companies create thousands of metaverses, and it is possible to
make one in just a few steps thanks to various providers around the web.
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investigated at an academic level. The only accessible material hbauatteis a classified report

found among the documents released by Edward Snowden, which refers to intelligence activities
conductedvithin these virtual worlds as early as 280Bherefore, are virtual worlds a problem for
national and public security? How many virtual worlds exist, which oneegesent d@hreatand

how canthey be illegally exploited® These question®present the basis tiie research path to
investigatesuchvirtual worldsto bring new knowledge and demonstrate that they can become an
excellent tool for cybercriminal3.herefore, the main objective of this thesis is to demonstrate that
virtual worlds can be used as a vector to commit different cybercrimes, can become a problem to
national security, and tries to develop new knowledge and solutions for this probiem
methodologyadoptedfor this researcls netnographycombined withOSINT techniquesAfter an
introduction to the topic, the resultsa$ystematiageview andananalysis oimaterial found will be

illustrated. Then, aontribution in terms of aolution to the problem will be proposed.

1.1 Towards virtual worlds: A brief history of the gaming environment

The earlySeventies are called the years of the creation of the first virtual worlds, in which the
foundations for creating alternative realities began to be laid. At this historical momdntethet

is less developed than it is today, and everything is managed through ARPAnet, which is the
precursor of the contemporary Intefhéfhe seventies were also the period in which some minds
began to develop the idea @fmore complex gaming network. 1977 marks the birth of one of the
first consoles, the Atari 2600. Moreover, in those years, precisely in 1978, theUdeitDungeon
(MUD) idea was born thanks to Roy Trubshaw and Richard BgBtteane, 2000)The possibility

of letting multiple users play simultaneously, creating connections between them in a parallel
world, therefore begins to emerge. Given the significant development of the Internet in the 1980s,
VGs began to develop multiplayer modes, and new consoles began to appear, such as the
Commodore 64 (1982) and the first commercial MMOG created by Kelton Flinn and John-Taylor

3Among the documents published by Edward Snowden, it is possible to find a document classified as "top secret",
which includes five intelligence searches carried out within virtual worlds linked to gaming.

‘iDevel opment of ARPANET began in 1966. Sever al standa
would handle communication between hosts and could support the first commands, Telnet and File Transfer Protocol
(FTP). The first message sent over ARPANET happened on Oct. 29, 1969. Charley Kline, who was a student at the
University of California Los Angeles (UCLA), tried to log in to the mainframe at the Stanford Research Institute
(SRI). He successfully typed in the characters L and O, but the computer crashed when he typed the G of the
command LOGIN. They were able to overcome the initial crash, however, and had a successful connection that same
day. The first permanent connection between UCLA and SRI was put into place on Nov. 21, 1969. Two more
universities joined ARPANET as founding members on Dec. 5, 1969. These were the University of California, Santa
Barbara and University of Utah School of Computing. ARPANET grew rapidly in the early 1970s. Many universities
and government computers joined the network during this time. In 1975, ARPANET was declared operational and
was used to develop further communications technology. In time, several computers in other countries were also
added using satellite Iinks.o (Wright, 2021)
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Island of Kesmai (1985Radoff, 2010)After the launch of the first video game that could be used

for 12 dollars an hour, through a service that allowed up to one hundred players to connect called
CompuServe, the network service moved parallel, and the Internetfinally arrives (198)
(Zimmermann, 2022)The Eighties sava slow progress with the launch of other consoles, such as
Nintendo in 1983 and SEGA in 1987, and an increasingly connected network (from a thousand
connected computers in 1984 to a hundred thousand in 1R88)r, 2024)In the 1990s, the first
graphic MMOGs were borms slightly superior models capable of including a more complex
graphic interface. Neverwinter Nighasid Meridian 59 archetype wettee first thirdperson graphic
MMOG launched in 199{Bainbridge, 2004)in 1996, ten million computers were connected to the
Internet, a race that will not slow down, abg 1999 will reach two hundred million users
worldwide (Peterson, 2003)At the same time, the term MMOG was born, coined by Richard
Garriott, the creator of Ultima Online, in 1997, inspired by the term used two years earlier by Dale
Addink: MMO (Steed & Oliveira, 2010From that moment, the term has been used to describe all
thosevideo games\(Gs) that allow interaction between users¢lsias Meridian 59, Tibia, Ultima
Online, and others. These video games are called the first generation of MMOGs. At this stage,
many VGs are developed around the world, and the United States played an important role in the
sector with the launch of "EverQuest," followed by South Korea with the launch of "Nexus: The
Kingdom of the Winds," which already had one million subscribers in those years. Their success
will lead the industry to understand the market's potential. At the beginning of the 2000s, an
important transition occurred for the gaming industry: Introducing new MMOGs called the second
generation. Between 2000 and 2010, the gaming industry saw the birth of hundreds of VGs that
could make the most of the progress of the Internet, which in those years had almost two billion
connected users worldwide. The new MMOGs allow users to play with unknown people
worldwide, interacting and sharing experiences with them. Consoles also keep pace with this
development, introducing various VGs incorporating new tfions, including connecting to the
Internet. The progress described leads to whabmmonlydefinedasthe current generation of
MMOGs, which saw the light in 2010 and remains today. The VGs of this generation are by far the
most developed in graphics and functionality, as they offer unique capabilities thanks to the
complexity with which they are created. Their introduction brought numerous benefits to the
gaming world and created a more dangerous market than previous genelfapicmsously there

was a fixed cost to play these video games and the gaming experience ended once a hypothetical
level was egeeded, today, this generation has introduced a parallel world inhabited by real users,
with a completely alternative economy and realitge introduction of MMOGs introduced several

innovations that were difficult to imagine before their creation: from the Seventies to the Nineties,



VGs were singlglayer only,andtheuser could only interface with tigtificial Intelligence From

the nineties onwards, with the birth of MMOGs, thew parallel realities mabledthe userasthe
protagonist.Before this, the most complicated challenge a user could face was defeeing
machine In contrast, today, users who play an MMOG are catapulted into an alternative reality
where the character is the user himself. Consequently, the user finds himself having to face a reality
specifically created to be shaped: he is the protagonist of the story, and he decides its course and
who to be.These differences highlight that video games are not all the same, and different virtual

worlds exist that can be played but also exploited.

1.2 Defining virtual worlds i mapping the gaming environment

OVirtual Worldsdé i s a t er swsimuatedentirgnmens(Badle, 2003) d e s
populated by users' avatars who can interact and communicate with each other (Kaplan & Haenlein,
2009). An individual who enters a virtual world experiences sensory stimulation provided by a
computersimulated environment, which enables them to manipulate elements oficihelled
environment and, as a result, experience a sense of presence (Singhal & Zyda, 1999). Furthermore,
users inside these virtual worlds can communicate through text, graphical icons, visual gestures,
sound, and rarely, through touch, voice commands, and balance senses. Among the first to be
provided, these definitions have changed in response to technological advancements and the
evolving gaming industry. In current literature, it is possible to identify two of the latest and most
accurate definitions that describe virtual worlds. Richard Bartle (2015) proposes the subsequent
concept:
fA virtual world is something with the following characteristics:

T It operates using an underlying automated rule gg{physics;

T Each player represent s athatplayet's chdradteral O6i no

T Interaction with the world takes place in real timié you do something, it happens pretty

much when you do it;
1 The world is sharedother people can play in the same world at the same time as you;

1 The world is persistentit's still there when you are not; It's not the real warld

While Nevelsteer§2018) suggests that virtual worlds can be described as follows:
1 NA simulated environment where many agents can virtually interact with each other, act and

react to things, phenomena and the environment;



T Agents can be zero or many human(s), each represented by many entities called a virtual
self (an avatar), or many software agents;

1 All action/reaction/interaction must happen in a +#@ak shared spatiotemporal
nonpausable virtual environment;

T The environment may consist of many data spaces, but the collection of data spaces should

constitute a shared data space, one persistentshard

These concepts, as well as elaborated by different authors (Bell, 2008; Castronova, 2005), are
intended to provide a common ground toward a definitidbwever, an accepted definition has not

yet been developed. Today, media and academics use theiterah world to indicate different
applications (video games, social media, applications, etc.), and it is often used interchangeably
with many acronyms (virtual reality, digital world, MMORPG, etc.). In this environment, the idea
of a virtual world is not well defined; mo st
virtual space, 6 and the |linguistic register g
worlds the same? What type of virtual worlds exi$##ich maincharacteristics constitute a virtual

world in the gaming environment? Are all the video games virtual worlds? Taking the
aforementioned definitions as a starting point, tiliapteraims to develop a comprehensive and

accurate classification for virtual worlds in the gaming environment based on their structure and

typology.

1.2.1The meaning of Virtual

Virtual is a word ofterused to describe a place that does not exist physically: something created by
computer technology and appearing to exist but not existing in the physical world (Cretu, 2022)
Also, it can be considered asything that is mediated by or broughtexistence through a digital
game (BOsche & Kattner, 2011); It is something that has no place in reality, does not exist in reality,
but is designed in the mind (Tuncer, 2020); Not physically existing as such but made by software to
appear to do so (Alam, 2021). The wafidtual is also interpreted as images of real places and
objects (Almeida, 2008); Any activities that occur online (Shélhyfey et al., 2021); Interactions

that are done online (Amponsah et al., 2021); And an environment simulated by electronic networks
for reasons of economics, convenience, or performance (Switzer, 2008). Therefore, looking at the
previously mentioned definitions along with others (Gesche, 2009; O'Connor, 2012; Lange, 2008
Benjamin, 2015), it is possible to summarize Wiatual is something that exists as a simulated

experience without physical properties.



1.2.2The meaning of World

Worldis a term that encompasses many meanings and is interpreted differently according to
reference theories. Fémosescientistsvho studythe universe, the world is the totality of space and
time (Zeilik & Gregory, 1998; MittelstraR, 2005; Sandkihler & Borchers, 2010), while for
phenomenology philologists, the world incorporates the perceptions and experiences that surround
an object (Smith, 2018), making the world becomes the horizon of all the horizons (Embree, 1996).

In the history of philosophy, this word has also been conceptualized in different ways:

Pl ato: 6The world that appears to our senses
is a more real and perfect real m, popul ated
changeless, and in some sense paradigmatic for the structure and character of the world presented tc

our sensesd (Kraut, 2022).

Eugen Fink: 60 The wor | dvorldlsthingshteat ttasteads themy(Ha@K, t h
2016). It is itselfgroundlessput it provides a ground for things. It therefore cannot be identified
with a mere container. Instead, the world gives appearance tewonlely things, it provides them

with a place, a beginning and an end (Homan, 2013). The definition of Heidegger, which discusses

t he a@6iBned ncgoncept in the worl d, i s-i @alb®o Oump @r to
reaction is to round -ionmd@ dGihn stlkxpwesbdpd 80
understand this beiign as 6éBeing in somethingd as the wa
the cupboard. By this 6iné we mean the rel at.i

have to each other with regard to their location in that space. pe@sgnat-handalongwith in
the sense of a definite locatioelationship with something else which has the same kind of being,

are ontological characteristics which we calll

In brief, summarizing the definitions above, it is possible to state that the world consists of an
interactive shared spatial and temporaldimension populated and shaped by entities where

experiences are mediated through physical bodies.

1.2.3The current debate

The current scientific literature does not define precisely what can be considered virtual worlds and
what is not; instead, it tries to define what is a virtual world. In a thage paper written by

Schroeder, the outcome i s that virtual worl ds
6



over time and that have large populations which they experience together with others as a world for
soci al i nteractiond (Schroeder, 1 9 8 OMassivelyo n s e «
Multiplayers OnlineRole-Playing Games(MMORPG9 were not considered virtual worlds but

rather a subset of them. In 2008, in a fpage work, Bell identified a definition for virtual worlds
that | ater would become the most cited: O0A sYy
as avatars, facilitated by networked compute
characteristics that a virtual world must have to beal®d, and in this case, contrary to the
previous one, it is stated that MMORPGs are virtual wérlisiong these, a more recent article by
Girvan gives another definition of virtual wo
shaped by their inhabitants who are represented as avatars. These avatars mediate our experience c
this space as we move, interact with objects and interact with others, with whom we construct a
shared understanding of the world at t hat t
MMORPGs are not virtual worlds but can exists within them. The first two works present their
argumentation without methodology as they are brief essays, while the last one offers a conceptual
framework for what is intended to be a virtual world based on previous literature. In different
research (Boulos et al., 2007; Stevens, 2015; Keene, 2011; Chalobess 2018), virtual worlds

are used as a synonym for MMORPGs, while as previously seen, many others do not think that they
should be considered virtual worlds. There are, therefore, two fundamental problems arising from
this framework: All the literature that has been presented is controversial as there is no agreement
on what virtual worlds are, and none of these clearly defines what a virtual world is: besides a few
hints that can be found in the work of Bartle, the literature only focuses on the characteristics that

virtual worlds should posse<sonsequently, the following elaboration is the author's work.

1.2.4Video Games essential characteristics

Although video games arelifferent among each otheithey all possess specific essential

characteristics:

1 Online: as a result of the nature of online video games, players can interact with other
players and engage in cooperative and/or competitive activities;
1 Offline: players, in this case, cannot interact with any others and can only play the game as

itis;

5In the paper, the author states the following: Environments that are virtual worlds includel M&Derwinter Nights,
Second Life, World of Warcraft, and the upcoming Hello Kitty Online. Therefore, since Neverwinter, Second Life,
and Word of Warcraft are MMORPGs, that category is included in virtual worlds.
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1 Single player: in a singlplayer game, the player can only interact with the virtual
environment proposed, completing different activities;
1 Multiplayer: players can interact with others locally or online in a series of activities
proposed by the video game.
These four elements are the common ground for every video game, and they can establish

relationships between them:

A singleplayer video game can beonline and offline, a multiplayer video game can-lmline
and offline, therefore, a video game can be online and/or offline, gitegyer and/or multiplayer.

These elements constitute the first layer of the reference theory of this study.

1.2.5Video game Categories

Each video game can lmassifiedinto categories, that is, th@acro container in which video

games are collocated and constitute the second layer fohthework elaborated by the author:

1 Video games
This label is given to video games without much specification, but it should be correctly used to
indicate a video game that does not possess other characteristics. For example, the correct allocation
should refer to singkplayer or multiplayer video games without access to the internet (retro games,

simulation games, etc.).

1 Video games online
These video gamagant access to a wide area of gameplay thanks to the internet. It allows players
to simultaneously play together or against and interact in a specific environment. Moreover, these

games do not always need to be bought physically but can be accessed by the sole internet.

1T MMOG
Massively multiplayer online games represent the latest frontier in gaming. These video games
differ mainly in the number of players; a dedicated server can host thousands of players who

interact, fight and cooperate. In addition, they feature a persistent open virtual world.

1T MMORPG
Massively multiplayer online rolplaying games are the same as MMOG but incorporateptaje

Video games Typologies

Typologies are the gaming style of a video game, and they can be decliokovas



17 MOBA
(Multiplayer Online Battle Areng: players control a certain character who fights against other

players; the game's goal is to win against the opposing team by destroying the enemy's core.

1 FPS-TPS
(First person shooterThird person shooter): is a video game where players play on specific maps
and perform various actions, such as eliminating other players or the Al.

1 RTS
(RealTime Strategy): is a video game where players maneuwvés of populations, armies and

build their world in reatime.

1 RPG-ARPG
(Role Play Games- Action Role Play Games): video games where a player creates a character and

controls it in a world that can be fantasy or realistic.

9 Action and Adventure
This video game allows players to play an immersive experience with the character created inside a

world, elaborated for gaming purposes.

1 Survival
In these video games, players must survive against something or someone. The environment can be

realistic or fantasy.

9 Horror

These video games often collide with the survival ones, but they can also be pure horror.

1 Battle Royale

In these games, people fight to victory in agetermined word/map.

In addition to these typologies, there are many more, but only éndee been reported. These

Typologies are the third layer of the theory.

1.2.6Video games Dimensions

As a result of theanalysis ofthese virtual worlds, it was possible to determine that these

environmentgonsist of thredifferent dimensionsaccording to the author

1 Environment Dimension: This dimension includes the internal environment of video games,

specifically the map and the world. The world is the macro container where the video game



is set (e.g., Tyria is the world of Guild Wars 2, like Azeroth is the world of World of
Warcraft), while the map represents a place inside the world. On the map, it will be possible
to find different | ocations and spaces. Th
The environment must be persistent.

1 Economic Dimension: In this dimension, all the economic interactions between the subjects
who populate the videogame to satisfy their needs are included. Therefore, an economy
regulates the video game using virtual currency.

1 Social Dimension: This dimension contains all the social interactions that occur between
users (e.g., chatzarties)

These dimensions always present inside a virtual world constitute the fourth layefrafrteeork

1.2.7Combining the Layers

In this section, a Venn diagram illustrates the logical relationships among the elements listed above.
This diagram was developed by Jhon Venn in the 1880s drehjisently used to illustrate logical
relationships between sets.

Typologies

Categories

Dimensions

Figure 1: A Venn Diagram representing the laydftaborated by the author.

The Diagram illustrates a close interdependence among the four layers, witrcthear act er i
being the common thread that connects them all. These layers comprehend different specifications
and serve as a categorization for determining which video game can be categorized as a virtual
world. Therefore, a new framework can be developed to determine which video game is a virtual

world.
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1.2.8A new conceptual framework

When can video games be considered a virtual world, and why? Moreover, what makes a video

game a virtual world? Connecting all the points discussed abovenatvgpossible to develop a

new approach that can help to categorize virtual environments correctly. To determine if a video

game is a virtual world is sufficient to follow the layers illustrated in Figure 2 and connect the

points.

First Layer

Characteristics

‘ Online ‘ | Offline ‘ ‘I\-Iultipla}-'e.r ‘ ‘ Single player

Second Layer

Categories

Video Games | | Videogamesonline | | MMORPG | | MMOG

Third Layer

Typologies

Baﬂle Royale ‘ RTS ‘ Sun'i\'al MOBA
RPG-ARPG Action and FPS-TPS
Adventure

Fourth Layer

Environment ‘ ‘ Economic ‘ | Social

Figure 2: The full schemeElaborated by the author.

Therefore,in determiningwhich video game or environment is a virtual world, the first step is to

start from the first layer and categorize the object, then move to other layers according to the object

characteristics. In detailsingan examplethe process (Figure 3) would be as follow:

Is Fortnite a virtual world?

1 First step: Define the characteristics of the video game; in this case, it is multiplayer and

11



Second step: determine in which category this game falls. In this case, Video games online.
Third Step: Define the typology of the video game: Battle Royale.

Fourth Step: Are all the dimensions present? In this case, Fortnite does not possess all these
dimensions. There is the social, but it does not contain the environment and economic one.

Therefore, according to this scheme, Fortnite is not a virtual world.

Charactenistics

‘ Online ‘ ‘ Offline ‘ ‘I\-Iultipla}'e.r | ‘ Single player

First Layer

Second Layer

Categories

Video Games ‘ ‘ Video games online | ‘ MWMMWORPG ‘ ‘ MMOG

Third Layer

Typologies

Battle Royale | RTS ‘ Survival MOBA
i
Adventure

Fourth Layer

Dimensions

Environment ‘ | Economic | ‘ Social ‘

Figure 3: The steps to take to determine the nature of the video ¢datmrated by the author.

To be classified as a virtual world, a video gaimet reach the fourth layemustincludeall three
dimensions without exceptio®\ video game that stops before the end is not considered a virtual
world. Without further instructions, this scheme can be used for every video game and-gaming
related content. As a result, the findirgf®wthatit is possible to determine whether a video game

is a virtual world and what is the fundamental characteristic that makes it a virtual world.

1.2.9Towards aDefinition of virtual world in the gaming environment

According to Bartle(2015) and Nevelsteen(2018) definitions mentioned abovea virtual world

must possess several characteristics to be considered such. These characteristics are the basics fc
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every virtual world, but neither they nor others in the current literature have developed a clear
pattern to determine whether a video game can be considered a virtual world. Also, many works do
not consider MMORPG or other kinds of video games virtual worldgnsequently, this
frameworkargues that a virtual world in the gaming environment can be correctly determined by
following this scheme and that the variables that allow identification are the dimensions.
Considering, therefore, the definition of Bartle as a basis, a virtual world in the gaming environment
can be declined as follav

1 It must operate under underlying automated rules, its physics.

1 Players are represented by an avatar, that is the player character.

1 All the interactions in video games considered virtual worlds happen in real time.

1 A video game that is also a virtual worttust have an environmental dimension: a world, a
location, and a time that can be shared; other people play in the same world simultaneously.
The environment dimension is persistent and will always be there.

A video game considered a virtual world must have an economic dimension regulating the
video games and the users' daily life.

1 A video game that is a virtual world must possess a social dimension where users interact.

Consequently, a virtual world in the gaming environment is:

A sharedinteractive open world populated by avatars governed by environmental, economic, and

social dimensions.

In this regard, different virtual worlds exist because of their differences in categories and
typologies, but the dimensions remain the inalienable cornerstone for a virtual @onksidering

the literature cited above, it is evident that the interpretation of these environments is controversial,
but the data collected and analyzed during the years inside these environments allowed the creation
of a new framework. According to the scheme developed based on these results, video games can
be classified accding to specific characteristics, and even though the scheme may be criticized
and interpreted in various ways, it provides the only theoretical starting point currently available. In
addition to clarifying which video games can be considered virtual worlds, this study also indicates
that each MMORPG is a virtual world since its structure reflects the real world but is situated in a
fictional setting. The tests conducted show that every MMORPG currently on the market, old or
new, reaches the bottom of theheme, consolidating the theory that MMORPG represents the ideal
virtual world. In conclusion, not all video games are virtual worlds, not all gaming environments

represent a virtual world, and it is possible to have different virtual worlds determined by categories
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and typologies. Also, in some cases, a few applications resemble a virtual world but are not

considered one.

1.3Understanding virtual worlds: A look inside MMOGs.

The most important aspect MMOG introduced, which then gave rise to the acronym, is the number
of players that can be contained in a server communicating with each other. If previously VGs
could contain a few hundred people connected simultaneously, today, we have moved on to several
hundred thousand people connected in-tiea. Depending on the peculiarities of each company
producing the individual VG, all these users will be hosted on dedicated servers, which can be
distinguished based on language, continents, or a single server capable of hosting anyone. These
flows of people serve to create the alternative reality and economy that will govern the virtual
world. In the alternative reality of MMOG, the economy created within them, and the economy of
the real world intertwine, creatirgunicum. To understand what alternative reality means or how
virtual worlds work, an MMORPG called Guild Wars 2 will be used as an exaihplenter any

virtual world, the first thing to do is to create an avatar/character that will represent the user within
the virtual world. Each VG or Metaverse will make character creation available to the user based on
its characteristics. Sometimes, there is no character creation, and the users must use a charactel
already prepared by the Al, to which the users will only have to assign a nickname. Therefore,

every virtual world user will possess a nickname and an avatar/character.
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Figure 4:Avatar/character that will represent the player in the worldsM2. Elaborated by the author.

As shown inFigure 4, this is the character created that will allow the user to enter the world of
Guild Wars 2. In this case, the character is female antders assigned a female nickname. Since

GW?2 is a fantasy MMORPG, it is also possible to choose the race (in this example, human) and
make a male.

As previously mentioned, each virtual world has an environmental dimension where players can
move and interact. The map showrFigure5 illustrates Tyrid, the world of Guild Wars 2.

5The map is cut off to the south because it was impossible to report it in its entirety for space reasons.
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Figure5: A Gui | d -Wsndsva Tyria Elaborated by the author

Tyria is not a freshly generated map but rather the world that players are placed in, so like the real
world, it is always alive, and time flows as it does on Earth. So even when a user with his character
logs out, it continues to live and will keep movilegward.In Figure 6, the created character is now
inside theVG, and it is possible to notice the presence of other avadarsgectedin the game, the
character will be free to move and interact with other users and the world around him. This freedom
creates two peculiarities that are the basis of all virtual worlds: communication and the alternative

economy.
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Figure 6: Character insideGW2. Elaborated by the author.

1.3.12Communication within MMOGs.

Within virtual worlds, communication is a fundamental element in the interaction between users,
which helps the execution of game actiomst rot all virtual worlds host the sanfienctions each

has different characteristics and contains various methods of communication. However, MMORPGs
are the most complete ones that offer users the most significastbilities. Communication

methods can be divided into two mac@&tegories:
O classic chat: a chat t hat all ows users to w
O voice chat:: a chat t hat all ows users to tal

The classic chat can be divided into different subgroups, which can be used according to the needs

of the players. In most virtual worlds, especially MMORPGs, there will be:

1 Server chat: It is a chat where what is written is visible to all the people present on the
server, i.e., to all those players who play that game and who have chosen to play on that
specific server (e.g., Europe or Americgerver name).

1 Group Chat: It is a chat that works only when a group is formed, and only its members can
read what is written. Group chat includes all those chats in which two or more people
participate.

1 Private chat: It is a private chat between two players; the exchange of messages is bi

directional, and what users write to others can only be visible to the recipient and the sender.
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1 Local chat: It is a chat that can be used by the character at any time and is visible to
everyone within a certain radius of the player's position on the map.

9 Guild chat: It is a chat that can only be used by members of a clan or guild (in MMORPGs
and other VGs, users are often grouped into guilds or clans), and what is written is visible
only to their members.

1 Global chat: It is a chat where anyone can read what is written. (This is typically a chat in
VGs that do not have servers divided by user region).

Along with various text chats, voice chats are also available in VGs. They can be accessed within
the VGs or through related applications, which will be explained later. Unlike text chats, voice chats

do not have subcategories and are used for communication through headphones and microphones.

1.3.2The alternative economy of MMOGs

Based on the virtual world a user has entehnedyill have to deal with the economy present within
it, which is closely connected to the real world. In every virtual world, an internal currency governs
it, so all exchanges and/or transactions occur thanks to a specific currency tied to tidteVG.
currency will have fictional names or be based on reality, but it is strictly connected to the real
currency, which will differ from the user's country of origin. Returning to the previous example

made with GW2, the following pictures will demonstrate how this currency system works.
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Figure 7: GW2 in game currencyElaborated by the author.
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Figure 7 shows the character's internal GW2 currency, highlighted in red, amounting to 97 gold, 53
silver, and 76 copperdhis currency is used to buy various objects within the VG from other
players and from the game Marketplads.stated before, this currency is interconnected with real
ones as companies aim to generate income with their VG and, consequently, introduce an
alternative marketplace created directly by them, where items are sold in exchange for real
currency.ln GW2, the virtual currency that can be purchased with actual money is kn@emas

In Figure 8, it is possible to see the amoahggems that can be bought by spending euros. This
currency, once purchased, will have the same function as-tpenie currency but will allow the

user to customize their gaming experience with premium items and/or other benefits.

English (US) v

GET MORE GEMS

Getting more gems is easy! You can purchase gems with one of the payment methods listed
below, or you can trade gold for gems through the Currency Exchange.

Figure 8: Amount of Gems obtainable wiuro. (inside GW2Elaborated by the author.

In addition, it is possible to convert the gems with the internal currency of thrend@ice versaas

shown in Figure 9.
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Figure 9: Gems to gold conversian GW2.Elaborated by the author.

Both elementshowedin this section introduce some of the peculiarities of virtual worlds, which

will be further explored in subsequent chapters concerning their exploitatghercrime

1.4 Gaming related applications

Applications related to video games are platforms created to facilitate communication between
players that enable functions similar to those of a virtual world, even though thagtaféhese

applications can be divided into two categories:

1 Directly associated

1 External
The first category concerns those applications created by the same company that produces the
virtual world and which are opened simultaneously or, in any case, before the virtual world's
launch. These applications function as a warehouse containing everything a user has downloaded,
such as VGs and the friends list. Not all are the same; some offer different functions, but in general
terms, the possible functions are interaction via both vocal and written chat, purchasing and/or
exchangingcurrency.The second category consists of applications that are not integral parts of
virtual worlds but are opened separately by the user. The functionsoemgarable tanstant
messaging programs, with somiéferences Amongthe most usedirectly associatedpplications

there are
1 EA (formerly Origin)
I Steam
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1 Epic Games lawher;
1 Battlenet
1 Others like GOG galaxy, itch.io, Xbox (beta), Uplay, Bethesda launcher.

In detail, taking steam as an example, in Figuratl®,possible to notice:
1. The username at the tlght that represesthe user
2. At the bottom right, the "friends and chat" section.

Clicking on any friend in thdriend list will open chat functions, which will be either vocal or

written.
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Figure 10: Friendlists and Chat options Steam Elaborated by the author.

Consequently, for each directly associated application, the user caradakatage of these
functions remaining outside the virtual world but still in close connection. In fact, the avatar,
account, or username used on these platforms represents the user within the virtuélowaicbr,

the situation is different with external applications, which require fuetaoration Unlike those

listed previously, these applications are not part of virtual worlds nor integrated into them,;
therefore, users need to download such applications like any other software and use them
simultareously. These programs were created to facilitate communication within VGs and virtual
worlds, with functions that are often more convenient and faster than those of virtual worlds.
Among them, two stand out in particular for the number of users who use them and their functions:

Discord and TeamspeakRiscord, founded in 2015, is an application created for gaming, which
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makes voice or chat communications easier for gaming purposes. Over the years, this application
has seen a significant increase in revenue and number of users. In 2021, it was estimated to have
140 million monthly active users and 13.5 million active servers (Curry, 2020). Discord is a
friendly user application that can be installed on PCs or Phones doambadsize of67MB (But

1 GB of Free space is needed, accessible by creating an account, and offers different

functionalities, as illustrated in Table 1.

Chat: Users can chat with other users through written messages.

Send files:Users can send direct documents, images, or others for a total size of 8MB, or 100 MB for Nitro

version.
Share files:Like other messaging apps, users can also share bigger files or links with others.
Call: Users can call each other without a time limit.
Videocall: Users can video call each other without a time limit.
Create a server:Users can create a private server and invite other users.

Join other servers:Users can join different servers dedicated to a specific topic.

Stream/Sharing content:Users can stream or share any live content with other users.

Tablel: Discord FunctionalitiesHaborated by the author

Users who access Discord must create an account with an email, accept the Terms of Service, and
use its onlinadentity to move into the platform. Like all the gaming industry providers, the Terms

of Service of Discord prohibits using the platform for illegal content and tries to protect the users
with some monitoring. Discord messages, for example, are stored in an extensive database named
Casandraand remain available to the admins as long as the users do not delete it; once deleted is
not possible to retrieve iWhena fake or real account has been created, within Discord, any user
can start creating private servers among the options available. In this case, for purely informational

purposes, a private server will be created to illustrate its functionality.

Benvenuto su

Server di Curcio Matteo

Figure 11: Opening messages of the private server cregt@&lscord Elaborated by the author.
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After creation, a welcome message will appaarillustrated in Figure 11, and the user can now
navigate inside ft Many options are available to the users, including creating additional private
rooms equipped with passwords and containing voice or classic chat.

Server di Curcio Matteo

CANALI TESTUALI

generale

Figure 12 Example of channel created within the Discord seriZ&aborated by the author.

In Figure 12, it is possible to observe a channel created within the server, and the icons illustrated
indicate avoiceclosed channel that requires a passwoterefore, it is possible to enter the server

only by invitation, in the channel with a password, and communicate only vocally, without chatting.
These possibilities create potential security risks and questions: Who monitors these conversations
and the interactions in these channels? While some messages can be recovered through Cassandr:
no method can record the conversations through Discordyrgodunately, despite the efforts of

the company to prevent illegal behavior, it is extremely easy to exploit this application to commit
different crimes, awill be illustrated in the following chapterénother application that is not very

well known but used in large numbers is Teamspeak, which offers similar solutions to the one
previously analyzed. Unlike Discord, TS can only be used from a PC and was also created to
facilitate competitive communications between players and is not to be considered a messaging
application. To use Bcord the users need to create an account, while for TS, that step does not
exist; the users need to download it, and it is ready t& Gsee downloaded, the user will find

himself in front of the screen illustrated in Figure 13:

"The server's name corresponds to the author of this thesis to facilitate understanding, but it is possible to call the server
in any way and change it at will.

8Today, a more recent version of Teamspeak is in beta, which requires registering an account but not replacing version
3, the current one. The new version lends itself to being very similar to Discord.
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© Teamspeak 3 — O hd

Connections Bookmarks  Self  Permissions  Tools  Help

MR ECMICHE X,

Li ST v You are now talking in channel: "Default Channel ~
O *** Today

0 <12:23:496 = *** You are now talking in channel: "Default Channel”

O *** End of chat history

0 <12:37:45> ** You are now talking in channel: "Default Channel” W

o ]
[ ©

&8 Disconnected

Figure 13: TeamSpeak Home pade&laborated by the author.

By clicking on Connections, it will be possible to choose a nickname and connect to public or
private servers, characterized by further rooms, which are protected or not by password.
Furthermore, in TS, a list of geolocalized servers is scattered worldwide, where a user can access

them without constraints.
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& Server List - a X

Name Clents Password Create channels  Country Region City i Sesvegrame
HOGH FEZ141ARAF 10/20  No Yes B C.. Beijing Bejjing Soios
BRABAE RS RS/ R XPCCVIL.  8/32  No Yes @ C.. Beijing Beijing Standard fiter
Location
£@HR4E POE CSGO COD[$%EERI..  7/32 No Yes [ C.. Beijing Beijing
Country: |China v
Hape Clan 6/10 No Yes [ C.. Beijing Beijing
Region: | All v
AH.ID/CHN TS Server 6/32 No Yes [ C.. Beijing Beijing Gity: Al &
TeamSpeak 3 5/10 N Ve C... Beiji Beiji
eamSpeal / o es ™| eijing eijing s
KitPixel TeamSpeak Server 5/32 No Yes [ C.. Beijing Beijing [ Hide empty servers
SFBIRFE ~gtestawork 5/32 No Ves @ C.. Beijing Beijing Hide ful servers
S with 0 3 100 %
Teddyou BRGE_FHEBEN.. 5/32  No Yes B C.. Beijing Beijing Ll Senves it (o DU s isers
TeamSpeak 3 4/10 No Yes [l C.. Beijing Beijing Yax Jots
Serverswith 0 T to 100 % slots
TeamSpeak 3 4/10 No Yes B C.. Beijing Beijing - : o U i
TeamSpeak 3 4/10 No Yes [ C.. Beijing Beijing
6560 R 4732 No Yes [ C.. Beijing Beijing
AL 3/10 No Yes [ C.. Beijin Beijin
s dbdbch Sl e e v | Advanced fiter
FAQ Reload Displaying 100 servers, last updated: 14/11/2020 16:37:14 Apply filter Close
[Za Server List - [m] b
Name Clients Password Create channels ~ Country Region Gi A | Server name
?Uranus Server 214/ ... No Yes = R.. Magadanskay.. Ma Sl
Norilsk TSpeak 30/32  No Yes i R.. Krasnoyarskiy.. No | Standard fiiter
Location
--==KHV ZONE==-- 27/ 500 No Yes mm R.. Khabarovskiy.. Khi
Country: |Russian Federation M
Free channel | megolox.ru 26/32 No Yes i R.. Krasnodarskiy.. Kra
Region: | All v
TeamSpeak ][ Server 16/32 No Yes i R.. Irkutskaya.. Irkt Gity: Al %
team sasai 12/16 No Yes i R.. Leningradskay.. Mu
Users
MO84.RU | Multigaming ... 1/512 No Yes mm R.. Moskovskaya.. Do [[] Hide empty servers
Welcome Stalker TeamSpeak 7/120 No Yes i R.. Kirovskaya .. Kin Hide full servers
S ith 0 3 100 %
TeamSpeak ]I[ Server 7/32 No Yes = R.. Krasnodarskiy.. Shi [ Seyersm = o e
B roctax y gotepos 6/32 No Yes = R.. Khabarovskiy.. Nik Max Slots
Servers with 0 T to 100 3 sbots
TeamSpeak ]I[ Server 5/32 No Yes m R.. Kaliningradska... Kal U ' ©
TeamSpeak ][ Server 5/12 No Yes mm R.. Krasnodarskiy.. Kra
Chatic_TS 4/32 No Yes i R.. Chelyabinskay.. Ch
CFNAR a4/ Nn Vac — R Irbiitelava et ¥
< > Advanced filter
FAQ Reload | Displaying 100 servers, last updated: 14/11/2020 16:35:02 Apply filter Close

Figure 14: Part of the lists of Russians and Cagseservers Elaborated by the author

Figure 14 shows a part of the list of servers in China and Russia, with the related options, therefore
equipped or not with passwords, and how many users there are on each server. Once inside the
server, as with Discord, users can create additional rooms protected by passwords and accessible
only to those who own thenthere are private and public servers, and sending messages is possible
even though it is not a messaging application. Furthermore, the possibility of recording what
happens within personal channels has recently been dddmmhclusion, B, despite being a little

known tool, is widely used to communicate with users worldwidecamdbeused for norgaming

purposes.
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1.5The Metaverse

In 1992, Neal Stephenson defined in the book Snow Crash the Metaverse as a virtual world where
users create and interact through avai@tephenson, 1992Grimshaw, 201p Today, after
Zuckerberg's announcemgMilmo, 2021) the Metaverse has become a household word, but there
still exists a lot of confusion about the term and its implications; the media confuses the word
"Metaverse" with "the Metaveréé, and institutions often do not grasp its real potential. "The
Metaverse has at least two meanings, a bit like the term "Web." We can speak of it as a new
platform, understood as that digital space where the experience is virtuatdithesesional,
immersive, and with (limited) kinetic and tactile possibilities. But it can also be spoken of as a
specific metaverse (note the lowercase m) different from another: imagine the metaverse of a
fashion house and the metaverse of an FPS -{[Feton Shooter) game. In short, just as there is the
Web and there are websites, there is the Metaverse and the "metaverse sites". Anyone trying to
build the Metaverse probably refers to the ambition of provithegnterface to the Metaverse and

its metaverses. A bit like buildinhebrowser to access the We{Floridi, 2022). The Metaverse

aims to become the future virtual world based on augmented and virtual reality, implementing
technologies such as NFT and blockchain. However, as seen previously, it is not the only one, and
the foundations from which it starts are those of a classic virtual world. But how does it work?
Today, there are many metaverses on the market, each with its own rules, and for this example, the
sandbox metaverse will be illustrated. The sandbox is a virtual world similar to MMOGs like

Roblox and Minecraft, characterized by pixelated graphics.

°The metaverse is what Zuckerberg announced, a project about an interconnected virtual world. When we refer to the
metaverse, we are talking about this. Different is when we talk about metaverses, which can be considered subgroups or
by-products of the metaverse. They reflect characteristics of the metaverse but are specific and created by companies or
individuals. For example, there are currenty more than 160 metaverses of different societies.
(https://insidetelecom.com/hemanymetaversesaretherej So, in the end, we have "The Metaverse," which is the

idea of Zuckerberg and other Metaverses that encompass the same characteristics but are applied in different contexts.

26



https://insidetelecom.com/how-many-metaverses-are-there/

Figure 15: Avatar created to enter theetaverseElaboratedby the author.

Entering the Metaverse, it will be necessary to create an avatar, as illustrated irlbigumeethe
character has been created, the user will be able to navigate the map of that Metaverse, illustrated

(only partially) in Figure 16

Figure 16: The Sandbox Majtlaborated by the author.

In the image, it is possible tootice a grid map with different realities inside the squares that
correspond to different metaverses. For example, clicking on one of those squares will open the area
description and, for some, the "play” option. Once clicked, the user will enter that space, as

illustrated in Figure 17.
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Figure 17: The user's avatar inside a square resembling football aciiviBandboxIn green circles, other users.

Elaborated by the author.

This Metaverse is reminiscent of what was previously illustrated, that is, some video games, which
also represent virtual worlds, but the difference that the Metaverse brings is augmented reality. With
that example, Metaverse seems more like a video game, and one would not appreciate the potential
of an augmented reality visor, but there are metaverses where this logic changes. For example, the
metaverses used via Spatial.io are compledéferent. To accesghem as with all other virtual

worlds, it is necessary to create an avatar, and users catoalss via the camera, which will take

a photo and recreate an avatar as faithfully as possible. Once users have the avatar, entering the
Metaverse is very simpleand f the users also wear an augmented reality device, the experience

will be closer to a real virtual world.
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Figure 18 User Avatar inside the metaverisBJW. Elaborated by the author.

In Figure 18, the avatar is inside a metaverse created especially for an event called Digital Jewelry
Week, which is a jewelry exhibition. All interested people can comfortably enter the Metaverse
from home and view the exhibition without having to be there physically, and with an augmented
reality viewer, everything will recall an experience very similare@lity. Insideit is then possible

to exploit NFT, blockchain technology to buy/sell and exchange currencies, just as if the user were
inside ashop or commit different cybercriméd In conclusion, it is possible to have many
metaverses, each with its characteristics varying in reality, but all sharing logic that arises from the
VGs and which are modulated and innovaiBukerefore, the metaverses are virtual worlds that can

be divided into typologies, but to be such, they must respect the dimensional and interactive

standards set out previously.

1.6 The relationships between virtual worlds anddigital/ physical platforms

All video games, virtual worlds, and metaverses are accessed via physical platforms, such as
computers, consoles, and mobile phones. However, not all these physical platforms offer the same

10[1] Zhou, Y., Tiwari, M., Bernot, A., & Lin, K. (2024). Metacrime and cybercrime: Exploring the

convergence and divergence in digital criminality. Asian Journal of Criminology, 19(31381.9
[2] Pandey, P. (2024). Bits and Bytes Betrayal: Unravelling the Dark Threads of Cybercrime in the

Metaverse. In Security and Privacy in Smart Environments (pp148R Cham: Springer Nature

Switzerland.
[3] Awadallah, A., Eledlebi, K., Zemerly, J., Puthal, D., Damiani, E., Taha, K., ... & Yeun, C. Y. (2024).
Artificial intelligence-based cybersecurity for the metaverse: research challenges and opportunities. IEEE
Communications Surveys & Tutorials.
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options concerning digital platforms and communication. As part of the researchiepthnstudy

was conducted regarding the communication possibilities between users in this environment to
summarize users' possibilities whateracting Figure 19 shows the results of the analysis.
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Figure 19: Model that represents the flow of possible communication within the gaming enviroBfabotated by the

author.
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After that, there is the MMOG discriminant. The black arrow islitectional; therefore, it means
that MMOGs are the factor that increases or changes communication possibilities. Once an MMOG
has been installed on the PS 4 there will be the following functions:

A Voire chat
A Privat;e messages
A The chats provided by each type of MMOG.

All of this refers to a single user using the PlayStation 4. Each combination can be paired or used
individually. In this case, the user will have 6 (+5, depending on the type of chat used within the
MMOG) possibilities to use these communications. This flow creates a quantity problem because it
is impossible to know which platform is used to communicate in a given moment if more than one
is used, and if the user is moving between some of tii@ere's also the problem of alternative
identity, amplified in MMOGs compared to V/@lated applications. A user can be different people

at the same time on multiple platforms. For example, a user can call themselves Matteo on Fortnite,
Goofy on Discord, and Franco on TS, to which the VGs identity will be added. Furthermore, in
some platforms, the possibility of changing the user nickname exists, making things more
complicated under a security lens. The companies producing some of these platforms would be able
to trace the user who misuses these platforms via chat, but the process is complex and must be done
independently. For example, some users can be reported through community or user reports.
However, this is all the manufacturing companies can do; the conversations are not monitored
(Good, 2020)and often, even the chats are not kept. In short, if a user uses one of these platforms
outside of its purposes, other users or company employers must catch him at the exact moment or
hope another user reports the incident. However, as illustrated above, this is not feasible currently,
as users intending to communicate on these platforms for other purposes know well how to avoid
this and exploit specific functions (such as secret rooms, passwords, and VPNs) to conceal

themselves.
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2. CYBERCRIME AND VIRTUAL WORLDS

Today, the cyberspace occupied by virtual worlds like MMOGs and related applications is
unknown; millions of undetected communications go through these applications every second.
Vocally or in writing, users worldwide can communicate without barriers and share any content
anytime. Who can control these communications? Who can guarantee that these platforms are not
being used to perpetrate cybercrim@s®l how these platforms can be maliciously exploitéd?
illustrated in Edward Snowden documents, there been a lot of interest by the intelligence
agencies in these virtual worlds, and different projects were launched s€Snegigl, 2008)One
of these projects is named "Reynard": fa see
social (particularly terrorist) dynamics in virtual worlds and lasgale online games and their
i mplications for the I ntell i gen asetat@dyedificea t y o
of the Director of Nationalritelligence(ODNI) (Reynard "will seek to ideify the emerging social,
behavioral, and cultural norms in virtual worlds and gaming environments,” the findings from
which would be applied "to determine the feasibility of automatically detecting suspicious behavior
and actions in the virtual world(ODNI, 2008).In 2008, Reynard shifted its focus from pattern
based data mining to utilizing social science research community expertise to gain insight into
Massively multiplayers online gamésIMO). In April 2009, announcements about the revamped
Reynard Program were releasedthg Intelligence Advanced Research Projects ActiifRPA),
and more details were given on the project's intended outcomes. In particular, it would seek "to
identify behavioral indicators in virtual world¥Ws) that are related tthe realworld (RW) []
characteristics of the users,"” whether these be individuals or groups. Research areas might include
"Avatars and Representation, Communication, Things That Avatars Do, Group Formation and
Dynamics, Money and Economics, and Cultural Differences” (IARPA, 2009). At a meeting of
possible Reynard partners, researchers and defense contractors were told that it was "highly likely
that persons of interest were using virtual spaces to communicate or coordinate” (Stevenb) 2015).
addition to video gaes, in recent days, the Metaverse has also been the subject of a report in which
Interpol considers it to be at high risk of cybercrime (Kartit et al., 2022) as well as targeted by
Europol that proposed a study regarding law enforcement (European Union Agency for Law
Enforcement Cooperation, 2022). Furthermore, Discord recently caught the attention of intelligence
agencies after some users reported that an American soldier leaked secret material through the
platform (Shane Harris et al., 2023). In this et virtual worlds remain a question mark, and
despite several reports worldwide suggesting that they can become potentially dangerous, there are
no studies on the matter nor solutions that can contain the phenomenon @odatxuently, this
chapter intends to highlight the seriousness of the problem, illustrating the results obtained from the
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systematic review and some examples of cybercrime that can be perpetrated, found during the

research.

2.1 Cybercrime Definition and legal frameworks

For this research, it is important to define cybercrime, which is commonly used but lacks a
universally accepted definition. According to many authors (Black et al., 2019; Viano, 2017;
Donalds&OseiBryson, 2019), it is impossible to find a definition everyone can agree on today. In
addition, the Prefix "Cyber" is constantly being used foytlsing related to the Internet, like
"Cybershopping, Cybersurfing" or illicit activities like "Cyberterrorism and Cyberbullying” (Yar&
Steinmetz, 2019)At an international levelthere areseveral attempts to define this term over the
years, from the Tenth United Nations Congress on the Prevention of Crime and the Treatment of

Offenders that defines it as

1. "Any illegal behaviour directed by means of electronic operations that target the security of

computer systems and the data processed by them."

2. "Any illegal behaviour committed by means of, or in relation to, a computer system or network,
including such crimes as illegal possession and offering or distributing information by means of a

computer system or network"

Another contribution emerges from tipeeambleof Council of Europe Cybercrime Convention

held in 2001}, that say Adiion directed against the confidentiality, integrity and availability of
computer systems, networks and computer data as well as the misuse of such systems, networks anc
data by providing for t h&ongentiomdniCgoeririsiea 200lan o f
2007, the European Commissiodefined cybercrime as: "criminal acts committed using electronic
communications networks and information systems or against such networks and systems"
(European Commissiorz007) and later in 2013, the Cybersecurity Strategy of the European Union
defined cybercrime as'a broad range of different criminal activities where computers and
information systems are involved either as a primary tool or as a primary t&@yb&ersecurity
Strategy of the European Union, 2018pday, the UN is still discussing a possible definition of
cybercrimeas the Budapest Conventiéhremains at a standstill, not finding a broad consensus
(Bannelier&Lostri, 2024) Furthermore, the taxonomy created by these reports does not find

configurations accepted by all but attempts to specify and categorize the type of cybercrime and the

HETS 1851 Cybercrime (Budapest Convention), 23.X1.200fened for signature Budapeston 23 November 2001
and it entered into force on 1 July 2004. As of April 2023, 68 states have ratified the convention, including Italy.
12 https://rm.coe.int/1680081561
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action committedConsequently, the definition used most often by institutions and academics today
is very genericficybercrime is a crime or criminal activity that uses or targets a computer or a
computer network However, the U.S. Department of Justice (DOJ), in the 1989 manual where
computer crime is defined, has a very interesting categorization not included in other documents.
filn its elaborations on the subject, DOJ divides computer crime into three categories: 1) crimes in
which computer hardware, peripherals, and software are the target of a crime; the criminal is
obtaining these objects illegally; 2) crimes in which the computer is the immediate "subject" or
"victim" of a crime, i.e., the crime consists of attacks on a computer or a system, destruction or
disruption of which is the damage caused; and 3) crimes in which computers and related systems
are the means or "instrument” by which ordinary crimes are committed, such as theft of identities,
data, or money or the distribution of child pornograpliinc, 2023. For this research, the
interpretation that fits the most is the one given in point 3. Consequently, taking this definition as a
guideline by combining it with the most recent adopted by actors at an international level,

cybercrime in this work will be defined as:

A criminal activity in which computers and related systems are the means or "instruments" by

which crimes are committed.

Where "related systems" also involve physical and digital platforms, Virtual Worlds, Video Games,
and related applications.

Cybercrime, as a rapidly growing global phenomenon, requires a global and collaborative legal
response. Frameworks established by international law and European law provide essential
mechanisms to address cybercrime, including cooperation, regulation and harmonization of criminal
laws. However, most current frameworks do not have a specific focus in virtual worlds. If "online
environments" or something about the metaverse is sometimes mentioned, there is no framework
that specifically focuses on cybercrime in virtual worlds, but rather on more technical problems,
which fall under cybersecurity, which although being a cybercrime is different from the type of

cybercrime mentioned here. Below are some of the mostkweln frameworks:

International Legal Frameworks
TheBudapest Convention on Cybercrime (2061)

The Council of Europe Convention on Cybercrime, commonly referred to as the Budapest

Convention, is widely regarded as the first comprehensive international treaty aimed at addressing

B https://lwww.coe.int/en/web/cybercrime/thedapestonvention
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the challenges posed by cybercrime. The Convention seeks to harmonize national laws and foster
international cooperation to combat cybercrime effectively. It defines various offenses, including
illegal access to computer systems, illegal interception, andrelated offenses, and establishes
procedural measures for the investigation and prosecution of such crimes. One of the most
significant provisions of the Budapest Convention is its emphasis on international cooperation. It
facilitates the provision of mutual legal assistance, enhances extradition processes, and establishes
frameworks for police collaboration across member states, thus ensuring efficient and coordinated
responses to cybercrime incidents. While the Convention has garnered considerable global support,
with over 65 countries as parties, there remain some notable exceptions, including certain EU

member states.

The United Nations (UN) Convention on Cybercrime (Propdéed)

While a universally ratified global cybercrime treaty is yet to be realized, the Ux@gdns has

been active in addressing the issue under the auspices of the UN Office on Drugs and Crime
(UNODC). The ongoing discussions surrounding a potential UN Convention on Cybercrime are

aimed at developing international standards for legal cooperation, jurisdictional matters, and

capacitybuilding in the criminal justice sector to tackle cybercrime. These efforts underscore the

importance of a unified international approach in addressing the borderless nature of cybercrime.

OECD Guidelines on Cybercrirtre

The Organisation for Economic &peration and Development (OECD) has also been instrumental

in addressing cybercrime through initiatives such as the OECD Guidelines for Protecting
Consumers in the Global Market. These guidelines advocate for stronger international cooperation
and the adoption of best practices in the regulation of cyberspace to protect consumers and combat

cybercrime.

European Legal Frameworks
Directive 2013/40/EU on Attacks Against Information Syst€éms

The EU Directive 2013/40/EU, commonly referred to as the Directive on Attacks Against

Information Systems, is a critical legislative instrument in the European legal landscape designed to

Y https://www.unodc.org/unodc/en/cybercrime/convention/home.html
15 chromeextension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.osce.org/files/f/documents/a/8/534684.pdf
16 https://eurlex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A32013L0040
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criminalize cyberattacks. It encompasses a broad range of offenses, including illegal access to

information systems, illegal interception of data, and the manipulation of data.

The Directive places an emphasis on harmonizing criminal laws across the EU, ensuring that
cybercrime offenses are met with consistent penalties and that member states are equipped with the
necessary tools to investigate and prosecute cybercriminals. This harmonization is essential for
enhancing crosborder cooperation within the EU, particularly as cybercrime often involves actors

spanning multiple jurisdictions.

General Data Protection Regulation (GDPR) (EU Regulation 2016/679)

The General Data Protection Regulation (GDPR), while primarily concerned with data protection,
plays a crucial role in mitigating cybercrime. It imposes stringent requirements on organizations to
implement robust cybersecurity measures to safeguard personal data. In the event of a data breach,
the GDPR mandates rapid notification to supervisory authorities and affected individuals within 72

hours, thus promoting transparency and accountability in the handling of personal information.

Additionally, the GDPR incentivizes the use of encryption and pseudonymization techniques to
minimize the impact of data breaches, further enhancing cybersecurity measures. The regulation
also imposes significant penalties for rompliance, with fines reaching up to 4% of global
turnover or 420 million, whi chever is higher

with cybercrime and data breaches.

Directive 2016/1148/EU on Security of Network and Information Systems (NIS Diréétive)

The NIS Directive (Directive 2016/1148/EU) is a pivotal EU regulation designed to strengthen the
security of network and information systems across the European Union. The Directive requires
operators of essential services and digital service providers to adopt cybersecurity measures,

conduct regular risk assessments, and report significant incidents to national authorities.

" https://eurlex.europa.eu/eli/reg/2016/679/0j
18 https://eurlex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A32016L1148
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The NIS Directive further fosters crebsrder collaboration within the EU, enabling member states
to share information and best practices in cybersecurity, thereby enhancing the collective resilience
of EU member states against cyber threats.

EU Cybersecurity Act (Regulation 2019/881)

The EU Cybersecurity Acprovides a comprehensive framework for improving cybersecurity
standards within the EU. It strengthens the role of the European Union Agency for Cybersecurity
(ENISA) and introduces an EWide cybersecurity certification scheme for ICT products, services,
and processes. By establishing a uniform standard for cybersecurity practices, the Cybersecurity Act

enhances the protection of critical infrastructure, businesses, and individuals against cybercrime.

European Arrest Warrant (EAR)

The European Arrest Warrant (EAW) is a significant tool for combating tresker cybercrime
within the EU. It simplifies and accelerates the process of extraditing individuals who have
committed cybercrimes in one EU member state but are located in another, thus ensuring swift

justice for cybercriminals and minimizing the risk of safe havens within the EU.

Directive 2011/93/EU on Combating the Sexual Exploitation of Chifdren

The Directive 2011/93/EU focuses on the protection of children from sexual exploitation, including
via online platforms. It criminalizes the production, possession, and dissemination of child sexual
abuse material, which is often facilitated through digital means. This Directive enhances the EU's
ability to combat the distribution of such material online and encourages collaboration between law
enforcement agencies to dismantle child exploitation networks operating in cyberspace.

The Digital Services Act (DSA) and Digital Markets Act (DMA)

The Digital Services Act (DSA) and Digital Markets Act (DMA) represent recent EU regulatory
efforts to impose greater accountability on digital platforms, which are frequently used to facilitate
cybercrime. These regulations include provisions aimed at reducing the spread of illegal content,

enhancing platform transparency, and ensuring that platforms take responsibility for user safety.

9 https://eurlex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A32019R0881

20 https://commission.europa.eu/law/crdgwrdercases/judiciatooperation/typefudicial-cooperation/europeaarrest
warrant_en

2! https://eurlex.europa.eu/legadontent/EN/TXT/?uri=CELEX%3A32011L0093

22 https://digitatstrategy.ec.europa.eu/en/policies/digitatvicesactpackage
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While these Acts primarily focus on market regulation and consumer protection, they also have
broader implications for cybersecurity and the prevention of cybercrime by increasing platform

accountability in the face of growing online threats.

2.2 Systematic Review

Today, the complexity of virtual worlds and the lack of research in this field have created an
academic gap that makes it difficult itaderstandwhat" has been written about this argument. To
conduct a thorough systematic literature review that would fit this complex field of study, the
methodology illustrated by other authoritative research (Buchanan &Bryman, 2011; Cook, 1997;
Cooper, 1998; Tranfield et al., 2003) turned out to be the best choice. The primary purpose of the
following systematicliterature review is to identify possible academic contributions that have
covered the research topic (Cybercrimes in Virtual Worlds). In this review, selecting keywords has
been quite challenging not only because virtual worlds are called in many different ways but also
because there is no official "name" that distinguishes them. For example, a virtual world can be
called a video game, a game, a MMOG, a MMORP@ MMC?4, a digital world®, a parallel

world?®, and many otherglso, investigating such topics makes it possible to easily find literature

on violence and video games, that is, research highlighting how video games can make people
violent. However, this is different from the subject of this study. Infact, the topic of this research is
related to cybercrimes committed through virtual worlds, where computers are the meaning of
which crimes are committed. Nevertheless, the most challenging part of this systematic review was
the scanning: Many results appeared to be good with the selected keywords, but after a rigorous
selection, only a few were valuable and coherent. In addition to the systematic literature review, a
grey literature review has been conducted to extend the possible findings. The latter will have two

different methodologies adopted to improve the review furtRer.this study, EBSCOhost was

23\IMORPG (massively multiplayer online refgaying games) is always a MMOG but with differgnbperties. The main difference is in the video
game's content: a MMORPG differs from an MMOG because it combines elementsplhyahg games (RPGs) with the gameplay of multiplayer
online gaming worlds. These words are often used to identify virtual gaming worlds, and both are correct.

2\MMO is used to indicate a MMOG,; there is no substantial difference, and it is used to shorten the word massively nuritipgames.

25Digital worlds refer to online places where you can interact with other users and complete different actions, like ctatiegting. Nowadays
this word is increasingly used to describe everything that refers to virtual space. Therefore, a digital world can Igameide@ parallel world,
and this is why the word is often used to replace "video games" or "MMOG" because it can still refer to those digitdfavaidsnple, a digital
world can be Second Life, but second life is also an MMORPG. Today, this word is often used as

synonym and cannot be said to be wrong, perhaps too vague or imprecise. Moreover, digital worlds do not necessaegfiehtiveitteo games; in
fact, another example of digital worlds are all those applications related to MMOGs

(E.g., Discord, Teamspeak) and the Metaverse.

2%parallel worlds are often used to define those virtual worlds in which real life is reflected with the digital one. Foe,eRa0gnd Life is an
MMORPG, a digital world, but it can also be defined as a parallel world because several factors make a simple videargaheard/a digital
projection of the real world. For example, in these parallel worlds, like the Metaverse, it is possible to perform atéoepérformed in real life
through an avatar. Also, parallel worlds are often used to indicate applications that make things more realistic tledinititres. d
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selected as the research database (from previous redgtiishdatabaseesulted in the one with

the most resourcesPeerreviewed English academic contributions were considered (Articles,
Books, Books chapters, Proceedings etc..). The period set for this research was from 1 January 1990
to 1 January 2022. Since the mentioned virtual worlds are known under various names, the keyword
selection process has been unconventional. An extensive set of words comprehending several
concepts was first used to identify all possible documents referring to virtual worlds and
cybercrimes. Subsequently, to increase the accuracy of this process, other keywords were chosen
based on more specific issues; for instance, a keyword was selected along with a crime (e.g.,
Terrorism video games). Finally, a few interesting keywords were added to the selection in a mix of
terms that could have produced some resiilte selected keywords, presented in Tabl@ne

word plus the combinations of words), were used to identify contributions in which the keywords
appeared throughout the whole text (TX). (e.g., Keyword: (video games crime) searched in the TX
of all contributions available = 45.027results). Within the previous result, the selected keywords
were searched in the Title (TI) and Abstract (AB), assuming that their presence would ensure
affinity and relevance. (E.g., Keyword: (video games crime) searched in Tl and AB from the initial
45.027 contributions gives these results: 27 of them contain the keyword in the TX and 371 the
keyword in the AB). To ensure more affinity, all relevant contributions containing the selected
keywords in the Tl and AB were scanned to verify their coherence with the subject. (E.g., the 27
contributions with the keywords present in the Tl were scanned by reading their abstract, while the
371 contributions with the keyword in the AB were scanned by reading them). This process has
been repeated for each keyword. All the remaining contributions that resulted in having some
affinity from the previous procedure were again scanned by reading their ali&rmgctfrom the

past procedure, the total amount of contributions was:121 with keywords present in the Tl and 2083
with keywords present in the AB. These contributions were scanned by reading their AB to ensure
they had an affinity with the topic). The reason to choose the period-gD2X) is that prior to

1990, no MMOG or virtual worlds existeds presented in Table 3, the results obtained are:

A 422833 contributions that contain the selec
A 121 contain the keywords in the TI
A 2083 containABhe keywords in the

*TBefore using EBSCOhost, other search databases were briefly tested by using some keywords for comparison to see whicfiedethties
most results. The research databases tested were: JSTOR, Google Scholar, and ProQuest. After this small research, BB &@0iwesbifering
the most results, and so it was chosen.
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All the contributions in which the keywords were present in the Tl and AB were scanned to verify
their coherence and affinity. From this process, 27 papers were found to be appropriate. After

careful readings, 6 more papers were removed from this pool as they were not academic. In detail:

A

One of these was a thesis.
A One of these was a periodic article.
A Two of these were website notices.
A Two of these were duplicate results.

Cybercrime video

Video games crime
games

Virtual worlds
cybercrime

Virtual worlds
crime

MMOG crime MMOG cybercrime

. Metaverse Money laundering Money laundering MMOG
Metaverse crime . . . S .
cybercrime virtual worlds online apps communications crime
Online game crime Online game Money laundering Money laundering Digital a_pphcatlons
cybercrime metaverse MMOG crime

Messaging apps Messaging apps

Terrorism video
games

Terrorism online
apps

Terrorism MMOG

Murders video

Terrorism virtual
worlds

Terrorism metaverse

Money laundering
video games

Murders MMOG

cybercrime crime games
- . Digital world -
Digital world crime 9 . Murders metaverse| Murders virtual worlds
cybercrime

Gamification terrorism
video games

Discord app crime

Gaming chatrime

Murders online apps

Table2: Keywords

Keyword in the TX Keyword in the TI Keyword in the AB
Video games crime 45027 27 371
Virtual worlds crime 42499 25 207
MMOG crime 164 0 2
Metaverse crime 102 0 2
Online game crime 44956 6 153
Messaging apps cybercrime 5436 0 7
Digital world crime 63794 11 441
Cybercrime video games 5854 0 4
Virtual worlds cybercrime 3573 3 21
MMOG cybercrime 12 0 0
Metaverse cybercrime 12 0 1
Online game cybercrime 44956 6 153
Messaging apps crime 625 0 2
Digital world cybercrime 8639 8 149
Terrorism video games 15701 5 75
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Terrorism online apps 7544 0 4
Terrorism MMOG 39 1 1
Money laundering virtual worlds 8098 3 39
Money laundering metaverse 26 0 0
Murders video games 13334 11 86
Murders metaverse 27 0 0
Murders online apps 4533 0 0
Terrorismvirtual worlds 19905 1 43
Terrorism metaverse 37 0 1
Money laundering video games 5042 0 1
Money laundering online apps 4537 0 0
Money laundering MMOG 18 0 1
Murders MMOG 34 0 0
Murders virtual worlds 13352 1 9
Gamification terrorism videgames 116 0 0
Discord app crime 1090 0 0
Gaming chat crime 2567 0 1
MMOG communications crime 149 0 0
Digital applications crime 61035 13 309
Results 422833 121 2083

Table3: Results Obtained

In the end, 21 academpapers were identified as suitable as they contained necessary keywords;
however, even if these papers, at first reading, appeared to be appropriate, it was necessary to adop

"inclusion" and "exclusion" criteria to determine their relevance.
Inclusion criteria:

A Consistency with the main topic (the paper

related to the research).

A lllustrates at | east one crime that can be
A I'n the tciedinrelatidivi®ogbericrenes (virtual worlds or video games).

A MM@f@ted applications in connection with cybercrime are mentioned in the text.

A 1t descri bes, even superficially, a probl

(anonymity, VPN, multiple identities).
Exclusion criteria:

A Ilnconsistency with the research project (do

does not discuss the topic).
A 1t does not illustrate anyyvitoatwords. perpetrate

A No keywords are mentioned in connection wit
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A  No MMOG related applications are mentioned.

A Cybercrime is not described as a result of
the tool that causes the problem when instead platforms are the means by which crimes are
perpetrated. E.g., using a PlayStation and a violent video game, you can develop violence is
inconsistent with the project. E.g., Laundering money through the platform, using segaeten

chats to communicate and commit crimes = consistent). Based on these criteria, out of 21 papers, 10
had some affinity with the topic. Furthermore, the papers were cataloguediia E@and detailed

with the date, author, and a small abstract.

Categories of sources

]
5
4
3
2
1
0

Money  Privacy and Cybercrimes  Security  Terrorism

aundering  identity on Discord about and virtua

theft virtua worlds

worlds

Figure 20:Categorization.
The papers found are listed below with a brief description:

Identity theft and virtual property.

(Chen et al., 2004) The paper highlights different crimes committed through MMO&wian. It
focuses on identity theft, virtual property, and privacy violations. It is very short but gives some

good hints on what could happen on these platforms.
Identity theft and minor crimes.

(Chen et al.,, 2005) This paper is similar to the previous one written in 2004, but the crimes
discussed are much broader this time. It examines 613 criminal cases that happened through these
platforms, giving a good explanation. It mainly focuses on theft and some other minor crimes but is

a paper that is valuable and offers excellent perspectives.
Money laundering.

(Keene, 2011). The purpose of this paper is to highlight emerging threats in cyberspace, with
particular reference to financial crime in the virtual world, which have real life implications; it also

recommends ways by which the threat may be mitigated. The paper discusses different financial
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crimes, including money laundering. It is an interesting paper explaining these applications' risks by

illustrating different examples.
Money laundering.

(Irwin et al., 2012). This paper aims to examine different verification procedures implemented by
MMOGs platforms and providers to determine if the transactions are truly anonymous. In addition,
the study is conducted to search if the identities of those who may wish to use that environment to

conduct money laundering or terrorism financing are covered and not identifiable.
Money laundering.

(Chamberslones, 2013). This paper highlights how #sence of laws in virtual worlds permits
several crimes, including money laundering. It explains how virtual currencies work and what it is
possible to do through these applications. Also, it compares different legal legislations to explain
how the system is flawed.

Money laundering.

(S.M. Irwin et al., 2014). This paper is similar to the one written in 2012 but focuses explicitly on
"financing terrorism activity through money laundering." The interesting findings show that it is
possible to finance that activity in these virtual worlds. Furthermore, the paper experiment was

conducted in different MMOG, producing positive results.
Affinity to the research topic.

(Stevens, 2015). This paper is the most accurate as it grasps the main problem of these applications.
Virtual worlds, as explained, are completely {ree environments and are unmonitored. The
studyalso includes a thorough analysis of documents uncovered during the years. It offers a
comprehensive idea of what problems could arise from these applications and what approach has

been taken by intelligence agencies to counter the phenomenon.
Money laundering.

(Chamberslones, 2018). Similar tine others about money laundering, this paper analyzes virtual
currencies and the exploitable functions these applications have. It also gives some idea of what is

possible to achieve in private rooms with fake accounts.
Cybercrime app Discord.

(Conway et al., 2019) This paper discusses how it is possible to use gatated applications to
spread fairight extremist ideology and recruit people. It also brings many examples regarding a

specific application called Discord, which has been used multiple times to commit cybercrimes.

43



Terrorism and virtual worlds.

(Trifunovil, 2021) . This paper discusses how
perpetrate covered terrorist activities. It develops interesting conclusions by sluiffieérgnt case
studies that illustrate how it is possible to conduct illicit activities. Also, it considers the Islamic

world and its coexistence with these virtual worlds.

2.2.1Grey Literature Review

"Grey literature is an extensive, though complex, source of information. The 'Luxembourg
definition' offers a widely accepted description for grey literature as 'that which is produced on all
levels of government, academics, business and industry in print and electronic formats, but which is
not controlled by commercial publishers, e.g., where publishing is not the primary activity of the
producing body" (Godin et al., 2015). To analyze documents that are consistent with the topic, two
approaches have been applied: In the first one, different research databases were consulted to
identify possible documents that fit the argument. In particular, the openogpeyAIRE, the FBI

vault, and the CIA reading room were scanned to find possible reshite commorresearch has

been done online (Google) for the second approactietial sites, videos, and web articles were
explored. The methodology adopted for the first approach of this grey literature review is the same
as the standard literature review; the only option changed is the database, scanning for "other
research documents" rather than "pestiewed articles.Therefore Previous inputs (E.g., English
language, time period) were applied for databases such as open grey and opehAtigig only

one option regarding contributions. Instead of searching for-negewed articles, only "other
research products" were scanned. Previously selected keywords were applied, and all results were

scanned to ensure affinity with the topic. The findings are illustrated in #able

Open grey OpenAire FBI vault CIA reading
room

Video games crime 0 7 0 0
Virtual worlds crime 0 2 0 0
MMOG crime 0 1 0 0
Metaverse crime 0 0 0 0
Online game crime 0 11 0 0
Messaging apps cybercrime 0 0 0 0
Digital world crime 0 17 0 0
Cybercrime video games 0 0 0 0
Virtual worlds cybercrime 0 0 0 0
MMOG cybercrime 0 0 0 0
Metaverse cybercrime 0 0 0 0
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Online game cybercrime 0 0 0 0
Messaging apps crime 0 0 0 0
Digital world cybercrime 0 2 0 0
Terrorism video games 0 5 0 160
Terrorism virtual worlds 0 0 0 3691
Terrorism online apps 0 0 0 30
Terrorism metaverse 0 0 0 0
Terrorism MMOG 0 0 0 0
Money laundering video games 0 0 0 10
Money laundering virtual worlds 0 0 0 182
Moneylaundering online apps 0 0 0 3
Money laundering metaverse 0 0 0 0
Money laundering MMOG 0 0 0 0
Murders video games 0 0 0 87
Murders MMOG 0 0 0 0
Murders metaverse 0 0 0 0
Murders virtual worlds 0 0 0 2154
Murders online apps 0 0 0 12
Gamification terrorism video games 0 0 0 0
Discord app crime 0 0 0 110
Digital applications crime 0 18 0 467
Gaming chat crime 0 0 0 352
Results 0 63 0 7258

Table4: Results Obtained Grey literature review first approach.

For the second approad@pogle was selected as the research database. The keywords selected are
the ones previously used. All documents, audio, and video were searched in English, and all the
findings were scanned and given appropriate categorization. First, the keywords were used on
Google, and then the results were scanned by different categories, such as video, web articles, and
other documents. The most common sources found on the web are articles written by some tech
field experts and different videos about the topic that date back to the documents released by
Edward Snowden. Since then, the material obtainable is some local news and videos about the
argument, with most of them being warnings released after a dangerous event. The results obtained
with this keyword research were quite a lot; therefore, only the primary sources were reported to
reduce the numbers. (E.g., If different sources repeat the same news, only the first has been
indicated. In this case, if the findings are 25000 results talking about the same issue, the amount
reported will be "one" since all other results are discussing the same cofaid)5 highlights the
findings. All the sources were also divided by dates and categorization, as can be seen in Fig. 21
and Fig. 22

45



Video | Web Article | Others
4 30 4

Table5: Summary of the results
RESOURCES DATES AND TRENDS

. Video mmm Web Article
Others m— Linear (Web Article)
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2
1
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1 17 /19 20 21

m Video 31
m Web Article 2 1/1/1/ 21,38 9 2
Others 11 2

Figure 21: Resources by dates and trend.

Categories of the results
(threats,propaganda etc.,)
Cybercrimes through -
applications

0 5 10 15 20 25

Figure 22: Categorization of the findings.

i Video 1.
(Deputies Warn Parents about Discord App Potential Dangers, 201@).video highlights how
this gaming application raises concerns among deputies in the US. This application has been used
multiple times to commit crimes, and it offers many possibilities to communicate undetected. It also
brings attention to this application’'s potential by clarifying different important aspects, particularly

how crimes can be easily committed without detection.

1 Video 2.
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(Cybercriminals Are Doing Big Business in the Gaming Chat App Discord, 208i5.video

explains the possible exploitations of Discord. This application can be used to perpetrate different
crimes, and it offers some unique features, such as user anonymity, the possibility of hiding inside
private channels to conversate, and file transfers. These characteristics make Discord more

attractive to the users who want to exploit this kind of platform.

1 Video 3.
(We Need to Tackle Domestic Terrorism like We Do Foreign Threats, ExperCB&/News
2021).In the video, the participants discuss the problem of domestic terrorism that has been quite
frequent in the US. This phenomenon is also perpetrated through gaming applications, spreading
very fast. However, as highlighted in the video, the problem is that there are no resources, and it is

impossible to predict these events, so the issues remain open.

1 Video 4.
(Teen Accused of Making Death Threats on Gaming Platform, 20Rik).video shows a sheriff
who talks about discord and highlights how difficult it is for police to contact the provider of this
application. Even with a subpoena sent to the agency, it tooks four days to respond. Also, the event
discussed in the video has been reported to local police, but many of these events go unnoticed. An

issue that also raises more concerns.

1 Web Article 1.
(Shachtman, 2008This article talks about the research of Dr. Dwight Toavs, highlighting how it is
possible to use MMOG to perpetrate terrorist attacks.

1 Web Article 2.
(Singel, 2008)This article talks about the Reynard project, an undercover operation being done by

intelligence agencies to discover terrorists in online gaming environments.

1 Web Article 3.
(Storm, 2011)This article is similar to the previous one and discusses the Reynard project and

some events that occurred in Michigan.

1 Web Article 4.
(Pidd, 2012) This article discusses the case of Anders Bréhdkd explains the issue that gaming
platforms could have on people.

28Anders Breivik is the author of the Utoya massacre, where he killed 69 and the bombs that killed 8 peoplédrnirhi®slgb0Bpage manifesto,

"2083: A European Declaration of Independence, 0 t er rlaboutbawheuwedt Ande
Act i v iCaliofdntys Mlodern Warfare3 a me and Bl i z z aWodd ofEMatcrafigama tio hefp dim prépare for the attack. Eighty

five people were killed when Breivik allegedly gunned down campers at an island retreat disguised as a law enforcemand @fficzdditional

seven were killed from a bomb he allegedly set off at a government building in the tgp#tabought Modern Warfare 2, the game. It is probably

the best military simulator out there and it's one of the hottest games this year. ... | see MW2 more as a part ofgrgimalziion than anything
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1 Web Article 5.
(ProPublica, 2013).This article discusses what NSA and CIA have done to analyze these
platforms. The article is based on the documents released by Edward Snowden and makes some
appreciable considerations.

1 Web Article 6.
(Tyers et al., 2015)This article explains various doubts regarding the ISIL Paris attacks,

guestioning if gaming platforms were behind it.

1 Web Article 7.
(Greenwald, 2015)This article describes how Osama Bin Laden could have used video games to
train terrorists and subordinates. It also highlights how some video games could be used for that
purpose, as they reproduce realistic content.

1 Web Article 8.
(Dave Grossman, 2016)Yhis article explains how video games platforms can modify people's
behavior and teach them how to perpetrate crimes. It is not the best fit for this review, but it
highlights some significant issues encountered during most cases: the distinction between fantasy

and reality.

1 Web Article 9.
(Al-Awsat, 2017).This article brings attention to the CIA documents about Osama Bin Laden,

highlighting that he could have been usgagning platforms.

1 Web Article 10.
(Zilber, 2017).This article is superficial, but it does confirm that everyone could use these

platforms, even terrorists and other persons like Osama Bin Laden.

1 Web Article 11.
(Swearingen, 2017)This article explains one of the methods exploited in virtual worlds (Gold

Farming). A practice that many bots and agencies could use to launder money.

1 Web Article 12.
(Makuch, 2019)The article describes what a Californian congressman said during a meeting. On
that occasion, a topic that is a major issue on these platforms was brought up:-ribkt far

extremism and racism spreading on these applications.

1 Web Article 13.

else. I've still learned to love it though and especially the multiplayer part is amazing. You can more or less complityasitual operations.”
(Gaudiosi, n.d)
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(Griffin, 2019). This article discusses an Oklahoma case of prostitution that has been perpetrated

through the Discord application.

1 Web Article 14.
(Qureshi, 2019)This article highlights some discord features and explains how it has been used in

two cases: The Albion school and Bianca Devins.

1 Web Article 15.
(Lamoureux, 2019)This article discusses the case of a group of gamers that have assisted to a

murder case through Discord and tried to track it down.

1 Web Article 16.
(The fAgamificationo of D dmseatidleiillostrafes the phenonemon On |

of gamification and radicalization spreading in online environments.

1 Web Article 17.
(Brewster, 2019)This article illustrates how hackers and criminals do business through the Discord

application.

1 Web Article 18.
(Freile, 2019).This article discusses the case of Albion school and Bianca Devins and introduces a

new case and different considerations.

1 Web Article 19.
(Staff, 2019)Again, this article brings attention to the Discord platform, where a teenager has been

reported making threats.

1 Web Article 20.
(Mondesert, 2020)This article reports the speech of Gilles the Kerchove (EUtamtrism chief)

that warns about virtual worlds dangers.

1 Web Article 21.
(Vamshi, 2020)This article illustrates how cybercriminals are targeting users through the discord
application.

1 Web Article 22.
(Govind, 2020)This article illustrates a case where ten people were sentenced to prison for sexual

exploitation through Discord.

1 Web Article 23.
(Cecl i aD6 An aris arscle dlustra2g9) tBeOcpse of BOTs that exploit virtual worlds

currencies to launder money.

49



1 Web Article 24.
(Cory Shaffer, 2020)his article illustrates the case of a man that was threatening to steal weapons

and start an uprising.

1 Web Article 25.
(Vittozzi, 2020).This article illustrates how terrorists and extremists recruit people through video

games platforms. Also, it highlights how the phenomenon is spreading.

1 Web Article 26.
(Croft, 2020).This article is interesting because it reports an important statement made by Sony in

which they say that they will not be able to listen or monitor users' conversations.

1 Web Article 27.
(Good, 2020).This article talks about Sony and their statement about recording vocal chats and

makes some considerations.

1 Web Article 28.
(Stuff.co.nz, 2020Again, this article talks about a case in New Zealand, where people constantly

used the app Discord to buy and sell drugs.

1 Web Article 29.
(Roebuck, 2021)his article illustrates that some users who participated in the Capitol Hill assaults

used gaming platforms such as Discord.

1 Web Article 30.
(Shukla, 2021)This article is one of the most interesting; it brings to the attention the work of

Indian intelligence in discovering some terrorist accounts that were using that kind of application.

1 Others 1.
(S1E8: How Are Terrorists and Violent Extremists Using GamificatR#D). This Podcast found

on the internet explains the role of gamification in virtual worlds.

1 Others 2.
(Combating Robot Network2010) This is an unclassified report made in 2010 by a Canadian
defense research center. The report highlights different risks and challenges that are present in

virtual worlds.

1 Others 3.
(Online gaming in the context of the fight against terrorism, 202k is a public report made by
EU CountefTerrorism Coordinator to different delegations. Superficially, this report brings

attention to virtual worlds, as they are a potential risk for national securities.
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1 Others 4.
(Office of the director of national intelligence, 2008his is a small part of the Reynard project

unclassified document. It explains the scope of the project and why it has been launched.

This systematic literature review highlights different important aspects. First, it is possible to notice
that different results were obtained according to the keywords modification. For example, when the
main keyword was used (E.g., MMOG) the research database produced very poor results, while if
the spectrum was broadened to more comprehensive terms (E.g., instead of using precise words like
MMOG, more general words were used, like "virtual worlds"), there was a higher response, as

detailed inFigure 23

MMOG as part of the Keywords. MMOG not present in the Keywords,
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Figure 23: Comparison of Keywords
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These results highlight the limited coverage of academic literature regarding the topic "MMOG" in
the current academic literature. From the total pool

1 416 papers have "MMOG" present in the TX.

T 1 paper has "MMOG" present in the TI.

1 3 papers have "MMOG" present in the AB.

Besides one, these papers were also not connected with the research topic because the term
"MMOG" was associated with the sociological issue of video games and not with the possible
misuse of these platform&€ontinuing with the observations, it is possible to note that the most
results given with the selected keywords were in the TX, while a small amount was in the Tl and
AB. As illustrated inFigure 24 most papers have in their TX one of the 34 keywords selected, and
only 0,5% show the presence of the keywords in the Tl and AB. Another interesting consideration
is the general overview that resulted from the research database. After rigorous reading and the
application of inclusion and exclusion criteria, the gap increased: from a pool of 2204 papers (2083
+121), 27 were selected, and after the criteria application, only 10 were left. This proceeding
highlights how scarce is the academic literature about the argument: From 1990 till 2021) only
papers discuss some of the issues of these virtual worlds, and five focus on a specific topic (money
laundering). In 32 years, pemviewed EnglisHanguage papers about this topic are equal,3a

papers per year. If the0 papers are deeply investigated, the conclusion is that only four of them
discuss the argument covering only a small part of the issue. In total, if further clarifications are to

be made, onl\L paper is revealed to be appropriate.

Papers %
TX 420629 99,4786
TI 121 0,0287
AB 2083 0,4927
Total 422833 100

Figure 24: Total frequency of the keywords in the papers.

Following this systematic literature review, the grey literature review conducted to expltopithe
further highlights important aspects. For the first approach, it is possible to notice that no reliable
sources were found even if there were many results in the CIA reading Thenmain reason is
that the words "Terrorism" and "Murders" found in CIA documents are not related to the content

but are generally mentioned in the sources. As reported in Table 4, an interesting factor is that the
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FBI vault and the Open grey database have no resources, and OpenAire only shows 63. Once again,
these poor results highlight the total absence of records regarding this topic. Different instead are
the results of the second process. In this case, it is possible to observe that from millions of results,
different sources were found. Unlike previous results, the situation given by these findings is
different; in some way, all of these sources discuss the topic, or some specific aspects related to it.
Further considerations can be made by watching the dates of the resources; most of the "news" and
"video" are recent, meaning that the problem is relevant today and is being discussed "unofficially."
In support of this, some of the latest "news" present on the web quote the speech of high
institutional level persons (E.g., Gilles De Kerchove, EU Coufterrorism Coordinator) or have
reported direct quotes from former FBI agents (E.g., Dan Woods, FBI). All of the sources obtained
with this methodology can be considered reliable as they report direct quotations from institutional

authorities and actual events.

2.3 Methodology

In a complex and interconnected world like today, where most communications occur in virtual
contexts such as blogs, chats, messaging apps, and social media, and eoghated
communications (CMC) are the primary interaction of shafé®iings and emotions (Riffe et al.,

2006), it is necessary to adapt the classic research methods to the currentRestaxth in video
games is stildl far from having found a uniqu
conducted in games research has both accumulative as well as transformative aspects. In addition, it
is characterised by rather exceptional multidisciplinarity and interdisciplinarity, which is rooted on
the one hand in the complexity and diversity of its research subjectsllagswon the fact that
modern scholarship of digital games i s Tlke ratt
methodology chosen for this study was netnography: a recently emerging methodology in social
research that adapts the ethnography tools and applies them in a digital context. Founded by
Kozinets in 1995, this methodology has been revisited and applied in many research contexts. In the
beginning, netnography served as a research tool for analyzing the needs of online users (Kozinets,
1997, 198, 1999; Bickart& Schindler, 2001; Catterall&Maclaran, 2002) but with the development

of new technology, through netnographic analysis, researchers can gain new perspectives on
traditional service or explore new types of digital service (e.g., online streaming of entertainment,
online storage space or online gaming) (Heinonen&Medberg, 2018). The application of different
netnography approaches has been observed over the years in a variety of fields: Digital journalism
(Aitamurto, 2013), health (Mudry& Strong2013), sport (Gilchrist & Ravenscroft, 2011),

geography (Grabher&lbert, 2014), video games (Silva et al., 2021; Au &Ho, 2021; Hernandez &
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Handan, 2014). This raft of publications demonstrates that netnography, as a methodological
research approach, has a wide reach across many nations, languages, and fields (Costello et al.,
2017).Consequently, netnography does not focus on a single approach but instead adapts to the
phenomena studied. As the study aims to illustrate how these virtual worlds can be used to commit
crimes, direct observation and nparticipatory approaches have been adopiredietail, three

years have been spent inside virtual communities observing, collecting, and classifying data
following the steps of netnography, describeéigure 25

Research Focus

$

Community

identification and
selection

Engagement,
immersion, data
collection

¥

s ™\
Analysis & Iterative

interpretation

¥

Present Findings

Figure 25: Steps of Netnography

The research focus comprehends the research topic the researcher intends to investigate and the
research questions: Can video games, virtual worlds, and the gaming environregploiied to

commit crimes? Which crimes can be perpetrated? Moreover, how can we fight the phenomenon?

The successive step is where the researcher has to identify and select the community. This step is
challenging as each virtual world is unique and requires different steps. In the first instance,
creating different accounts, one for each video game/virtual world and application the researcher
intends to investigate, is necessary. Then, the researcher must download the application, create its
avatar, and play it to understand the game mechanics and community habits. It is not enough to play
in the virtual world for a few hours, but for each contest, the suitable timeframe is when the users

reach the "end garfi® and have mastered the mechanic; therefore, each virtual world may require

29In virtual worlds, but especially MMORPGs, the end game consists of the final content of that particular world. This
means those who have achieved it will have complete access to the world, including unlocking specific functions.
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different timescalesOnce reached this point, the researcher has mastered the virtual world enough
to identify users in guilds, groups, communities, friends, and locations like maps, words, cities, etc.
When the different communities have been identified, the researcher can select which one best suit
its research purpose (By using OSHEOMINT-HUMINT analysis, different hints can appear
during gameplay about some userfhe successive step is engagement, immersion, and data
collection. Here is where the researcher engages with the community, and this can be done in two
ways: with active participatigrtherefore, the researcher must inform the users about its presence

or in anonparticipatorymode For this research, ngarticipatory engagement has been adopted,
asan active participatiomould probably produce no resuftsinstead, the immersion step has been

done with a participatory approadfinally, the data collection is where the researcher gathers the
data; in this case, conversations and pictures were taken as proof of the behavior. There are different
ways to collect data, but screenshots and transcriptions of vocal chats are the most efficient way to
collect them in this environmenthis stage is also the most challenging and 4bm@suming, as

not everyone uses the gaming environment to commit crimes, and of course, users are not doing this
in everyone's eyes; therefore, many hocosild be spent observing without resultter the
researcher has gathered the materials, it is necessary to analyze them, draw possible conclusions an
patterns, and raise some new research questioaggerative process. A hermeneutigalltimodal

and linguistic analysis of pictures and conversations was conducted to highlight how this
environment is used to commit crimes because of the ease of unmonitored communications. In the
last stage, the findings are presented, which can be done differently according to the regdlarcher.
processes have been adapted to the nature of the research object, "gaming environment,” as
Kozinets suggested in 2006, and integrated with previous methodological works published in the
gaming environment, in particular, the works of Consalvo& Dutton, 200&ame analysis:
Developing a methodological toolkit for the qualitative study of gamesg)(Game Research
methods of Lankoski&Bjork, 2035Moreover, OSINFCOMINT, and HUMINT techniques were

used along with netnography to reach a wider reBuie to the topic's nature, the researcher fully
complied with the regulations regarding the possession and disclosure of the material.

2.4Pedophilia

Virtual worlds and online video games are an esgryanding environment involving millions of

players worldwide, witnessing massive user expansion during the pandemic (King et al., 2020; Guo

3%n the engagement phase, it was deemed appropriate not to reveal the identity as it would have changed the behavior
of the communities observed. Let's imagine that any law enforcement agent warns everyone before taking an
undercover operation; we can deduce that this operation would lead to nothing, exactly like in this case. Revealing the
identity would have prevented results.
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et al., 2022) As a result, challenges also emerge, including the possible presence of pedophiles
seeking to exploit them to target minoPedophilia is considered to be a mental disorder where an
individual seeks sexual gratification from children (APA Dictionary of Psychology, 2018), and in
many jurisdictions, this phenomenon is a crime regulated by various penal codes. The law may vary
according to the country, but in general terms and with the necessary exceptions to the various
penal codes, it is considered a crime when an adult performs any sexual acts with a child under their
age of consent. The age of consent is different depending on the country, as do the penalties
imposed on those who commit the crime. Therefore, to be defined as a crime, looking at various
penal codes, such as the lItalian (Codice Penale Art. 609 quater, 1996) and Californian (Californian
Penal Code art 288, 1982) ones, for example, it is considered a crime when an adult commits any
sexual act with a minor under 14 years of age (age of consent). This also includes any form of
sexual abuse perpetrated via computers (Polizia Di Stato, 202lijhe games involve virtual
communities of players interacting in real time with the aiddifferent applications, and this
environment can attract the attention of pedophiles, who seek to establish contact with minors
through chats, direct messages, or other forms of communication. Since many gaming platforms
allow a certain degree of anonymity, pedophiles can pose as peers to build relationships with young
players.Recently, there has been an exponential increase in articles worldwide about pedophilia

linked to gaming, thus demonstrating that it is not an "occasional” event but a frequent activity

"Video Games and Online Chats Are 'Hunting Grounds' for Sexual Predators, Criminals are making
virtual connections with children through gaming and social media platforms. One popular site
warns visitors, "Please be careful.” (Bowles & Keller, 2019)

"Pennsylvania Child sex crime investigators say they're overwhelmed with tips since the start of the
COVID-19 pandemic. The Delaware County Internet Crimes Against Children task force said with
more kids at home and online, predators are using it to their advantage. Investigators said a local
man was targeting kids playing streaming video games. The victim's mother captured the incident.
The mother, who didn't want to be identified, walked in on her son while he played video games
and began undressingPradelli& Mettendorf, 2020)

"Pedophiles and bad people, they find a way around things, setting a trap for your kids right in your
living room," explained Brian Heins, a father of a gamer. "With certain games, you do not have to

prove how old you are. You just click a box and say you are ovgBt8win, 2020)

"I have personally arrested -3@arold plus internet predators and found that they had multiple
Roblox accounts for the specific purpose of chatting with kids under the age of 10. The chat feature
can be turned off but is rarely done as parents don't realize how many internet predators are actually

hunting their kids at any given timéJenson, 2023)
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Given the number of users who populate these virtual worlds, it is effortless to find victims, and
predators know how to do it. What happens is essentially an enticement through social engineering
techniques, whickxploit the internal dimensions of these virtual worlds.

The methods with which they can abuse virtual worlds to attack minors are three:

1 Enticement with an exchange of money/items inside the gansergices(like
power leveling?).
1 Enticement by masking the identity (pretending about sgeetc.)

1 Blackmailing or extorting

Often, pedophilesre gamers themselves, content creators, or know about these platforms through
their children. It is also not uncommon to see famous people arrested for these crimes, as a recent

case in Italy and Poland reveals:
Rimini, abuse of a §earold: YouTuber with one million followers arrested (Tgcom?24, 2023)

"Poland's Online Community Rocked by Pedophiliiegations. The accused individuals allegedly

used their fame to sexually abuse young girls, some as young as 12 to 14 years old. They would
invite them to hotels, intoxicate them with alcohol, and take advantage of their impaired state. The
shocking revelations have left the Polish internet world, especially the YouTube community,
shaken." (Amokeoja, 2023)

Inside virtual worlds, everyone can move freely, chat, and socialize with other players. Therefore,
there are no limiteboutthe conversations the users could have. Is it true that some systems try to
prevent inappropriate behavior, especially towards minors, but are not enough, and as will be shown
later, are inadequatblot only can chats be exploited, both vocal and written, but it is also possible
to witness behaviors that recall pedophidia in Figure 26, where an avatar of-gearold girl has

been "raped.”

34t is the process of raising a character's level in the shortest possible time. Often, this is done by users who have
reached the final stages of a VG. This is often done in exchange for money or favours.
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Figure 26: An avatar of a #yearold girl being raped on Roblox. Image recovered from

https://ph.theasianparent.com/ganaped-on-roblox.

Due to the nature of the topic, the research could merely investigate the possible presence of
pedophiles without going further, as the current legislation prevents anyone from getting in touch
with that materialCodice Penale Art. 600 quater comma 3, 20€bnsequently, only part of the
material found will be displayed. In Figures 27 and 28, some chats recovered from Discord servers

related to gaming highlight the presence of different predators.

why is this server full of "webs,scammers,pedos,etc”?

yea this is fortnite server the is bound to be some
pedos here

welcome forger everything you think you k™ now cus
there is a bunch of weirdos here and pedos

I've gotten 7 dms in the past hour

some where pedos

nothing, just being disgusted by the amount of

pedos in this server

Figure 27: Example of chats collected in Discord SerE#aborated by the author.
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Is there anything that can be done about
pedos in world chat beside reporting in-
game?

¥ This server is a pedos dream.

Is it possible to change servers? Mine is full

of pedos...

Dude this server r s to do something
about the cat fishes / pedos that are luring
kids . It's not safe

12,
i talked here earlier w girl profile just to
catch pedos and i got 4 dm requests in
about 10ish minutes

Hey guys there are 2 pedos in this server u @

may wanna ban them from get in here ¥ | mao theres pedos everywhere Imao not like i dont

know thattt

and are pedos, i'm
under 18 and they wants pics...now they
want me banned

Figure 28: Example of chats collected in Discord Senaborated by the author.

Analyzing virtual worldsjt is possible to stumble in different communities where this phenomenon
is more radicated, and generally, this applies to all those video games and/or related application

servers where the average age is very low, such as Fortnite, Roblox, and Minecraft.

2.5Money Laundering

Money laundering is the process by which the proceeds of crime are put through a series of
transactions, which disguise their illicit origins, and make them appear to have come from a
legitimate source (Graycar&Grabosky, 1998) a legal level, money laundering is a crime defined

by various conventions, such as that of the UN in Vienna in*388l that of the Council of
Europe in 200% As illustrated by the systematic review, in virtual worlds, money laundering has
beeninvestigated in several publications. In particular, the book "Virtual Economies and Financial
Crime" by Clare Chambetd®dnes (2012) highlights the problem very welljescribingdifferent

32United Nations Convention Against lllicit Traffic iNarcotic Drugs and Psychotropic Substances. Signed 1988,
entered into force on November 11, 1990. As of June 2020, there are 191 Parties to the Convention, including Italy.
Money laundering has been addressed in the UN Vienna 1988 Convention Article 3.1 describing Money Laundering as:
ifithe conversion or transfer of property, knowing that
concealing or disguising the illicit origin of the property or of assisting any person who is involved in such offense(s) to
evade the | egal c o rhtdps/gvne.umade. arg/ronfenaten/nsoriegurodéringchtmg . 0

33 Council of Europe Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime and on
the Financing of Terrorism, The Convention was opened for signature in Warsaw on 16 May 2005 and entered into
force on 1 May 2008. There are 39 signatories and 28 party, includingitipls.//rm.coe.int/16800837 1f
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mechanisms that can be exploited to launder maiey Kevin Sullivan states in his antnoney

| aundering training material s, 6the virtual
enforcement i1is fertile ground and ripe with ¢
bemoan the lack of adequate regulation in virtual worlds. In the virtual world there is negligible
means of monitoring Mancial activity, sparse due diligence, paltry customer idasaifon rules,

nor any mandatory forms or reports to compdtéhamberslones, 2012). This lack of regulation

and control described years ago is still relevant today, as demonstrated by the new regulations that
the institutions adopt®. In the world, the financial regulation strategy for virtual worlds aims to
combat the illegitimate use of cryptocurrencies, NFTs, and the blockchain, completely forgetting
the gaming sector, which includes virtual currentieg aredifferent from those mentioned in the
documents. Furthermore, the content of the documents focuses almost exclusively on the
Metaverse, considering it the only virtual world in existenéetual worlds within gaming are
governed by the scalled TOS (terms of service) and EULA (end users license agreements), which
establish guidelines of conduct that users must follow and regulate digital curffenegxample,

EULA article 4 of the VG Fortnite, created by Epic Games, which regulates game currency and

content, mentions the following:

ANeither Game Currency nor Content are redeer
any other person, except as otherwise required by applicable law. Game Currency and Content do
not have an equivalent value in real currency and doaudtas a substitute for real currency.
Neither Epic nor any other person or entity has any obligation to exchange Game Currency or
Content for anything of value, including, but not limited to, real currency. You agree that Epic may
engage in actions that may impact the perceived value or purchase price, if applicable, of Game
Currency and Content at any time, except as prohibited by applicable law. You may not transfer,
sell, gift, exchange, trade, lease, sublicense, or rent Game Currency or Content except within the
Software and as expressly permitted by EpiEortnite End User License Agreeme2023

In general terms, this type of EULA is similar for almost all virtual worlds in which a virtual
currency exists, and as can be seen, companies try to protect themselves by remarking in these
licensing agreements thatgame currency has no rddé counterpart or value, but what happens

is very different.lt is true that companies expressly prohibit users from making improper use of
virtual currency, but it is a deterrent that does not prevent users from carrying out illicit activities.
Figure 29 represents the Fortnite virtual currencyBWCKS, with its relative price in real

currency.Therefore if a user wants to buy 1000BUCKS, he will need to spend 8,99 euros.

34 Eu Strategy for Virtual Worlds: https://ec.europa.eu/commission/presscorner/detail/en/ip_23 3718
35 UaeStrategyhttps://www.tamimi.com/lawpdatearticles/virtualcurrenciesreatworld-regulation/
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9% EXTRA! 22% EXTRA! 35% EXTRA!

13.500
V-BUCK

Figure 28: FortniteV-buckin game shopElaborated by the author.

Continuing the research and sticking to what the EULA establishes, on the internet, it should not be
possible to find digital currency for sadad/or sites that sponsor this currency; instead, by simply
typing "Fortnite vbucks buy" into Google, it is possible to have 15 million results, which contain
thousands of sites for exchanging and/or selling this curr@asjpown irFigure 30

Fortnite 1000 V-bucks Fortnite 2800 V-bucks Fortnite 5000 V-bucks Fortnite 13500 V-bucks

Fortnite - 1,000 V-Bucks Fortnite - 2,800 V-Bucks Fortnite - 5,000 V-Bucks Fortnite - 13,500 V-Bucks

Gl 26% rom 5,88 USD 2s90uso (DD 11om 9.9 USD e trom 15.29 USD #ssuso (TR trom 27.5 USD
Offer from 60 Offer from 73 offer from 75 Offer from 87

Figure 29: Fortnite \-buck on sale omww.z2u.comElaborated by the author.

This site and all the others are public and, therefore, accessible to all users. However, in addition to
sponsored websites, many private exchanges are managed by companies that do not sponsor this
activity, conducting them more secretiMevertheless, how do these activities develop? These
activities are portrayed in two different ways:

1) private users that exchange and sell currency in exchange for services or money,
2) companies that have built a truly lucrative currency system through bots.

The first case isotrelevantlike the second, as it is less structured and complex. Every private user
can replicate that model on any portal, as illustrated in Figure 31, where users sell currency and
gaming accounts via eBay.
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vaserzione fortnite Og

EUR 10,00 0 offerte
6g 20
Ritiro in zona

13500 VBucks for fortnite

Privato

EUR 27,00 Ritiro in zona

compte ftn rare
Privato

EUR 30,00

EUR 2,00 spedizione
o Proposta d'acquisto

Figure 30: Users selling accountsfduck on ebayElaborated by the author.

The second case, however, deserves more attention and concerns the criminal organizations that use
bot farmers and gold sellers. The latter use worldwide factories created by "anonymous users," with
fake websites without traceable content. Their job consists of creating accounts and, consequently,
avatars who, thanks to macros (preset keys that allow the character to perform specific actions in
the game), "farm" (acquire) the currency within the game to resell it for real currency. Trying to

perform someesearctwill reveal thousands of sites likee one reported in Figure 32d 33

» >
GUILD WARS BOTS MAKE SERVICE
WE PROVIDE A SERVICE H‘Kl‘I\Hl‘I'I\(.H\‘?\Il"ﬁl."l\l’\\\"\l
IF YOU HAVE AN 1DEA JUST SEND IT ON OUR MAILL: SUPPORTRGAMEBLACKMARKET.COM

OR
DISCORD CHANEL: HTTPS://DISCORD.GG/AHTYTNQ

THE COST DEPENDS ON THE COMPLEXITY. ALSO, MOST OF THE BOTS ALREADY EXIST
YOU CAN BUY IT FROM US

' Man ™ Leader of sales

Home / GW2 / tems / GW2 100 Gold

W2 E0 ( Uike ) 0 Guild Wars 2

Parameter

¥,
) n stock. 5

$3.99

=
4

Add to Cart

Figure 31 A Website featuring igame currency sales for real moriaygw?2.Elaborated by the author.
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GWZ2 Trading Bot

WHAT IS GW2 VP TRADING BOT?

he VP trading bot is the first and exclusne Trading Bot for the Guild Wars 2 Black Lion auction house. The trading bot is the premiere way of making
gold in Guild Wars, surpassing any farming or leveling bot. The trading bot exploits the spread betwween an item to make sure you are always the
highest bidder and the lowest seller.

Figure 32 A site that promotes bot systems for currency farntitegporated by the author.

This mechanism manifests within virtual worlds with bots exploiting chats to offer services.
Sometimes, a global chat is used, while other times, more sophisticated bots send private messages
directly to users so as not to be banned so quickly.gEmeingcompanies ban these bots when
caught; however, it is not enough, as it is true that the bots will be banned, but after a few minutes,
they return, and this process is repeated for millions of Watgire 34 illustrates how this

mechanism appears inside three different virtual worlds.

[2. Trade] [Mellderly]: WWW.G4
[2. Trade] [Mellderly]: WOW.COM
[2. Trade] [Mellderly]: 100G=4$
[2. Trade] [Lunatichigh]: Selling

[2. Trade] [Florarqwer]: 80g=3$ Lv60 accounts,potions
and everything you need! www.go1 d4mmo.com

[2. Trade] [Mellderly]: WWW.G4

[2. Trade] [Mellderly]: WOW.COM

[2. Trade] [Mellderly]: 100G=4$

[2. Trade] [Mygreetings]: WTS

.C 0 M]___Sett

This illegal system is a worldwide phenomenon with infinite possibilite3:her eds no |
money creation, says Michael Morrison, an Edinboro University of Pennsylvania economics
professor who wrote his dissertation on the World of Warcraft economy. In the real world, money is
created through a federal reserve. Historically, the limit was how much gold was in the ground. In
World of Warcraft, currency continues to grow with play. The more people play, the more hours
played, the more money is in the system and the more inflation you see. More organized botters sell
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the ingame money or higlevel characters they obtain to players in exchange for cash on third
party websites. On Loknarodos server, 100 gol d
botmakers or gold sellers agreed to antlor ecor d i nterview for thi:
2020) It is, therefore, clear that these platforms, despite the various regulations seen previously, are
perfect territory for perpetrating money launderifigirtual environments continue to be an ideal
environment fo criminals to launder money, as there are very few checks to ensure whether
financial transactions are legitimate. Furthermore, criminals are able to hide behind the anonymity
of the avatars they create, making identification difficu{fKeene, 2011)Consequently, how is

money laundering carried out in practice on these platforms? Figure 35 illustrates the entire process.

64



Actions

Money earned from criminal activities. What is being traded Currency
Transformation
l Feal money Dirty monev
The money iz used to buy virtual
currency within the Virtual Worlds. - ‘

! 1% stage

Money is now a virtual currency.

Virtual Currency Clean Virtual Currency

With virtual currency users can buy
items and services inside the virtual |:>

world.

Users no longer possess a currency
but a virtual item with real money
and virtual currency value.

Virtual Tem Clean Virtual item
Virtual items are sold for ::>

2" stage

virtual currency or real

3" stage
The uzers now possess virual Virtual currency Virtual
currency that can be traded for — Real Money R alE}]ili[c: y
virmal currency or real meoney. In € ney
both cases, the money obtained i3 |:>
clean and real. ath stage

Figure 34: Money Laundering System in ViaiuNorlds Elaborated by the author.

The flow illustrated in the scheme is made up of different stages representing both steps and
difficulty tracing the phenomenon. In the first step, it is not easy to hypothesize possible money
laundering behind a transaction, but it is still possible. Between the second and third steps, the

chances of tracing the transactions and the phenomenon become equal to 0. At the same time, it is
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impossible to identify money laundering between the third and fourth steps. This is because the
initial capital no longer corresponds to money but to a currency and objects/services, which makes
it impossible to understand their origin at the time of purchase. This scheme may also have
variations because with the arrival of the Metaverse andftdagible Tokens (NFTs) the problem
becomes more acute, adding a parallel layer including cryptocurrencies and NFTs. The procedure
will be the same, with minimal variations relating to the virtual world's content. Therefore, this
proposed scheme illustrates a new systentaunder moneyot defined in previous literature,
highlighting the simplicity with which users or criminal organizations worldwide can carry out this
process.Returning to the TOS and EULA seen previously, it is clear that these are insufficient
deterrents to prevent money laundering on these platféivhis.r t u a | worl d econom
normal and mundane. They have work, business, societies, commodities just as we do on Earth.
However, Castronova continues to state that,
anything but nor mal 6. By this he means that
goods, through supply and demand and price control. In cyberspace, this is one of the major
differencesd (Chamberslones, 2012)This problem is exacerbated todaythg fact that since the
1990s, there has been no regulation and/or dhmutthis phenomendfi. For this reason, it is

necessary to think of other, more innovative solutiorengage wittlthis phenomenon.

2.6 Internet Challenges, suicide instigations, homicide planning

The phenomenon of challenges and suicide instigations has gone viral in recent years, causing
numerous deaths (Henderson, 2023; Levenson& Rubin, 2022) among teenagers. When the media
reports a case of suicide or death, they cite social media as the primary vehicle for these challenges,
forgetting the entire gaming environment. Is it true that these challenges are carried out via social
media, but also in virtual worlds. When virtual worlds did not exist, people had to use social media
to meet or speak to others worldwidegatinga different relationship between users, as on SM, it is
necessary to request friendship or follow up to chat. This step is overcome in virtual worlds and the
gaming environment because useas interact directlyithout barriers. If once it was hard to

know how one's peers were behaving abroad because the communication system made it difficult to

find out, now throughvirtual worlds, one can interact with peers from other countries who can

3¢For example, for article 648is (ltalian penal code), the necessary requirement is the use of bank accounts; here, no
one uses current accounts. Furthermore, the proceeds must come frornegligent crime; these are normal
transactions that can be carried out in this context. The same goes for legislative decree no. 125 of 4 October 2019,
implementing the EU anthoney laundering directive 2018/843. They do not apply to this type of case: both
legislations refer to cryptocurrencies or tokens/currencies that do not fall within this category. And they also aim to
regulate the platforms or providers of these services. Other regulations fall within these rules and therefore are
ineffective in this environment.
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suggest taking up a challenge not yet knomong the most famous challenges, there is the
knockout game, which is still practiced today, with recent events occurring worldwide (Garau,
2023; Moore, 2022), and the Blue Whale that has been recently returned to the news (Greyman
Kennard, 2023)n addition to the most famous, there is also the Jonathan Galindo phenomenon, in
which the character instigates victims to commit suicide; the Benadryl challenge, which takes its
name from the drug based on Diphenhydramine (an antihistamine), where participants must take
multiple tablets at the same time in order to trigger hallucinogenic reactions. The Momo challenge
similar to the Blue Whale, where the avatar is represented by a woman with long, black hair, and
the ultimate aim is suicide. The Kiki challenge, where people must jump out of a moving vehicle
and dance to the song Aln My Feelings, 0 endan
Fire Challenge, which consists of setting a person on fire and seeing how long they resist, and the
passout challenge, where people voluntarily try to take away oxygen in order to cause
hallucinations and faintinglo demonstrate that virtual worlds and related applications arealso
excellent tool for spreading challenges, thsearch investigated the community of some Discord

servers and virtual worlds, and the results are visible in Figuaa®&7.

galindo#0784 Jonathan Galindo#1287

Jonathan Galindo#0560
Jonathan Galindo#0958
blue whale#3423
Johnathon Galindio#508
jonathan galindo#3526
Jonathan Galindo#4879
Jonathan Galindo#6836

Jonathan Galindo#8742
Jonathan Galindo#1563
Jonathan Galindo#8974
Jonathan Galindo#5689
Jonathan Galindo#4765
Jonathan Galindo#9043
Jonathan Galindo#8453

Jonathan Galindo#S387
jonathan galindo#3198

jonathan galindo#36%8
Jonathan Galindo#0958
Jonathan Galindo#6005
Jonathan Galindo#5492
jonathan galindo#6851
jonathan galindo#0235
jonathan galindo#4562
Jonathan Galindo#9593
Jonathan Galindo#8363

Jonathan Galindo#2398
Jonathan Galindo#9424
Jonathan Galindo#4897
Jonathan Galindo#2983
jonathan galindo#0784
Jonathan Galindo#9842
Jonathan Galindo#3781

Jonathan Galindo#2121
Jonathan Galindo#3945

Jonathan Galindo#8963
Jonathan Galindo#6571
Jonathan Galindo#1782
Jonathan Galindo#3903
Jonathan Galindo#0348
Jonathan Galindo#5163
Jonathan Galindo#2312
Jonathan Galindo#1789
Jonathan Galindo#4560
Jonathan Galindo#3453

Figure 35: A list of users impersonating Jonathan Galindo on Disc&itdborated by the author.
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Dm me if you wanna play a game

Its a fun game

trust me

Figure 36: Users impersonating Jonathan Galindo on Discdthborated by the author.

Unfortunately, in addition to the moneell-known challenges, there are also less “ketiwn
challenges perpetrated in closed groups only in virtual worlds. An example above all is that of the
Reiko Trap Harem. Born in 2018 under the ideaaaiser called Reiko, this challenge involves
taking hormones to resemble a ffaps much as possible. In addition to this challenge, there are
several ones in which wounds on the body, drug use, and suicide attempts are eiigece=38,

39, and 40llustrate some of the material recovered during research.

Flgz
o %
© oMY
wyouly
s

Figure 37: Users perpetrating challenges on DiscoEdaborated by the author.

iTrapso are girls with an almost flat body, without mt
manga depictions.
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Figure 39: Users perpetrating challenges on DiscoEdaborated by the author.

Lastly, the research has also uncovered some chats where users were discussing the intention to kill

someone and/or plan a school shoqtasgllustrated in Figure 41.
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Back when | played gta constantly | would
come across people that would say stuff like
"I'm gonna kill you and your mom and shove
you up your mom"” or “I'm gonna find your
school and shoot you while you are working”

Tbh I'd love to see someone try and commit a school shooting in Ireland

on a list now

» teachere 1l > el W LN ¥ - =
The teachers should be armed with guns so I have a .300 blackout mag with 2 9mm and

when there's a school shooting they can
join along to shoot the kids

45 acp what school should | shoot up first

00! and start shooting up everyone in the corridors

Figure 40: Users talking about school shooting Discord Elaborated by the author.

2.7Weapons and drugs trading

The global rise in the utilization of social media platforms for the illicit trade of drugs is a

burgeoning phenomenon. This trend is fueled by the dynamic and diverse nature of the modern
social media environment (Demant et al., 2019; Moyle et al., 2019; Oksanen et al., 2021). Social
media drug markets share a standard core functionality across various platforms. They primarily
serve as intermediaries, connecting buyers with sellers and streamlining the coordination of
transactions. Similarly, virtual worlds and their applications are also used as a communication

channel to facilitate saleAn example of the material found can be seen in Figlre 4
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Figure 41: Users selling drugsn Discord Elaborated by the author.

Most ofthese sales occur in applications related to virtual worlds because users are interested in the
quality of the goods sold, which can only be shown on related applications and not within virtual
worlds. In this case, virtual worlds act as an amplifier because sellers use their functions (chat,
audio, private messages, etc.) to offer their goods to a broader audience. The sale of drugs on these
servers is mentioned in a recent article (Van Der Sanden et al., 2022), which highlights a particular
case that ocared in New Zealand, in a local community, where users used these platforms to
facilitate drug trafficking In addition to the various channels selling drugs, it was also possible to
witness servers where users were intent on selling weapons. These servers have an international
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vocation, English is spoken, and users come from all over the world, but the most affected country
or the one in which the most number of users was found was the United States. These places
function like a marketplace, with users posting images of their weapons and then moving to private
channels to complete purchases. Finding them is not easy because they are often disguised under
false names, and it is even more unthinkable to be able to find them without a connection to
gami ng. Many of these servers were created by
channels dedicated to this type of activity within them. In Figure 43 and 44 are illustrated some
examples.

'&'&s\\\@

Figure 42: Users showinfrading their weapon®n Discord Elaborated by the author.
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Willing to Ship: No

Bill of Sale Required?: No

11h h o
B N ae longer Item Description: | have a 10 high point

ye

hey these things are stupid hard to find as they are army only
ly all m80 or m855als are stolen property from the government. So all of the
e stupid

Figure 43 Users showing/trading their weapoas Discord Elaborated by the author.

Generally, trades occur locally between users in the same cities while rarely taking place

internationally via private couriers.

2.8 Terrorism and Right-Wing extremism

After the attacks of September 11, 2001, intelligence agencies around the world raised the alert and
surveillance thresholds in the digital environni&nSince 2008, American intelligence has also

begun investigating virtual gaming worlds, considering them an important communication vehicle

38After the attack on the Twin Towers on September 11th, the United States, as well as many countries in the world,
have implemented many security measures at both a physical and cyber level, thus raising the levels of surveillance and
security. Some information can be found here: https://www.cfr.org/timeline@idweshapedoreign-policy
https://www.brookings.edu/articles/herechnologyandthe-world-havechangeesince9-11/
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for terrorists. A secret COMIN®? report made forFive Eyes FVEY)* by the Government
Communications Headquartg@CHQ)*has been found among the documents released by Edward
Snowden. This document contains five chapters, which are five papers that discuss the potential
misuse of Games and Virtual Environments (GV&nd the opportunity for intelligence agencies to

operate in that cyberspace.

fiwe know that terrorists use many featudh Internetcommunications media for operational
purposes such as email, VolP, chat, proxies, and web forums and it is highly likely they will be
making wide use of the many communications features offered bys®yE010. With a few
exceptionsthe National Security AgencyNSA)candét even recognize the
impossible to even say what percentage of the environment is G\jEstldetermine how targets

are using the communications features of GVEs. However, GVEs offer a SIGINT/HUMINT
opportunity space, and more research is needed to figure out effective exploitation. Al Qaida
terrorist target selectors and GVE executabkege been found associated with XboxLive, Second
Life, World of Warcraft, and other GVEs in PINWALE network traffic, TAO databases, and in
forensic data. Other targets include Chinese hackers, an Iranian nuclear scientist, Hizballah, and
Hamas members. GCHQ has a vigorous effort to exploit GVEs and has produced exploitation

modules in XboxLivebnd World of Warcraft ( Edwar d Snowden Rel eased
In 2011, a Canadian study (Botnet Analysis Report) reported the following:

"Virtual world terrorism facilitates real world terrorism: recruitment, training, communication,
radicalization, propagation of toxic content, fund raising and money laundering, and influence
operations. The report claims that inside virtual worlds, terrorists have modified games to make
Allied troops the default enemy so wacblkel terrorists could be recruited and trained. The
Canadian report doesn't stop there, adding that these games are used fespstadered
espionage. The playdo-player text and VOIP chat are used for: covert communication between
cells, illegal agent networks or the ephemeral clans' or guilds' in MMOG. These environments
allow players to conduct reahoney transactions (RMTs) in virtual worlds and permit the
unregulated currency exchange of virtual credits for real funds. Gold farming' and power levelling'
operations of criminal organizations are some of the novel means of exploiting the medium. The
encrypted exchange of zeday network exploits is present as is the@uband control and tasking

of botn e t (Storm, 2011)

3%Communications Intelligence

40 The Five EyesRVEY) is an Anglosphere intelligence alliance comprisfgstralia, Canada, New Zealand, the
United Kingdom, and the United States.

Wkods intelligence
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Many years have passed since those documents, but even today, the state of the art demonstrate
that there is no solution to the problem, and indeed, it has become even more complex, given the
innumerable number of virtual worlds that exist today2020, Gilles De Kerchove, the head of the

European Counteferrorism Section, alerted security services globally, stating the following:

fOnline video games can be used to propagate extremist ideologies and even prepare attacks, the
E U 6 s -teararigm coordinator told AFP in an interview in which he urged more regulation. You
have extremeight groups inGermany that have come up with games where the aim is to shoot
Arabs, or [Hungariarborn US Jewish billionaire George] Soros, or Mrs. [German Chancellor
Angel a] Mer kel for her migration policy, etc.
especially of the extreme right but not only
created in games that can be exchanged for legal tender, he said. It can be a form of
communi cating. ltdés encrypted. It can aldoso
(Mondesert, 2020)

In literature, it is also possible to find some interesting articles that have dealt with the link between
virtual worlds and terrorist propagandin relation to video games and terrorism, a number of
games directly deal with terroelated issues, especially in connection with the War on Terror. For
example, Splinter Cell is a game that revolves around the 9/11 events, while Riuke&enllows

teams from opposing sides to take the role of terrorists as well as etarndeists. Similar to
CounterSt r i k e, ot her games | i ke Americabs Ar my,
Warfighter allow players to become terrorists, which could have some psychological and
educational benefits (Al-Rawi, 2018)

This study focuses on the language and communication created by terrorist organizations.
Subsequently, it is highlighted how they can carry out propaganda through these platforms thanks to
particular communication techniques. For example, many of these organizations create or copy

previous games, obtaining a sort of conceptudlamme also at a linguistic level:

il n 2 eQadla grodp made changes to the-petson shooter (FPS) game Quest for Saddam
(2003) and introduced another game called Quest for Bush. The goal of the original game was to
kill Iraqi soldiers and capture Saddam Hussein, whered@@3#®le da compl et el y r eve
roles. On the other hand, video games by the Lebanese Hezbollah and Syrian Afkar Media company
were used as alternative media outlets to offer playing roles that were contrary to the mainstream
Western representation of Ardtuslims. In this way, video games provide violent +sbate actors

and organizations sympathetic to them with a means of presenting their grievances and displaying
their fighting prowess in ways that advance

75



alternative games include Quraish and
(Al-Rawi, 2018)

Under

There is, therefore, a link between terrorism and Virtual worlds, which is created with the dual

connotation of friengenemy. It is common to find VGs produced by these organizations, which use

the friendke nemy combi nation to underline and empha

righto and Athem, the enemy. 0 An enemy

of ten

-

customs, supplants the traditions of others and destroys other lands. These VGs are used as a

marketing tool by these organizations, including ISIS, which, thanks to its skilled communication

skills, has managed to recruit thousands of members in the (Mest-Kucharski,

Therefore, these platforms are an ideal means for propaganda, thanks to the ability to reach a

2022)

potentially unlimited number of peopleigures 45 and 46 illustrate some examples of propaganda.

.'.

S OORGALL OF mmr;ra-‘*

El}ESPAWN IN JANNAH -

5

Figure 44: Pictures recovered from Aawi, and Dauber et al
papers.https://www.tandfonline.com/doi/full/10.1080/09546553.2016.1207633
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Some of you may be selected for advanced training to earry the jihad to the infidel lands.

h
Now is the time to show your quality. = 03\ I QQD
MB7 Ao

Figure 45: Propaganda inside Medal of Honwrarfigther- Mission#2 Image recovered from Salvador Miranda
article: https://thehmm.nl/thsimulatedreall.

As with Western games, in which there are missions in which you hak#él terrorists, the
jihadists have similarly recreated VGs in which the West and, in particular, the United States are the
primary targets. In addition to propaganda, there are events that exactly reproduce terrorist attacks
that occurred in the past, as in the case of "ARMA 3. Takistan life". In this VG, the events of
September 11, 2001, the London attacks of 2005, and the Thalys attacks of 2015 are réroduced
In addition to this, in the VG, you can learn to negotiate with terrorists with various communication
techniques, simulate training sessions, and practice detonating bombs with a remote d€twnator.
the one hand, there are VGs created specifically for propaganda and recruitment, while on the other,
these organizations have the great ability to infiltrate Western Virtual communities. Religious
terrorists and political extremists use regular VGs on a daily basis, and it is often possible to find a
member of ISIS or some terrorist organization while playing VGs. Comments like those in Figure
47 are very common and demonstrate how the VGs favored by these organizations are Western
ones and no longer those created by themselves. As Western VGs are more advanced and have

42The September 11 attacks were a series of airline hijackings and suicide attacks committed in 2001 by 19 terrorists
associated with the Islamic extremist groupQaleda. It was the deadliest terrorist attack on U.S. soil; nearly 3,000
people were killedhttps://www.britannica.com/event/Septentidrattacks

London bombings of 2005, coordinated suicide bomb attacks on the London transit system on the morning of July 7,
2005. At 8:50 AM explosions tore through three trains on the London Underground, killing 39. An hour later 13 people
were kiled when a bomb detonated on the upper deck of a bus in Tavistock
Squarehttps://www.britannica.com/event/Londdmmmbingsof-2005

On 21 August 2015, a man opened fire on a Thalys train on its way from Amsterdam to Paris. Four people were injured,
including the assailant. French, American and British passengers confronted the attacker and subdued
him.https://en.wikipedia.org/wiki/2015_Thalys train_attack
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become real simulators of reality, they become real means of acquiring new knowledge.

Furthermore, gamingelated applications and chats increase the space for their propaganda.

Your games which are
producing from you ,
we do the same actions in the
battelfields !!

Lf‘.:\j).u.a;i &J| ‘é_ll-ijl
88 [yudl (yuylad oS
JEEH sl o Saalgill JLasy |

Isn't it kind of hypoeritical how ISIS hates the western culture, but uses a modded western game to recruit kids?
RISPONDI

~ Nascondi 21 risposte

' +Radia Daku Not hipocrisy: strateqy.

Figure 46: Extract of an image posted on Discord with a link to a YouTube video and a comment as an example.

These virtual worlds are used for terrorist purposes, but extremism can also be found. A podcast
held by Katerina Vittozzi in the UK shows how the phenomenon is rampant and how many young

people are plagiarized and recruited through these platforms.

fiMr Bromage said the chidpecific content being used by the-faght to target youngsters online
included shoot 'em up video games, memes and videos. Thgeareld boy had been recruited
by his older brother who showed his younger sibling "extremeNsa video games," he added.
(Vittozzi, 2020)

The strategy used by these-faght recruiters is the same as that of terrorists; therefore, video
games, memes, and propaganda images invite users to enter private virtual Rgacesl8

provides an example
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Figure 47: First picture recovered from the correspondent KaterinaVittokz#ip$://news.sky.com/story/sharige-in-
childrerrinvestigategoverfar-right-links-includingyoungsteraunder10-1213156%, Second picture Recovered from
the correspondent Julia Alexander (https://www.polygon.com/2018/2/28/17061774/ehtengit-atomwafferbarnt
centipedecentratnordic-resistancemovement). Examples of propaganda.

The research conducted, following and tracing different users in these virtual worlds, has brought to
light different material that demonstrates how these spaces are used for the aforementioned

purposes. Examples are reported in Figl#&0,51,52 and 53.

Figure 48 Avatar of users doing propagandaaborated by the author.

79



Welioere 16 the Mo om Garvison Oveckpoint of the Armd Forces of the Russan
Foderntion ™. You wi have 1o snvenr on the following questions to get your
Unorms and became soidier!

Question sre
>

Who invited me? [ | came from the Serbian server ]
Opinion on Rus [ | love Russia; and about the Ukraine war? They're just defending themselves from the dirty west. ]
Serve rmy? [ No ]

[ Not sure what that is.. ]

CLUSTER BOMB GAZA AND WEST BANK
i crave delicate answers

& 1Lus toe_licker
Civil war, 6 day war where israel won

TOIAL PALESTINIAN DEATH
HEIL ISRAEL

Figure 49; Different propaganda servers on DiscoElaborated by the author.

[ONWHHBIN HOC CYELLb_TbIICBOMU
HY aX 3a*MaTepUuk
You are prying with*your longgneseracross the continent
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lot of serbians waking up and worshiping | got invited to some terrorist server with
the one, doing jihad fisabililah with their only 3 people. They kept saying heil hitler
brothers bosniaks then proceeded to “shoot” then banned me
from the server

s S PSR
in the end i dont really care, what matter is Any one here believe in the faith of Allah
that bosniaks are doing jihad fisabililah and raise our hands to Jihad my brothers
the good serbians are waking up too, still

albanians not doing shit

AMMA LOADS AK WITHHHAD INTENT
im relaxing in tarkov. it's like arma for jihad,

but with zero time investment.
Amma have to wave [ihad now

jihad must go on.

a Reich and Jihad together bro?
Imma start Jihad with the boys
I love dihad
|;.: a Jihad stash

greater jihad is the only way to die, brothe:

il legit do [had at your country faggot

Figure 50: Extremisms and propaganda Discord.Elaborated by the author.



send more Islan

v BOT
GG
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“. isis cell leader district 5
7. ISIS RECRUITER

J” ISIS SPECIAL FORCES

Figure51: Extremisms and propaganda Discord.Elaborated by the author.



no

send hadith and quran and isis vids

;jzp\'»g Jihadi Server Official
e

J = "
- /Y _—= COMUNITA 10 ONUNE

BASED JHAD SALAFI CAUPHATE  WAHHABI

Islamic State of Falcon Jihadists

COMUNITA 20 ONLINE

SOCIAL ISLAM  JIHAD ANTHLGBT)  CALIPHATE

Some of the things you will be offered in your stay here
1.Freedom of Islam

2 Server raids/user attacks (in dms )

3.The honor of fighting with your brothers

4 High rank appointments based on your performance
5.Supportive community

6.Ability to participate in military events conducted by the
command operations

7. jew beheading , gore etc

8.Things relevant to isiam

9. Jihad.

10.Ability to do whatever you want here ( except for the ones
that violate our rules)

N\

¥r UNISCITI AL SERVER

Figure 52: Extremisms and propagandae Discord.Elaborated by the author.

There are several cases in which it has been possible to find this phenomenon, to which research has

also dedicated more time based on the resulting importance of national security.

29Chi | drends safety in the gaming environment

Thanks to the internet, online gaming allows connecting with millions of players worldwide,
increasing users' communicatigoossibilities. While on the one hand, this innovation has
undoubtedly brought many benefits for players, and an enticing market (E.g., Esports) has also
increased the risks children can be exposed to while accessing these applications (UNICEF, 2020;
Weru et al., 2017Yideo game companies have taken preventive measures to mitigate the risk of

exposing children to explicit or illegal content (Epic Games, 2023; Riot Games, 2023). However,
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these efforts have not prevented the risk (Krossbakken et al., 2018). Children in the gaming
environment can move freely through the multitudes of chats that video games offer without
limitations and engage with anyone from anywhere. According to the Nations Interregional Crime
and Justice Research Institute (UNICRI) report on gaming (UNICRI, 2022), grooming increased by
70% from 2017 2018 to 2020 2021; in the US, 59% of kids aged between 12 and 17 have
experienced cyberbullying, and CSAM (Child sexual abuse material) also increased significantly.
These studies suggest that efforts to prevent children from being harmed in the gaming environment
have been insufficient. Most of the research conducted in this environment also does not correctly
target gaming platforms (Faraz et al., 2022) but focuses on social media chatting platferms (Al
Garadi et al., 2019; Jevremovic et al., 2021), which are completely different from the gaming
environment. More recently, new applications Alf to predict and counter predator behaviors
against children have been proposed in different publications (Preuf3 et al., 2021; Agarwal et al.,
2022). However, the chats examined were taken from social media, not gaming platforms. The
difficulty of analyzing video games is that no datasets are available, and research in these
environments is still far from having found an effective methodology (Lankoski&Bjork, 2015).
Most social interactions in the gaming environment are a combination of verbal and written
messages, which creates many difficulties when the Al has to distinguish between a chat referring
to the content of a video game rather than a user. For example, if a user is typing, "l will **k him
hard," theAl would probably detect abusive language. However, it needs to find out if this sentence
was directed to a user or-g@ame content, creating inaccurate outcomes. Furthermore, technologies
have yet to prove they can successfully target vocal messages and prevent inappropriate behavior in
the current state of the art, complicating the situati@inen this scenario, the research has explored

this aspect in depth, reviewing the current child protection measures on these platforms and
comparing them with the results of a survey conducted among 330 children unddrdigyh
awareness campaigns, governmental and nongovernmental organizations guide parents in
monitoring childrends behavior on these pl atf
WHO, 2022; Childline, 2022). Although useful, these reports are little observed, and therefore, they
prove ineffective.The risks that children can face in these virtual worlds are multiple: from
predators who actively roam these platforms (Wilcock, 2024) to scam attempts by abusing the
naivety of children, blackmail, and sexual harassment (Kavenagh, 2023). Cyberbullying
(Stopbullying.gov, 2021), hate speech (Costa et al., 202%jigfar recruitment (Koehler et al.,
2023) . To ensure childrends safety in the gal

used today:
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Age classification systems for Online Games:

The classification system attempts to classify the content of videogames according to different
criteria and match them to appropriate age groups.

PEGI from Europe(PEGI, 2023)is an age classification system used by 38European countries,
which rates video games according to content.

ESRB from America(ESRB,2023)is a classification system that provides information regarding
the content of video games and rates them accordingly.

USK from Germany(USK, 2023)is the official rating system in the country, as Germany does not
officially recognize PEGI. The system works like PEGI.

GRAC/GCRB from South Korea(GRAC/GCRB, 2023)rates video games according to the
content, and it is very similar to others but with some differences.

ACB from Australia(ACB, 2023) rates video games according to the content but slightly differs
from other systems.

RARS from RussigRARS, 2023Yates video games similarly to other systems but is broader.

IARC Global (IARC, 2023)is a standard age classification method for video games.

Depending on the country, certain elements in the gamgiae more or less weiglian others,

but everyone strives to achieve the same result or that of categorizing a video game as accurately as
possible. The aim of giving an appropriate age for thgaime content is to preserve a safe
environment for children, but this system continues to be ignored, becoming irrgldoediatt et

al., 2022)

Parental control on Online Games:

In order to keep children safe, some gaming platforms offer parental control, a feature that enables
parents to | imit t heir childrenbds activity.
activity in gaming, block communications with strangers, and monitor thejanme activities.
However, this system, widely used today by most of the famous gaming platforms (Fortnite,
Roblox, Minecraft), hasiot proven successful, as different news indicates increased offenders in
this environment and childrdmeing harmed (Hoose, 2020; Goldenberg, 2021; Blankley, 2023). In
addition, according to different reports, including ISFE (Interactive Software Federation of Europe),
parental control reveals that awareness and use of parental control are insufficient among parents
(Videogames Europe, 2018; Taylor, 2018; Guttmann, 2023). Parental control is also a feature only

available on some gaming platforms, and each one can differ in its functions, leaving some without
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this security system. Furthermore, to work, parental control must be activated by the parent or the
user who uses the video game. Unfortunately, this only sometimes happens due to a lack of

knowledge or limitations.

Al for childrendés safety in Online Games:

Other attempts to curb possible offenders and protect children in this environment have been made
with Al. For example, Negobot (Laorden et al., 2013), a bot that aims to analyze chats to identify
individuals who try to hunt kids, has been proposed and tested. However, this bot does not intervene
directly in live chats during gameplay but can only be used oegieblished and/or retrieved
datasets. Like Negobot, other automated tools were tested or developed conceptually without
success (Zambrano et al., 2017; Zuo et al., 2018). More specifically, these tools were not tested or

created for the gaming environment but on datasets of chats recovered from social networks.

Legislation andRegulations Applicable to Online Games:

Additionally, UNICEF presented a comparative study in 2019 showing how some articles of the
Convention on the Rights of the Child can also apply to children in gaming environments
(UNICEF, 2019) Furthermore, the International Telecommunication Union launched an initiative

in 2008 (COP), with the latest upgrade occurring in 2020, where the set of guidelines was adjusted
to the increasing threats online for children (COP, 2020). The illustrated approaches highlight the
intention to safeguard children in the gami
encouraging. Not only, as seen previously, have crimes increased, but the complexity with which
these virtual worlds evolve and are built has made the systems in use obsolete. With Web 3, the
Metaverse, and new emerging technologies (Blockchain), which encompass gaming features
(avatars, chat interactions, etc.), the threats are escalating, making it difficult to control access and
develop an adequate safeguarding policy for children in such an environment.

This research, as an integral part of the thesis work, was conducted smitthey composed of 13
questions regarding the gaming experience orttiaéhas been administered to 330 participants.
The participants were selected from gaming platforms, Discord servers related to gaming, and local
schools. Gaming platform participants were recruited througihah advertising; the video games
where the people were selected include Fortnite, Call of Duty, Minecraft, Roblox, GuildWars 2,

League of legends, and World of Warcraft. The advertising consisted of messages posted in chat by
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the researcher inviting users to participate in the questionnaire with the relevant link. For
participants of gameelated Discord servers, a message inviting users to take part in the
guestionnaire was posted in the chat by the r
As for the local school, the participants were recruited with the help of the principal, who allowed
the questionnaire to be distributed in the classes and the parents of the youngest children to be
briefly interviewed. The participants®d ages r
not gathered, but the sample was quite balanced. For the younger ones, the survey was administerec
with a parent, which helped and answered some questions. The questionnaire was anonymous, and
no data or information regarding who compiled the survey was collected. The survey results were

analyzed with SPSS, and the survey questions are available as Appendix.

Of the 330 participants, 313 completed the survey. Of the 313 answers, 253 play video games
online, while 58 do not. SPSS was used to analyze the results of the 253 answers, and the findings

revealed the following:

A 35.2% of the users mostly played Battle Ro
Others, and 14.2% MMOGIMORPG. More details are presented in Figure 54.

Type of Video Games
W Battle Royale - Fortnite - CoD
M FPS - CoD

m MMOG - MMORPG - Gw?2 -
Walh

@ Sther - Roblax - Minecraft -
LalL

Figure 53: Most played video games, according to the surkégborated by the author.

A 67.2% of users reported -gamefactivitiks. ng t heir par

A 5 6 .uSe¥s statéd that their parents do not monitor thejame activities, 34% are unaware if

their parents are monitoring, and 9.5% confirm that there is a sort of monitoring.
A 72. 7% of the users are not aware of what pa
A 91.3% of the users declared that their pare

A 88.1% of the users confirm that their paren

games.
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A 72.3% believe that activating parental con

would create an unpleasant gaming experience.

A 84.2% of the users received threats or dire

had received them from time to time. Figb&illustrates the type of threats reported in the survey.

Threats reported

m Sexual harrasment

M Death Threats
Personal insults

W Racism

Figure 54: Threats reported in the survelylaborated by the author.

A Respectively 47.4 % of the users declared t

vocal chat. Figuré6 illustrates the type of crimes reported in the survey.

Criminal Behavior reported

MW Drugs trading

W Scams to steal credientials,
money ecc..

H Pedophilia

M Bullying - Suicide instigations

M Plan to hit a person/institution

Revenge Porn

Figure 55: Criminal behaviorreported in the survefElaborated by the author.

Further analyzing the data with SPSS, the analysis highlights the following critical aspects; Starting
from the age of 8, increasing number of children declared to be harassed or threatened during
gameplay, with the peak being reached between 12 and 17 years old. FHgllustrates the

contingency table with the childrends answers
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Duringyourplaytimehaveyoueye
rwitnessedanycriminalbehavi_

A
Mo Yes
Whatisyourage 6 4 0
7 13 0
8 12 5
g 15 5
10 13 7
11 9 4
12 11 14
13 13 14
14 16 18
15 7 21
16 14 4
17 B 18
Total 133 120

Figure 56: Contingency table with relative answeEaborated by the author.

Most of thecrimes in the chats were withessed by children aged 12 to 17, as reported in &igure 5

Haveyoueverreceivedthreatsord
irectinsultsduringgameplay

Mo fes
Whatisyourage & 4 0
7 5 8
8 3 14
g 4 16
10 2 18
11 4 14
12 0 25
13 5 22
14 3 31
15 3 25
16 5 18
17 2 22
Total 40 213

Figure57: Contingency table with relative answeBEaborated by the author.

And, as the age of the children increase, there is kmmwledge of parental control in children, but
it does not influence the knowledge of their parents or their activations. In a general overview, the
results indicate that this environment is not always safe for children; there is a lack of monitoring of
these platforms by gaming companies, and all ihsccompanied by a lack of knowledge of the

monitoring tools that are made availabks seen before, this brief study about the safety of
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children confirms that gaming is really dangerous for children. The reviews of the current
protection systems in this environment remark the efforts of gaming companies and agencies to
provide a safe place for children, but they also proved inefficient. Additionally, the results obtained
from the survey illustrates that most of the parental control features enforced by gaming companies
are not used or not known by the users. Some of the safety measures offered in the gaming
environment by parental control often prevent users from communicating with others, limiting users
from experiencing a complete gaming experience. Gaming online requires users to communicate to
achieve complex challenges (Like Raids, Competitive Matches, etc.), and parental controls
developed by gaming companies limit this function, thus making the gaming experience
unsatisfactory. Most respondents highlighted that their parents are unaware of this function, and the
majority declared that activating it would prevent them from enjoying the video game.

3. CLASSIFICATIONS AND DATA ANALYSIS

The following chapter aims to analyze the data collected during the research and combine them to
categorize virtual worlds based on cybercrime risk. First, however, it will present two important
elements that helped in the categorization: the presence of alternative servers and the language usec

in these virtual worlds.

3.1 The alternative servers

A further obstacle that must be dealt with having alternative servers that retain the same
properties of the original virtual world but are hosted by private individuals or small parallel
companies. Usually, by playing a VG like Grand Theft A(YA) you can connect online and
interact with other players. By doing so, users are subject to the rules and control of the game
manufacturer. Over the past few years, many compali@s the useto create a private server
parallel to a specific VG (for example, GTA), managing all its aspects: users can decide to invite
other specific users or make it publiestablishing their own rules. No one can enter the server
without owner's permission. There are many senli&es that worldwide, and they are rather
populated. This introduces an additional level of difficulty in the case of any investigation. When
users enter an original virtual world, large companies, for better or worse, manage to provide any
data with some mandate in these serveosyever,this becomes impossible because they are self
managed. As a result, they become a coveted spatadle to perpetrate possilbllegal activities.

Some exampleare showedbelow:
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l’\ FiveM

Join the THK people pleying fight now!

FiveM is a modification for

Grand Theft Auto V enabling you to play
multiplayer on customized dedicated
servers, powered by Cfx.re.

DOWNLOAD CLIENT

FveM eve

Figure 58 example of private servers (FiveM), offered by chRecovered fromttps://fivem.net/.

Figure 59 shows the example of FiveMyB cl i cki ng ACREATE YOUR OWN
paid options will appear to allow users to create their own private server. If users have their own
original version of GTA, once they open the game, they will be able to select their server and enter
it. The owner and any other administrators will establish the rules, and users will be able to enter by
invitation with the credentials received unless the server is made griglice 60 shows list of

private servers:

KoTH | Killstreak Rewards |

| Derby | Custom Cars/Planes/Maps
rid leaderboard || RPG || discord.gg/gtalife

250+ Custom NPCs |

» [6] ASIA [NC Ple tnction | PvP || Zombie || World leaderboard | RPX iscord gg/gtalife || NEwW SEASON

- AM #2 | NOT RP | Freeroam | Races & | Deathmatch |
| [3] NA [N ot nll evell woie || World leaderboard || RPG || discord.gg/gtalife || NE
sch | Cust faps | Outf ke | X ing | FastoL | | htt

Civilians,

WACEN Al DHAT Mininamae Tactinn

Figure 59: Server lists on FiveMRecovered frorhttps://fivem.net/.

The number of users connected to that specific server is highlighted in red. The amount of these
servers is significant, and there is not a single company, but there are several, each with different
types of hosting service. In Figure 61, it is possible to see Nitrado servers for another type of VG:

Ark survival evolvedAlso, in this case, the list is full of servers and users.
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PRODOTTI NEWS SU DI NOI SUPPORTO ACCEDI W rraa - EUR

Battle
= M

Juego Mu ar Best PVP - (Full Cars)
DayZ (F54)

00000000000NO000000000000000000000000000000000000000000D000000000000000000000042
(P54] - v1,11.153731 ine.« 5

270

- 1891 - M_Th

chemarusplus

=) - 18901 - M_Thadland

ACCEDI

sbalah - 1891 - M_Thelsland

e cheimanisplus

OO000000000000A000 0 D0 DI000R000M0000000MA0000 000 D0 O0O0O0 00O
| A1L1E da Hine, ch

Figure 61: Servers list Nitrado. Recovered from https://server.nitrado.net/usa/toplist/index.

Figure 62lists 1551 pages; in eagbage 24 servers are displayed, so it is possible to count more
than 37000 servers for a single ganhe each server users caommunicate without control.

Consequently, the official MMOG managed by the manufacturing company is not the only source
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of the problenf®. Furthermore, communications take place both in written and oral fehich
makesit almostimpossible to intercept the content or trace it once the chat has ended. There are

potentially infinite possibilities foundetected communication

3.2Communities and language

Virtual worlds are populated by users worldwidho interactamong each other usirgglanguage

typical of those whuisit these platforms. Each virtual world is different ddn communities
organizednto smallerparts suchas guilds and legionghrough the functions specific to the virtual

world. Consequently, three fundamental layeas be identifiedThe first includes the community

that populates the entire virtual world according to the category (MMORPG), the second comprises
the community created around the specific video game, and lastlythitide consists of the
community created within it. For examplte tak
overall population is categorised offiest level consistingof users who typically populate that
category of VG, who will therefore have characteristics and specifications typical of those who
populate mmorpgs, then the one that is formed around the VG itself, and finally the one that is

created inside the V@&igure 63 shows the visual example

—— Alon —
M
M
o
R
P
Community of | G Commumty of Communities
the catsgory Alon mnside Aion

Figure 62 Layers of the communities created for each virtual world.

Obviously, if the virtual world of reference changes,basistinglayers also chang&his system,
therefore, generatesfurther dynamics: the community layer af category does noexclude

interfadng with other virtual worlds; for example,naindividual can be a regular user of

43Some companies offer the possibility of creating a server for an original game, just as a private individual can create
his server and game with complete autonomy. ES. Ark Survival Evolved is a video game managed by Wildcard Studio.
Therefore, it controls and manages the servers. As seen in the images above, however, another company may recreate
the possibility of creating and managing servers in total autonomy for a specific video game, in this case, Ark Survival
Evolved.So,we will have the original game and the copy. Like the original, this copy can produce thousands of servers,
which have nothing to do with the original.
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MMORPGsandalsoFPS; therefore, these layers are mottually excluding, sincethey categorize
communities for better knowledge&Consequently, a user can be part of multiple different
communities.So why is it useful to categorize the type of community? In virtual worlds, each
community has different characteristics in terms of language and knowledge. Going into more
detail, a community linked to a category of MMOR®B@e VG will certainly have a different
attitude and language from those who frequent FPS. In the same way, a community that is born
around a specific virtual world will have a different jargon from those who frequent another, and
even more evident will be the difference between communities that are born within these virtual
worlds, where the languagasd attitudesrecompletely differentn respect to thether categories.
Furthermore, aexplainedin Figure 64, there is a behaviour and a language common to all users of

virtual worlds,which constitutes a general macro level possessedl bgersn these platforms.

.a""d—‘-— h\-\-\"""'n-\.
— ~—
Gamers language Adon < Gamers Behayior
M
0
R
P
Community of G Community of Communities
- ‘ d | . - . B . -
f the categony, Alon inside Alon \
| |
| | | | |
\ /
Specific langnage and Specific language Specific language and
knowledge related to and knowledge knowledge related to
the category. related to the VG. internal communities.

\ |

Behavior related to the community.

Figure 63: Complete categorization of communities.

Therefore, categorizing communities becomes a way to target the element of interest during the
research andntelligence phase. This is a first step that could hatgeting although, like all

things, it is not without exceptions. In faitis not always true when we go down to the micro level
and, therefore, try to identify a single usehis is because, as highlighted previously, a user can be

skilled in mastering danguage and behaviors adaptable to any virtual world that would grant him
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access to different communities, makihgn a difficult target. Since each community has a
different language and behavi@n analysis is needdd understand their peculiarities. When a
community that frequently plays MMORPGs is observed, for example, on Discord, they will have a
common jargon, which reflects terms specific to the virtual world category and more specific when
talking about VG. The same happens for a community that plays FPS and so on. This gives life to a
series of typical words these communities use to communiCatesidering a fantasViIMORPG

virtual world, the communities will therefore use jargon relating to the category, which combines
with that specific to the virtual worl@Below is an example created with the words recovered during

research and the jargon of gw2 recovered from the specific wiki.

Jargon MMORPG specifit:
1 AoE = Area of effect (n.) is used to define an ability that allows you to perform an area

attack. The area is delimited based on the type of spell used. Therefore, if a skill is defined
as AoE, it will create damage in a certain area and can hit multiple enemies.

1 Aggro = 1. (v.) refers to a hostile mob that has noticed a player and is actively trying to
attack him; 2. (n.) refers to the amount of "hostility" the player has generated on the mob. In
the typical combat strategy, the fighter tries to draw as much aggro away from weaker

players like healers and mages as possible.

Ava = abb. of AAvataro.

Al t = abb. of Aalternate. o Typically, a f
and, usually, Alts are secondary characters that are used to complete missions or other
things.

T BAM = abb. o f ABig Ass Monster." Typicall

MMOG or really strong players.

1 Bind = (n.) In many MMOGs the Bind is the point at which a player has bound his character
to that specific point on the map. Bind points often correspond to predetermined structures
or locations in maps and are safe locations. At this point the user always has a teleportation
tool available to return to that point whereleded.

T BoE = abb. EByfui iBondhew are objects that
character, the only one capable of using it. Once used that object will no longer be usable by

others. Furthermore, the item can be traded/sold as long as no one has equipped it yet.

44 For the full List, vsit the Annex.
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= =2 =2 =

BoP = abb.PiafkuipB®i.ndrheery are objects that bi
are collected/looted from the terrain/mob that has been defeated. The item can no longer be
traded or sold after a character has picked it up.

Brt= abb. of fABe right there. o It simply mea
Btw = abb. oSelfexf@apatotyhe wayo.

Buff = (n.) spell that increases attributes of some kind.

é . Continue in the Annex

To these general terms, which refer to a jargon used generally for all MMOGs, the language of the
specific MMOG, which in this case is G\W&hall be added.

=4 =4 4 A -4 -2

= =2 4 A -2

GW?2 Jargof:

AA: Auto Attack Pressing 1 over and over to aattack or letting the autattack chain run
through without button press.

AB: Auric Basin A zone in Heart of Maguuma, part of the Heart of Thorns expansion.

AC Ascalonian Catacomb# dungeon in Plains of Ashford.

ACArrow cart A siege weapon used in World versus World.

AFK: Away from keyboard The player is not actively playing, but remains logged in.

Akili Event: Defend Akili while he recalibrates mirrors around the Astralarium.

Alac Alacrity RenegadeA support build for the Revenant using the Renegade specialization
which provides Alacrity for the group.

AotJ: Ashes of the Just The epilogue skill of the Tome of Justice from the Firebrand
specialization.

AP Achievement pointdoints awarded for completing achievements.

AP AetherpathA specific path of the dungeon Twilight Arbor.

AP Assassin's PresendeRevenant Master trait in the Devastation line.

AR Agony Resistancdresistance to the Agony found in Fractals.

Arah: The Ruined City of Arah A dungeon located in Cursed Shore. Also refers to the event
chain allowing access.

AT Automated TournamentThe daily and monthly automated Structured PvP tournaments.

45 For the full list, visit:https://wiki.guildwars2.com/wiki/Abbreviations#\& the Annex
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1 AG / Axe / Axemaster Kill AxemasterGwylliont refers to the event in Verdant Brink
during Night and the Enemy.

1 BK Black Kiter.Literally means black kiter, this is the same as Oil Kiter in the Deimos raid
encounter.

1 BC Black Citadel The charr capital city in Ascalon.

It is clear that for every virtual world, there is an excessively large glossary of words, which allows
users to speak in code and, above all, in closed environments, where only those who are part of
certain communities can understand the meaniingrefore, if the virtual world changes with a
military-type fps, the communities will use jargon that includes military terms, including
knowledge relating to weapons, ammunition, and so on. However, why is all this important and
useful to categorizelh 2008, a Pentagon researcher at the Director of National Intelligence Open
Source Conference in Washington presented the possible threats that can arise in these virtual
spaces, adlustrated in Figure 65 through 72

A simple I|little conversat:.
fdi gi t al.okniengodfom mi |l |l i on s
conversations occurring at

message boards and online
couretry

Figure 64: Dr.Toavs Presentatiorecovered fronDNI Open Source Conference 2008 Panel: Making Use of Emerging
Media Sources Emerging Media: Its Effect on Organizations Dr. Dwight Toavs Information Resepptetownload

(slideplayer.com)
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