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Glossary 

AR- Augmented Reality 

DS- Discord 

VR- Virtual Reality 

VG/VGs - Video game/s 

MMOG/MMOGs - Massively Multiplayer online game/s 

MMORPG/s - Massively Multiplayer online role play game/s 

AI - Artificial intelligence 

TS - Team Speak 



 
 

SM - Social Media 

GVE - Games and Virtual Environments 

VW- Virtual worlds 
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1. INTRODUCTION  

This doctoral thesis aims to bring to everyone's attention a phenomenon that, according to the 

systematic review, has yet to be studied sufficiently but can emerge as a problem for national and 

public security as will be illustrated in the following chapters. Digital innovation and the emergence 

of increasingly complex applications (E.g., Virtual worlds and complex Massive multiplayer online 

games MMOG) have profoundly changed the global scenario in terms of communication. In 2023, 

the gaming sector is expected to surpass 3 billion online users, about 40% of the world population 

(Wijman, 2020). These numbers, along with the evolution of gaming, produced new virtual worlds 

(see, e.g., Metaverse1) that can modify and create new ways of communication. Today, MMOG and 

related applications are standard means of communication among users; however, their structures 

are complex, unpredictable, and may raise safety concerns. These applications, in fact, can provide 

a fertile ground for different cybercrimes. Unlike social media (SM) or applications like Telegram, 

MMOG makes users completely anonymous and therefore may potentially allow them to perpetrate 

various cybercrimes remaining undetected, thanks to their functions. In recent years, with the 

advent of the metaverse, several institutional reports have raised concerns, highlighting that it could 

be fertile ground for mafias and criminals, forgetting, however, that the metaverse is the last of the 

thousands of virtual worlds that exist. It is true that with new technologies (AR-VR, blockchain, 

etc.), the metaverse stands out from other virtual worlds in terms of innovations, but it is not the 

only one capable of posing threats. Today, the term "metaverse" refers to two concepts: the 

metaverse conceived by Zuckerberg, that is a reality still in development, and the metaverse 

understood as a virtual world that everyone can create independently2 (Bhatt, 2023). Both are 

virtual worlds, but while the first is yet an undefined entity, the metaverse as a virtual world has 

much deeper origins: the gaming world. Approximately twenty years ago, the first massively 

multiplayer online games appeared in the market, characterized by an open world and an alternative 

virtual reality, which implemented concepts from real life (e.g.: Second Life, the Sims) and are 

found today in the metaverse. Today's narrative neglects all of this, identifying the metaverse as the 

only virtual world capable of causing threats to national and public security, forgetting that 

thousands of other virtual worlds can also be maliciously exploited (Vanolo, 2021; Marler et al., 

2023). Over the years, some rumors have emerged regarding the possible involvement of gaming as 

a threat to national security (Klippenstein, 2024); however, the problem has never been thoroughly 

 
1An example of Metaverse can be found here: https://decentraland.org/ 
2The metaverse conceived by Zuckerberg is a concept that materializes with meta. However, this does not imply that 

meta is the only metaverse available; it is a concept that expands and produces new metaverses, whether or not they 

are related to gaming or industries. To date, different companies create thousands of metaverses, and it is possible to 

make one in just a few steps thanks to various providers around the web. 
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investigated at an academic level. The only accessible material about the matter is a classified report 

found among the documents released by Edward Snowden, which refers to intelligence activities 

conducted within these virtual worlds as early as 20083. Therefore, are virtual worlds a problem for 

national and public security? How many virtual worlds exist, which one can represent a threat and 

how can they be illegally exploited? These questions represent the basis of the research path to 

investigate such virtual worlds to bring new knowledge and demonstrate that they can become an 

excellent tool for cybercriminals. Therefore, the main objective of this thesis is to demonstrate that 

virtual worlds can be used as a vector to commit different cybercrimes, can become a problem to 

national security, and tries to develop new knowledge and solutions for this problem. The 

methodology adopted for this research is netnography, combined with OSINT techniques. After an 

introduction to the topic, the results of a systematic review and an analysis of material found will be 

illustrated. Then, a contribution in terms of a solution to the problem will be proposed. 

 

1.1 Towards virtual worlds : A brief history of the gaming environment 

 

The early Seventies are called the years of the creation of the first virtual worlds, in which the 

foundations for creating alternative realities began to be laid. At this historical moment, the Internet 

is less developed than it is today, and everything is managed through ARPAnet, which is the 

precursor of the contemporary Internet4. The seventies were also the period in which some minds 

began to develop the idea of a more complex gaming network. 1977 marks the birth of one of the 

first consoles, the Atari 2600. Moreover, in those years, precisely in 1978, the Multi-User Dungeon 

(MUD) idea was born thanks to Roy Trubshaw and Richard Bartle (Sloane, 2000). The possibility 

of letting multiple users play simultaneously, creating connections between them in a parallel 

world, therefore begins to emerge. Given the significant development of the Internet in the 1980s, 

VGs began to develop multiplayer modes, and new consoles began to appear, such as the 

Commodore 64 (1982) and the first commercial MMOG created by Kelton Flinn and John Taylor - 

 
3Among the documents published by Edward Snowden, it is possible to find a document classified as "top secret", 

which includes five intelligence searches carried out within virtual worlds linked to gaming. 
4ñDevelopment of ARPANET began in 1966. Several standards were developed. Network Control Program (NCP) 

would handle communication between hosts and could support the first commands, Telnet and File Transfer Protocol 

(FTP). The first message sent over ARPANET happened on Oct. 29, 1969. Charley Kline, who was a student at the 

University of California Los Angeles (UCLA), tried to log in to the mainframe at the Stanford Research Institute 

(SRI). He successfully typed in the characters L and O, but the computer crashed when he typed the G of the 

command LOGIN. They were able to overcome the initial crash, however, and had a successful connection that same 

day. The first permanent connection between UCLA and SRI was put into place on Nov. 21, 1969. Two more 

universities joined ARPANET as founding members on Dec. 5, 1969. These were the University of California, Santa 

Barbara and University of Utah School of Computing. ARPANET grew rapidly in the early 1970s. Many universities 

and government computers joined the network during this time. In 1975, ARPANET was declared operational and 

was used to develop further communications technology. In time, several computers in other countries were also 

added using satellite links.ò (Wright, 2021) 
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Island of Kesmai (1985) (Radoff, 2010). After the launch of the first video game that could be used 

for 12 dollars an hour, through a service that allowed up to one hundred players to connect called 

CompuServe, the network service moved in parallel, and the Internet finally arrives (1983) 

(Zimmermann, 2022). The Eighties saw a slow progress with the launch of other consoles, such as 

Nintendo in 1983 and SEGA in 1987, and an increasingly connected network (from a thousand 

connected computers in 1984 to a hundred thousand in 1989) (Roser, 2024). In the 1990s, the first 

graphic MMOGs were born as slightly superior models capable of including a more complex 

graphic interface. Neverwinter Nights and Meridian 59 archetype were the first third-person graphic 

MMOG launched in 1991 (Bainbridge, 2004). In 1996, ten million computers were connected to the 

Internet, a race that will not slow down, and by 1999 will reach two hundred million users 

worldwide (Peterson, 2003). At the same time, the term MMOG was born, coined by Richard 

Garriott, the creator of Ultima Online, in 1997, inspired by the term used two years earlier by Dale 

Addink: MMO (Steed & Oliveira, 2010). From that moment, the term has been used to describe all 

those video games (VGs) that allow interaction between users, such as Meridian 59, Tibia, Ultima 

Online, and others. These video games are called the first generation of MMOGs. At this stage, 

many VGs are developed around the world, and the United States played an important role in the 

sector with the launch of "EverQuest," followed by South Korea with the launch of "Nexus: The 

Kingdom of the Winds," which already had one million subscribers in those years. Their success 

will lead the industry to understand the market's potential. At the beginning of the 2000s, an 

important transition occurred for the gaming industry: Introducing new MMOGs called the second 

generation. Between 2000 and 2010, the gaming industry saw the birth of hundreds of VGs that 

could make the most of the progress of the Internet, which in those years had almost two billion 

connected users worldwide. The new MMOGs allow users to play with unknown people 

worldwide, interacting and sharing experiences with them. Consoles also keep pace with this 

development, introducing various VGs incorporating new functions, including connecting to the 

Internet. The progress described leads to what is commonly defined as the current generation of 

MMOGs, which saw the light in 2010 and remains today. The VGs of this generation are by far the 

most developed in graphics and functionality, as they offer unique capabilities thanks to the 

complexity with which they are created. Their introduction brought numerous benefits to the 

gaming world and created a more dangerous market than previous generations. If previously there 

was a fixed cost to play these video games and the gaming experience ended once a hypothetical 

level was exceeded, today, this generation has introduced a parallel world inhabited by real users, 

with a completely alternative economy and reality. The introduction of MMOGs introduced several 

innovations that were difficult to imagine before their creation: from the Seventies to the Nineties, 
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VGs were single-player only, and the user could only interface with the Artificial Intelligence. From 

the nineties onwards, with the birth of MMOGs, the new parallel realities enabled the user as the 

protagonist. Before this, the most complicated challenge a user could face was defeating the 

machine. In contrast, today, users who play an MMOG are catapulted into an alternative reality 

where the character is the user himself. Consequently, the user finds himself having to face a reality 

specifically created to be shaped: he is the protagonist of the story, and he decides its course and 

who to be. These differences highlight that video games are not all the same, and different virtual 

worlds exist that can be played but also exploited. 

 

1.2 Defining virtual worlds ï mapping the gaming environment 

 

óVirtual Worldsô is a term widely used to describe a computer-simulated environment (Bartle, 2003) 

populated by users' avatars who can interact and communicate with each other (Kaplan & Haenlein, 

2009). An individual who enters a virtual world experiences sensory stimulation provided by a 

computer-simulated environment, which enables them to manipulate elements of the modelled 

environment and, as a result, experience a sense of presence (Singhal & Zyda, 1999). Furthermore, 

users inside these virtual worlds can communicate through text, graphical icons, visual gestures, 

sound, and rarely, through touch, voice commands, and balance senses. Among the first to be 

provided, these definitions have changed in response to technological advancements and the 

evolving gaming industry. In current literature, it is possible to identify two of the latest and most 

accurate definitions that describe virtual worlds. Richard Bartle (2015) proposes the subsequent 

concept: 

ñA virtual world is something with the following characteristics:  

¶ It operates using an underlying automated rule set - its physics;  

¶ Each player represents an individual óinô the virtual world - that player's character;  

¶ Interaction with the world takes place in real time - if you do something, it happens pretty 

much when you do it;  

¶ The world is shared - other people can play in the same world at the same time as you;  

¶ The world is persistent - it's still there when you are not; It's not the real worldò.  

 

While Nevelsteen (2018) suggests that virtual worlds can be described as follows: 

¶ ñA simulated environment where many agents can virtually interact with each other, act and 

react to things, phenomena and the environment; 
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¶  Agents can be zero or many human(s), each represented by many entities called a virtual 

self (an avatar), or many software agents;  

¶ All action/reaction/interaction must happen in a real-time shared spatiotemporal 

nonpausable virtual environment;  

¶ The environment may consist of many data spaces, but the collection of data spaces should 

constitute a shared data space, one persistent shardò. 

 

These concepts, as well as elaborated by different authors (Bell, 2008; Castronova, 2005), are 

intended to provide a common ground toward a definition. However, an accepted definition has not 

yet been developed. Today, media and academics use the term virtual world to indicate different 

applications (video games, social media, applications, etc.), and it is often used interchangeably 

with many acronyms (virtual reality, digital world, MMORPG, etc.). In this environment, the idea 

of a virtual world is not well defined; most of these definitions are labels used to designate ósome 

virtual space,ô and the linguistic register generally used indicates different meanings. Are all virtual 

worlds the same? What type of virtual worlds exists? Which main characteristics constitute a virtual 

world in the gaming environment? Are all the video games virtual worlds? Taking the 

aforementioned definitions as a starting point, this chapter aims to develop a comprehensive and 

accurate classification for virtual worlds in the gaming environment based on their structure and 

typology. 

 

1.2.1 The meaning of Virtual  

 

Virtual is a word often used to describe a place that does not exist physically: something created by 

computer technology and appearing to exist but not existing in the physical world (Cretu, 2022). 

Also, it can be considered as anything that is mediated by or brought to existence through a digital 

game (Bösche & Kattner, 2011); It is something that has no place in reality, does not exist in reality, 

but is designed in the mind (Tuncer, 2020); Not physically existing as such but made by software to 

appear to do so (Alam, 2021). The word Virtual is also interpreted as images of real places and 

objects (Almeida, 2008); Any activities that occur online (Shelby-Caffey et al., 2021); Interactions 

that are done online (Amponsah et al., 2021); And an environment simulated by electronic networks 

for reasons of economics, convenience, or performance (Switzer, 2008). Therefore, looking at the 

previously mentioned definitions along with others (Gesche, 2009; O'Connor, 2012; Lange, 2008; 

Benjamin, 2015), it is possible to summarize that Virtual is something that exists as a simulated 

experience without physical properties.  
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1.2.2 The meaning of World 

 

World is a term that encompasses many meanings and is interpreted differently according to 

reference theories. For those scientists who study the universe, the world is the totality of space and 

time (Zeilik & Gregory, 1998; Mittelstraß, 2005; Sandkühler & Borchers, 2010), while for 

phenomenology philologists, the world incorporates the perceptions and experiences that surround 

an object (Smith, 2018), making the world becomes the horizon of all the horizons (Embree, 1996). 

In the history of philosophy, this word has also been conceptualized in different ways:  

Plato: óThe world that appears to our senses is in some way defective and filled with error, but there 

is a more real and perfect realm, populated by entities (called óformsô or óideasô) that are eternal, 

changeless, and in some sense paradigmatic for the structure and character of the world presented to 

our sensesô (Kraut, 2022). 

Eugen Fink: óThe world is the totality of the inner-worldly things that transcends them (Halák, 

2016). It is itself groundless, but it provides a ground for things. It therefore cannot be identified 

with a mere container. Instead, the world gives appearance to inner-worldly things, it provides them 

with a place, a beginning and an end (Homan, 2013). The definition of Heidegger, which discusses 

the óBeing-inô concept in the world, is also important: óWhat is meant by óBeing-inô? Our proximal 

reaction is to round out this expression to óbeing-inô óin the world,ô and we are inclined to 

understand this being-in as óBeing in somethingô as the water is in the glass, or the garment is óinô 

the cupboard. By this óinô we mean the relationship of being which two entities extended óinô space 

have to each other with regard to their location in that space. Being-present-at-hand-along-with in 

the sense of a definite location-relationship with something else which has the same kind of being, 

are ontological characteristics which we call ócategorialô (Heidegger, 1962).  

In brief, summarizing the definitions above, it is possible to state that the world consists of an 

interactive, shared, spatial and temporal dimension populated and shaped by entities where 

experiences are mediated through physical bodies. 

 

1.2.3 The current debate 

 

The current scientific literature does not define precisely what can be considered virtual worlds and 

what is not; instead, it tries to define what is a virtual world. In a three-page paper written by 

Schroeder, the outcome is that virtual worlds are óenvironments that people experience as ongoing 
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over time and that have large populations which they experience together with others as a world for 

social interactionô (Schroeder, 1980). Consequently, in his paper, online gaming and Massively 

Multiplayers Online Role-Playing Games (MMORPGs) were not considered virtual worlds but 

rather a subset of them. In 2008, in a five-page work, Bell identified a definition for virtual worlds 

that later would become the most cited: óA synchronous, persistent network of people, represented 

as avatars, facilitated by networked computers.ô (Bell, 2008) This work also presents the five 

characteristics that a virtual world must have to be so-called, and in this case, contrary to the 

previous one, it is stated that MMORPGs are virtual worlds5. Among these, a more recent article by 

Girvan gives another definition of virtual worlds: óShared, simulated spaces which are inhabited and 

shaped by their inhabitants who are represented as avatars. These avatars mediate our experience of 

this space as we move, interact with objects and interact with others, with whom we construct a 

shared understanding of the world at that timeô (Girvan, 2018). Therefore, she argues that 

MMORPGs are not virtual worlds but can exists within them. The first two works present their 

argumentation without methodology as they are brief essays, while the last one offers a conceptual 

framework for what is intended to be a virtual world based on previous literature. In different 

research (Boulos et al., 2007; Stevens, 2015; Keene, 2011; Chambers-Jones, 2018), virtual worlds 

are used as a synonym for MMORPGs, while as previously seen, many others do not think that they 

should be considered virtual worlds. There are, therefore, two fundamental problems arising from 

this framework: All the literature that has been presented is controversial as there is no agreement 

on what virtual worlds are, and none of these clearly defines what a virtual world is: besides a few 

hints that can be found in the work of Bartle, the literature only focuses on the characteristics that 

virtual worlds should possess. Consequently, the following elaboration is the author's work. 

 

1.2.4 Video Games essential characteristics 

 

Although video games are different among each other, they all possess specific essential 

characteristics: 

¶ Online: as a result of the nature of online video games, players can interact with other 

players and engage in cooperative and/or competitive activities; 

¶ Offline: players, in this case, cannot interact with any others and can only play the game as 

it is; 

 
5In the paper, the author states the following: Environments that are virtual worlds include MUD-1, Neverwinter Nights, 

Second Life, World of Warcraft, and the upcoming Hello Kitty Online. Therefore, since Neverwinter, Second Life, 

and Word of Warcraft are MMORPGs, that category is included in virtual worlds. 
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¶ Single player: in a single-player game, the player can only interact with the virtual 

environment proposed, completing different activities; 

¶ Multiplayer: players can interact with others locally or online in a series of activities 

proposed by the video game. 

These four elements are the common ground for every video game, and they can establish 

relationships between them:  

A single-player video game can be - online and offline, a multiplayer video game can be - online 

and offline, therefore, a video game can be online and/or offline, single-player and/or multiplayer. 

These elements constitute the first layer of the reference theory of this study. 

 

1.2.5 Video game Categories 

 

Each video game can be classified into categories, that is, the macro container in which video 

games are collocated and constitute the second layer of the framework elaborated by the author: 

¶ Video games 

This label is given to video games without much specification, but it should be correctly used to 

indicate a video game that does not possess other characteristics. For example, the correct allocation 

should refer to single-player or multiplayer video games without access to the internet (retrò games, 

simulation games, etc.). 

¶ Video games online 

These video games grant access to a wide area of gameplay thanks to the internet. It allows players 

to simultaneously play together or against and interact in a specific environment. Moreover, these 

games do not always need to be bought physically but can be accessed by the sole internet. 

¶ MMOG 

Massively multiplayer online games represent the latest frontier in gaming. These video games 

differ mainly in the number of players; a dedicated server can host thousands of players who 

interact, fight and cooperate. In addition, they feature a persistent open virtual world.   

¶ MMORPG 

Massively multiplayer online role-playing games are the same as MMOG but incorporate role-play. 

 

Video games Typologies 

 

Typologies are the gaming style of a video game, and they can be declined as follow: 
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¶ MOBA 

(Multiplayer Online Battle Arena): players control a certain character who fights against other 

players; the game's goal is to win against the opposing team by destroying the enemy's core. 

 

¶ FPS - TPS 

(First person shooter - Third person shooter): is a video game where players play on specific maps 

and perform various actions, such as eliminating other players or the AI. 

¶ RTS 

(Real-Time Strategy): is a video game where players maneuver units of populations, armies and 

build their world in real-time. 

¶ RPG - ARPG  

(Role Play Games - Action Role Play Games): video games where a player creates a character and 

controls it in a world that can be fantasy or realistic. 

¶ Action and Adventure 

This video game allows players to play an immersive experience with the character created inside a 

world, elaborated for gaming purposes. 

¶ Survival 

In these video games, players must survive against something or someone. The environment can be 

realistic or fantasy. 

¶ Horror 

These video games often collide with the survival ones, but they can also be pure horror. 

¶ Battle Royale 

In these games, people fight to victory in a pre-determined word/map. 

In addition to these typologies, there are many more, but only a few have been reported. These 

Typologies are the third layer of the theory. 

 

1.2.6 Video games Dimensions 

 

As a result of the analysis of these virtual worlds, it was possible to determine that these 

environments consist of three different dimensions, according to the author. 

¶ Environment Dimension: This dimension includes the internal environment of video games, 

specifically the map and the world. The world is the macro container where the video game 
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is set (e.g., Tyria is the world of Guild Wars 2, like Azeroth is the world of World of 

Warcraft), while the map represents a place inside the world. On the map, it will be possible 

to find different locations and spaces. The óTimeô is also considered part of this dimension. 

The environment must be persistent. 

¶ Economic Dimension: In this dimension, all the economic interactions between the subjects 

who populate the videogame to satisfy their needs are included. Therefore, an economy 

regulates the video game using virtual currency. 

¶ Social Dimension: This dimension contains all the social interactions that occur between 

users (e.g., chats-parties) 

These dimensions always present inside a virtual world constitute the fourth layer of the framework. 

 

1.2.7 Combining the Layers 

 

In this section, a Venn diagram illustrates the logical relationships among the elements listed above. 

This diagram was developed by Jhon Venn in the 1880s and is frequently used to illustrate logical 

relationships between sets. 

 

Figure 1: A Venn Diagram representing the layers. Elaborated by the author. 

The Diagram illustrates a close interdependence among the four layers, with the ócharacteristicsô 

being the common thread that connects them all. These layers comprehend different specifications 

and serve as a categorization for determining which video game can be categorized as a virtual 

world. Therefore, a new framework can be developed to determine which video game is a virtual 

world. 
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1.2.8 A new conceptual framework 

 

When can video games be considered a virtual world, and why? Moreover, what makes a video 

game a virtual world? Connecting all the points discussed above, it is now possible to develop a 

new approach that can help to categorize virtual environments correctly. To determine if a video 

game is a virtual world is sufficient to follow the layers illustrated in Figure 2 and connect the 

points. 

 

Figure 2: The full scheme. Elaborated by the author. 

Therefore, in determining which video game or environment is a virtual world, the first step is to 

start from the first layer and categorize the object, then move to other layers according to the object 

characteristics. In detail, using an example, the process (Figure 3) would be as follow:  

Is Fortnite a virtual world?  

¶ First step: Define the characteristics of the video game; in this case, it is multiplayer and 

online. 
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¶ Second step: determine in which category this game falls. In this case, Video games online. 

¶ Third Step: Define the typology of the video game: Battle Royale. 

¶ Fourth Step: Are all the dimensions present? In this case, Fortnite does not possess all these 

dimensions. There is the social, but it does not contain the environment and economic one.  

Therefore, according to this scheme, Fortnite is not a virtual world. 

 

Figure 3: The steps to take to determine the nature of the video game. Elaborated by the author. 

To be classified as a virtual world, a video game that reach the fourth layer, must include all three 

dimensions without exception. A video game that stops before the end is not considered a virtual 

world. Without further instructions, this scheme can be used for every video game and gaming-

related content. As a result, the findings show that it is possible to determine whether a video game 

is a virtual world and what is the fundamental characteristic that makes it a virtual world. 

 

1.2.9 Towards a Definition of virtual world in the gaming environment 

 

According to Bartle (2015) and Nevelsteen (2018) definitions mentioned above, a virtual world 

must possess several characteristics to be considered such. These characteristics are the basics for 
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every virtual world, but neither they nor others in the current literature have developed a clear 

pattern to determine whether a video game can be considered a virtual world. Also, many works do 

not consider MMORPG or other kinds of video games virtual worlds. Consequently, this 

framework argues that a virtual world in the gaming environment can be correctly determined by 

following this scheme and that the variables that allow identification are the dimensions. 

Considering, therefore, the definition of Bartle as a basis, a virtual world in the gaming environment 

can be declined as follows: 

¶ It must operate under underlying automated rules, its physics.  

¶ Players are represented by an avatar, that is the player character. 

¶ All the interactions in video games considered virtual worlds happen in real time. 

¶ A video game that is also a virtual world must have an environmental dimension: a world, a 

location, and a time that can be shared; other people play in the same world simultaneously. 

¶ The environment dimension is persistent and will always be there. 

¶ A video game considered a virtual world must have an economic dimension regulating the 

video games and the users' daily life. 

¶ A video game that is a virtual world must possess a social dimension where users interact. 

Consequently, a virtual world in the gaming environment is: 

A shared interactive open world populated by avatars governed by environmental, economic, and 

social dimensions. 

In this regard, different virtual worlds exist because of their differences in categories and 

typologies, but the dimensions remain the inalienable cornerstone for a virtual world. Considering 

the literature cited above, it is evident that the interpretation of these environments is controversial, 

but the data collected and analyzed during the years inside these environments allowed the creation 

of a new framework. According to the scheme developed based on these results, video games can 

be classified according to specific characteristics, and even though the scheme may be criticized 

and interpreted in various ways, it provides the only theoretical starting point currently available. In 

addition to clarifying which video games can be considered virtual worlds, this study also indicates 

that each MMORPG is a virtual world since its structure reflects the real world but is situated in a 

fictional setting. The tests conducted show that every MMORPG currently on the market, old or 

new, reaches the bottom of the scheme, consolidating the theory that MMORPG represents the ideal 

virtual world. In conclusion, not all video games are virtual worlds, not all gaming environments 

represent a virtual world, and it is possible to have different virtual worlds determined by categories 
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and typologies. Also, in some cases, a few applications resemble a virtual world but are not 

considered one. 

 

1.3 Understanding virtual worlds: A look inside MMOGs.  

 

The most important aspect MMOG introduced, which then gave rise to the acronym, is the number 

of players that can be contained in a server communicating with each other. If previously VGs 

could contain a few hundred people connected simultaneously, today, we have moved on to several 

hundred thousand people connected in real-time. Depending on the peculiarities of each company 

producing the individual VG, all these users will be hosted on dedicated servers, which can be 

distinguished based on language, continents, or a single server capable of hosting anyone. These 

flows of people serve to create the alternative reality and economy that will govern the virtual 

world. In the alternative reality of MMOG, the economy created within them, and the economy of 

the real world intertwine, creating a unicum. To understand what alternative reality means or how 

virtual worlds work, an MMORPG called Guild Wars 2 will be used as an example. To enter any 

virtual world, the first thing to do is to create an avatar/character that will represent the user within 

the virtual world. Each VG or Metaverse will make character creation available to the user based on 

its characteristics. Sometimes, there is no character creation, and the users must use a character 

already prepared by the AI, to which the users will only have to assign a nickname. Therefore, 

every virtual world user will possess a nickname and an avatar/character. 
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Figure 4:Avatar/character that will represent the player in the world of GW2. Elaborated by the author. 

 

As shown in Figure 4, this is the character created that will allow the user to enter the world of 

Guild Wars 2. In this case, the character is female and has been assigned a female nickname. Since 

GW2 is a fantasy MMORPG, it is also possible to choose the race (in this example, human) and 

make a male. 

As previously mentioned, each virtual world has an environmental dimension where players can 

move and interact. The map shown in Figure 5 illustrates Tyria6, the world of Guild Wars 2. 

 
6The map is cut off to the south because it was impossible to report it in its entirety for space reasons. 
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Figure 5: ñGuild Wars 2ò - World Map: Tyria. Elaborated by the author. 

 

Tyria is not a freshly generated map but rather the world that players are placed in, so like the real 

world, it is always alive, and time flows as it does on Earth. So even when a user with his character 

logs out, it continues to live and will keep moving forward. In Figure 6, the created character is now 

inside the VG, and it is possible to notice the presence of other avatars connected. In the game, the 

character will be free to move and interact with other users and the world around him. This freedom 

creates two peculiarities that are the basis of all virtual worlds: communication and the alternative 

economy. 
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Figure 6: Character inside GW2. Elaborated by the author. 

 

1.3.1 Communication within MMOGs . 

 

Within virtual worlds, communication is a fundamental element in the interaction between users, 

which helps the execution of game actions, but not all virtual worlds host the same functions; each 

has different characteristics and contains various methods of communication. However, MMORPGs 

are the most complete ones that offer users the most significant possibilities. Communication 

methods can be divided into two macro-categories: 

ǒ classic chat: a chat that allows users to write and contact other players.  

ǒ voice chat: a chat that allows users to talk to other players. 

The classic chat can be divided into different subgroups, which can be used according to the needs 

of the players. In most virtual worlds, especially MMORPGs, there will be: 

¶ Server chat: It is a chat where what is written is visible to all the people present on the 

server, i.e., to all those players who play that game and who have chosen to play on that 

specific server (e.g., Europe or America - server name). 

¶ Group Chat: It is a chat that works only when a group is formed, and only its members can 

read what is written. Group chat includes all those chats in which two or more people 

participate. 

¶ Private chat: It is a private chat between two players; the exchange of messages is bi-

directional, and what users write to others can only be visible to the recipient and the sender. 
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¶ Local chat: It is a chat that can be used by the character at any time and is visible to 

everyone within a certain radius of the player's position on the map. 

¶ Guild chat: It is a chat that can only be used by members of a clan or guild (in MMORPGs 

and other VGs, users are often grouped into guilds or clans), and what is written is visible 

only to their members. 

¶ Global chat: It is a chat where anyone can read what is written. (This is typically a chat in 

VGs that do not have servers divided by user region). 

Along with various text chats, voice chats are also available in VGs. They can be accessed within 

the VGs or through related applications, which will be explained later. Unlike text chats, voice chats 

do not have subcategories and are used for communication through headphones and microphones. 

 

1.3.2 The alternative economy of MMOGs. 

 

Based on the virtual world a user has entered, he will have to deal with the economy present within 

it, which is closely connected to the real world. In every virtual world, an internal currency governs 

it, so all exchanges and/or transactions occur thanks to a specific currency tied to that VG. The 

currency will have fictional names or be based on reality, but it is strictly connected to the real 

currency, which will differ from the user's country of origin. Returning to the previous example 

made with GW2, the following pictures will demonstrate how this currency system works. 

 

Figure 7: GW2 in game currency. Elaborated by the author. 
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Figure 7 shows the character's internal GW2 currency, highlighted in red, amounting to 97 gold, 53 

silver, and 76 coppers. This currency is used to buy various objects within the VG from other 

players and from the game Marketplace. As stated before, this currency is interconnected with real 

ones as companies aim to generate income with their VG and, consequently, introduce an 

alternative marketplace created directly by them, where items are sold in exchange for real 

currency. In GW2, the virtual currency that can be purchased with actual money is known as gems. 

In Figure 8, it is possible to see the amount of gems that can be bought by spending euros. This 

currency, once purchased, will have the same function as the in-game currency but will allow the 

user to customize their gaming experience with premium items and/or other benefits. 

 

 
Figure 8: Amount of Gems obtainable with Euro. (inside GW2) Elaborated by the author. 

 

In addition, it is possible to convert the gems with the internal currency of the VG and vice versa, as 

shown in Figure 9. 
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Figure 9: Gems to gold conversion.in GW2. Elaborated by the author. 

Both elements showed in this section introduce some of the peculiarities of virtual worlds, which 

will be further explored in subsequent chapters concerning their exploitation in cybercrime. 

 

1.4 Gaming related applications 

 

Applications related to video games are platforms created to facilitate communication between 

players that enable functions similar to those of a virtual world, even though they are not. These 

applications can be divided into two categories: 

¶ Directly associated; 

¶ External. 

The first category concerns those applications created by the same company that produces the 

virtual world and which are opened simultaneously or, in any case, before the virtual world's 

launch. These applications function as a warehouse containing everything a user has downloaded, 

such as VGs and the friends list. Not all are the same; some offer different functions, but in general 

terms, the possible functions are interaction via both vocal and written chat, purchasing and/or 

exchanging currency. The second category consists of applications that are not integral parts of 

virtual worlds but are opened separately by the user. The functions are comparable to instant 

messaging programs, with some differences. Among the most used directly associated applications, 

there are: 

¶ EA (formerly Origin); 

¶ Steam; 
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¶ Epic Games launcher; 

¶ Battlenet; 

¶ Others like GOG galaxy, itch.io, Xbox (beta), Uplay, Bethesda launcher. 

In detail, taking steam as an example, in Figure 10, it is possible to notice: 

 1. The username at the top left that represents the user; 

 2. At the bottom right, the "friends and chat" section.  

Clicking on any friend in the friend list will open chat functions, which will be either vocal or 

written. 

 
Figure 10: Friendlists and Chat options in Steam. Elaborated by the author. 

 

Consequently, for each directly associated application, the user can take advantage of these 

functions remaining outside the virtual world but still in close connection. In fact, the avatar, 

account, or username used on these platforms represents the user within the virtual world. However, 

the situation is different with external applications, which require further elaboration. Unlike those 

listed previously, these applications are not part of virtual worlds nor integrated into them; 

therefore, users need to download such applications like any other software and use them 

simultaneously. These programs were created to facilitate communication within VGs and virtual 

worlds, with functions that are often more convenient and faster than those of virtual worlds. 

Among them, two stand out in particular for the number of users who use them and their functions: 

Discord and Teamspeak. Discord, founded in 2015, is an application created for gaming, which 
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makes voice or chat communications easier for gaming purposes. Over the years, this application 

has seen a significant increase in revenue and number of users. In 2021, it was estimated to have 

140 million monthly active users and 13.5 million active servers (Curry, 2020). Discord is a 

friendly user application that can be installed on PCs or Phones, has a download size of 67MB (But 

1 GB of Free space is needed), is accessible by creating an account, and offers different 

functionalities, as illustrated in Table 1. 

 

Chat: Users can chat with other users through written messages. 

Send files: Users can send direct documents, images, or others for a total size of 8MB, or 100 MB for Nitro 

version. 

Share files: Like other messaging apps, users can also share bigger files or links with others. 

Call:  Users can call each other without a time limit. 

Videocall: Users can video call each other without a time limit. 

Create a server: Users can create a private server and invite other users. 

Join other servers: Users can join different servers dedicated to a specific topic. 

Stream/Sharing content: Users can stream or share any live content with other users. 

Table 1: Discord Functionalities. Elaborated by the author. 

 

Users who access Discord must create an account with an email, accept the Terms of Service, and 

use its online identity to move into the platform. Like all the gaming industry providers, the Terms 

of Service of Discord prohibits using the platform for illegal content and tries to protect the users 

with some monitoring. Discord messages, for example, are stored in an extensive database named 

Cassandra and remain available to the admins as long as the users do not delete it; once deleted is 

not possible to retrieve it. When a fake or real account has been created, within Discord, any user 

can start creating private servers among the options available. In this case, for purely informational 

purposes, a private server will be created to illustrate its functionality. 

 

 
Figure 11: Opening messages of the private server created in Discord. Elaborated by the author. 
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After creation, a welcome message will appear, as illustrated in Figure 11, and the user can now 

navigate inside it7. Many options are available to the users, including creating additional private 

rooms equipped with passwords and containing voice or classic chat. 

 

 
Figure 12: Example of channel created within the Discord server. Elaborated by the author. 

 

In Figure 12, it is possible to observe a channel created within the server, and the icons illustrated 

indicate a voice closed channel that requires a password. Therefore, it is possible to enter the server 

only by invitation, in the channel with a password, and communicate only vocally, without chatting. 

These possibilities create potential security risks and questions: Who monitors these conversations 

and the interactions in these channels? While some messages can be recovered through Cassandra, 

no method can record the conversations through Discord, and unfortunately, despite the efforts of 

the company to prevent illegal behavior, it is extremely easy to exploit this application to commit 

different crimes, as will be illustrated in the following chapters. Another application that is not very 

well known but used in large numbers is Teamspeak, which offers similar solutions to the one 

previously analyzed. Unlike Discord, TS can only be used from a PC and was also created to 

facilitate competitive communications between players and is not to be considered a messaging 

application. To use Discord, the users need to create an account, while for TS, that step does not 

exist; the users need to download it, and it is ready to use8. Once downloaded, the user will find 

himself in front of the screen illustrated in Figure 13: 

 
7The server's name corresponds to the author of this thesis to facilitate understanding, but it is possible to call the server 

in any way and change it at will. 
8Today, a more recent version of Teamspeak is in beta, which requires registering an account but not replacing version 

3, the current one. The new version lends itself to being very similar to Discord. 
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Figure 13: TeamSpeak Home page. Elaborated by the author. 

 

By clicking on Connections, it will be possible to choose a nickname and connect to public or 

private servers, characterized by further rooms, which are protected or not by password. 

Furthermore, in TS, a list of geolocalized servers is scattered worldwide, where a user can access 

them without constraints. 
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Figure 14: Part of the lists of Russians and Chinese servers. Elaborated by the author. 

 

Figure 14 shows a part of the list of servers in China and Russia, with the related options, therefore 

equipped or not with passwords, and how many users there are on each server. Once inside the 

server, as with Discord, users can create additional rooms protected by passwords and accessible 

only to those who own them. There are private and public servers, and sending messages is possible 

even though it is not a messaging application. Furthermore, the possibility of recording what 

happens within personal channels has recently been added. In conclusion, TS, despite being a little-

known tool, is widely used to communicate with users worldwide and can be used for non-gaming 

purposes. 
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1.5 The Metaverse 

 

In 1992, Neal Stephenson defined in the book Snow Crash the Metaverse as a virtual world where 

users create and interact through avatars (Stephenson, 1992; Grimshaw, 2015). Today, after 

Zuckerberg's announcement (Milmo, 2021), the Metaverse has become a household word, but there 

still exists a lot of confusion about the term and its implications; the media confuses the word 

"Metaverse" with "the Metaverseò,9 and institutions often do not grasp its real potential. "The 

Metaverseò has at least two meanings, a bit like the term "Web." We can speak of it as a new 

platform, understood as that digital space where the experience is virtual, three-dimensional, 

immersive, and with (limited) kinetic and tactile possibilities. But it can also be spoken of as a 

specific metaverse (note the lowercase m) different from another: imagine the metaverse of a 

fashion house and the metaverse of an FPS (First-Person Shooter) game. In short, just as there is the 

Web and there are websites, there is the Metaverse and the "metaverse sites". Anyone trying to 

build the Metaverse probably refers to the ambition of providing the interface to the Metaverse and 

its metaverses. A bit like building the browser to access the Web" (Floridi, 2022). The Metaverse 

aims to become the future virtual world based on augmented and virtual reality, implementing 

technologies such as NFT and blockchain. However, as seen previously, it is not the only one, and 

the foundations from which it starts are those of a classic virtual world. But how does it work? 

Today, there are many metaverses on the market, each with its own rules, and for this example, the 

sandbox metaverse will be illustrated. The sandbox is a virtual world similar to MMOGs like 

Roblox and Minecraft, characterized by pixelated graphics. 

 

 
9The metaverse is what Zuckerberg announced, a project about an interconnected virtual world. When we refer to the 

metaverse, we are talking about this. Different is when we talk about metaverses, which can be considered subgroups or 

by-products of the metaverse. They reflect characteristics of the metaverse but are specific and created by companies or 

individuals. For example, there are currently more than 160 metaverses of different societies. 

(https://insidetelecom.com/how-many-metaverses-are-there/) So, in the end, we have "The Metaverse," which is the 

idea of Zuckerberg and other Metaverses that encompass the same characteristics but are applied in different contexts. 

https://insidetelecom.com/how-many-metaverses-are-there/
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Figure 15: Avatar created to enter the metaverse. Elaborated by the author. 

 

Entering the Metaverse, it will be necessary to create an avatar, as illustrated in Figure 15. Once the 

character has been created, the user will be able to navigate the map of that Metaverse, illustrated 

(only partially) in Figure 16. 

 

 
Figure 16: The Sandbox Map. Elaborated by the author. 

 

In the image, it is possible to notice a grid map with different realities inside the squares that 

correspond to different metaverses. For example, clicking on one of those squares will open the area 

description and, for some, the "play" option. Once clicked, the user will enter that space, as 

illustrated in Figure 17. 
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Figure 17: The user's avatar inside a square resembling football activity in Sandbox. In green circles, other users. 

Elaborated by the author. 

 

This Metaverse is reminiscent of what was previously illustrated, that is, some video games, which 

also represent virtual worlds, but the difference that the Metaverse brings is augmented reality. With 

that example, Metaverse seems more like a video game, and one would not appreciate the potential 

of an augmented reality visor, but there are metaverses where this logic changes. For example, the 

metaverses used via Spatial.io are completely different. To access them, as with all other virtual 

worlds, it is necessary to create an avatar, and users can also do this via the camera, which will take 

a photo and recreate an avatar as faithfully as possible. Once users have the avatar, entering the 

Metaverse is very simple, and if the users also wear an augmented reality device, the experience 

will be closer to a real virtual world. 
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Figure 18: User Avatar inside the metaverse ïDJW. Elaborated by the author. 

 

In Figure 18, the avatar is inside a metaverse created especially for an event called Digital Jewelry 

Week, which is a jewelry exhibition. All interested people can comfortably enter the Metaverse 

from home and view the exhibition without having to be there physically, and with an augmented 

reality viewer, everything will recall an experience very similar to reality. Inside it is then possible 

to exploit NFT, blockchain technology to buy/sell and exchange currencies, just as if the user were 

inside a shop, or commit different cybercrimes10. In conclusion, it is possible to have many 

metaverses, each with its characteristics varying in reality, but all sharing logic that arises from the 

VGs and which are modulated and innovated. Therefore, the metaverses are virtual worlds that can 

be divided into typologies, but to be such, they must respect the dimensional and interactive 

standards set out previously. 

 

1.6 The relationships between virtual worlds and digital/physical platforms 

 

All video games, virtual worlds, and metaverses are accessed via physical platforms, such as 

computers, consoles, and mobile phones. However, not all these physical platforms offer the same 

 
10 [1] Zhou, Y., Tiwari, M., Bernot, A., & Lin, K. (2024). Metacrime and cybercrime: Exploring the 

convergence and divergence in digital criminality. Asian Journal of Criminology, 19(3), 419-439. 

[2] Pandey, P. (2024). Bits and Bytes Betrayal: Unravelling the Dark Threads of Cybercrime in the 

Metaverse. In Security and Privacy in Smart Environments (pp. 120-148). Cham: Springer Nature 

Switzerland. 

[3] Awadallah, A., Eledlebi, K., Zemerly, J., Puthal, D., Damiani, E., Taha, K., ... & Yeun, C. Y. (2024). 

Artificial intelligence-based cybersecurity for the metaverse: research challenges and opportunities. IEEE 

Communications Surveys & Tutorials. 
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options concerning digital platforms and communication. As part of the research, an in-depth study 

was conducted regarding the communication possibilities between users in this environment to 

summarize users' possibilities when interacting. Figure 19 shows the results of the analysis. 

 
Figure 19: Model that represents the flow of possible communication within the gaming environment. Elaborated by the 

author. 

The arrows indicate the user possibilities and taking the PlayStation 4 as an example:  

Å One ends on Discord; 

Å One ends on the "private messages via physical platformò; 

Å One ends on the "voice chat via physical platformò. 
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After that, there is the MMOG discriminant. The black arrow is bi-directional; therefore, it means 

that MMOGs are the factor that increases or changes communication possibilities. Once an MMOG 

has been installed on the PS 4 there will be the following functions:  

Å Voice chat; 

Å Private messages; 

Å The chats provided by each type of MMOG.  

All of this refers to a single user using the PlayStation 4. Each combination can be paired or used 

individually. In this case, the user will have 6 (+5, depending on the type of chat used within the 

MMOG) possibilities to use these communications. This flow creates a quantity problem because it 

is impossible to know which platform is used to communicate in a given moment if more than one 

is used, and if the user is moving between some of them. There's also the problem of alternative 

identity, amplified in MMOGs compared to VG-related applications. A user can be different people 

at the same time on multiple platforms. For example, a user can call themselves Matteo on Fortnite, 

Goofy on Discord, and Franco on TS, to which the VGs identity will be added. Furthermore, in 

some platforms, the possibility of changing the user nickname exists, making things more 

complicated under a security lens. The companies producing some of these platforms would be able 

to trace the user who misuses these platforms via chat, but the process is complex and must be done 

independently. For example, some users can be reported through community or user reports. 

However, this is all the manufacturing companies can do; the conversations are not monitored 

(Good, 2020), and often, even the chats are not kept. In short, if a user uses one of these platforms 

outside of its purposes, other users or company employers must catch him at the exact moment or 

hope another user reports the incident. However, as illustrated above, this is not feasible currently, 

as users intending to communicate on these platforms for other purposes know well how to avoid 

this and exploit specific functions (such as secret rooms, passwords, and VPNs) to conceal 

themselves. 
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2. CYBERCRIME AND VIRTUAL WORLDS  

 

Today, the cyberspace occupied by virtual worlds like MMOGs and related applications is 

unknown; millions of undetected communications go through these applications every second. 

Vocally or in writing, users worldwide can communicate without barriers and share any content 

anytime. Who can control these communications? Who can guarantee that these platforms are not 

being used to perpetrate cybercrimes? And how these platforms can be maliciously exploited? As 

illustrated in Edward Snowden documents, there has been a lot of interest by the intelligence 

agencies in these virtual worlds, and different projects were launched secretly (Singel, 2008). One 

of these projects is named "Reynard": ña seedling effort to study the emerging phenomenon of 

social (particularly terrorist) dynamics in virtual worlds and large-scale online games and their 

implications for the Intelligence Communityò (Stevens, 2015). In particular, as stated by the Office 

of the Director of National Intelligence (ODNI) (Reynard "will seek to identify the emerging social, 

behavioral, and cultural norms in virtual worlds and gaming environments," the findings from 

which would be applied "to determine the feasibility of automatically detecting suspicious behavior 

and actions in the virtual world." (ODNI, 2008). In 2008, Reynard shifted its focus from pattern-

based data mining to utilizing social science research community expertise to gain insight into 

Massively multiplayers online games (MMO). In April 2009, announcements about the revamped 

Reynard Program were released by the Intelligence Advanced Research Projects Activity (IARPA), 

and more details were given on the project's intended outcomes. In particular, it would seek "to 

identify behavioral indicators in virtual worlds (VWs) that are related to the real world (RW) [] 

characteristics of the users," whether these be individuals or groups. Research areas might include 

"Avatars and Representation, Communication, Things That Avatars Do, Group Formation and 

Dynamics, Money and Economics, and Cultural Differences" (IARPA, 2009). At a meeting of 

possible Reynard partners, researchers and defense contractors were told that it was "highly likely 

that persons of interest were using virtual spaces to communicate or coordinate" (Stevens, 2015). In 

addition to video games, in recent days, the Metaverse has also been the subject of a report in which 

Interpol considers it to be at high risk of cybercrime (Kartit et al., 2022) as well as targeted by 

Europol that proposed a study regarding law enforcement (European Union Agency for Law 

Enforcement Cooperation, 2022). Furthermore, Discord recently caught the attention of intelligence 

agencies after some users reported that an American soldier leaked secret material through the 

platform (Shane Harris et al., 2023). In this contest, virtual worlds remain a question mark, and 

despite several reports worldwide suggesting that they can become potentially dangerous, there are 

no studies on the matter nor solutions that can contain the phenomenon to date. Consequently, this 

chapter intends to highlight the seriousness of the problem, illustrating the results obtained from the 
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systematic review and some examples of cybercrime that can be perpetrated, found during the 

research. 

 

 

2.1 Cybercrime Definition and legal frameworks 

 

For this research, it is important to define cybercrime, which is commonly used but lacks a 

universally accepted definition. According to many authors (Black et al., 2019; Viano, 2017; 

Donalds&Osei-Bryson, 2019), it is impossible to find a definition everyone can agree on today. In 

addition, the Prefix "Cyber" is constantly being used for anything related to the Internet, like 

"Cybershopping, Cybersurfing" or illicit activities like "Cyberterrorism and Cyberbullying" (Yar& 

Steinmetz, 2019). At an international level, there are several attempts to define this term over the 

years, from the Tenth United Nations Congress on the Prevention of Crime and the Treatment of 

Offenders that defines it as: 

1. "Any illegal behaviour directed by means of electronic operations that target the security of 

computer systems and the data processed by them."  

2. "Any illegal behaviour committed by means of, or in relation to, a computer system or network, 

including such crimes as illegal possession and offering or distributing information by means of a 

computer system or network". 

Another contribution emerges from the preamble of Council of Europe Cybercrime Convention 

held in 200111, that say: ñAction directed against the confidentiality, integrity and availability of 

computer systems, networks and computer data as well as the misuse of such systems, networks and 

data by providing for the criminalisation of such conductò (Convention on Cybercrime, 2001). In 

2007, the European Commission defined cybercrime as: "criminal acts committed using electronic 

communications networks and information systems or against such networks and systems" 

(European Commission, 2007), and later in 2013, the Cybersecurity Strategy of the European Union 

defined cybercrime as: "a broad range of different criminal activities where computers and 

information systems are involved either as a primary tool or as a primary target" (Cybersecurity 

Strategy of the European Union, 2013). Today, the UN is still discussing a possible definition of 

cybercrime as the Budapest Convention12 remains at a standstill, not finding a broad consensus 

(Bannelier&Lostri, 2024). Furthermore, the taxonomy created by these reports does not find 

configurations accepted by all but attempts to specify and categorize the type of cybercrime and the 

 
11ETS 185 ï Cybercrime (Budapest Convention), 23.XI.2001, opened for signature in Budapest, on 23 November 2001 

and it entered into force on 1 July 2004. As of April 2023, 68 states have ratified the convention, including Italy. 
12 https://rm.coe.int/1680081561 

https://en.wikipedia.org/wiki/Budapest
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action committed. Consequently, the definition used most often by institutions and academics today 

is very generic: ñcybercrime is a crime or criminal activity that uses or targets a computer or a 

computer networkò. However, the U.S. Department of Justice (DOJ), in the 1989 manual where 

computer crime is defined, has a very interesting categorization not included in other documents. 

ñIn its elaborations on the subject, DOJ divides computer crime into three categories: 1) crimes in 

which computer hardware, peripherals, and software are the target of a crime; the criminal is 

obtaining these objects illegally; 2) crimes in which the computer is the immediate "subject" or 

"victim" of a crime, i.e., the crime consists of attacks on a computer or a system, destruction or 

disruption of which is the damage caused; and 3) crimes in which computers and related systems 

are the means or "instrument" by which ordinary crimes are committed, such as theft of identities, 

data, or money or the distribution of child pornographyò (Inc, 2023). For this research, the 

interpretation that fits the most is the one given in point 3. Consequently, taking this definition as a 

guideline by combining it with the most recent adopted by actors at an international level, 

cybercrime in this work will be defined as:  

A criminal activity in which computers and related systems are the means or "instruments" by 

which crimes are committed. 

Where "related systems" also involve physical and digital platforms, Virtual Worlds, Video Games, 

and related applications. 

 

Cybercrime, as a rapidly growing global phenomenon, requires a global and collaborative legal 

response. Frameworks established by international law and European law provide essential 

mechanisms to address cybercrime, including cooperation, regulation and harmonization of criminal 

laws. However, most current frameworks do not have a specific focus in virtual worlds. If "online 

environments" or something about the metaverse is sometimes mentioned, there is no framework 

that specifically focuses on cybercrime in virtual worlds, but rather on more technical problems, 

which fall under cybersecurity, which although being a cybercrime is different from the type of 

cybercrime mentioned here. Below are some of the most well-known frameworks: 

 

International Legal Frameworks 

The Budapest Convention on Cybercrime (2001)13. 

The Council of Europe Convention on Cybercrime, commonly referred to as the Budapest 

Convention, is widely regarded as the first comprehensive international treaty aimed at addressing 

 
13 https://www.coe.int/en/web/cybercrime/the-budapest-convention 
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the challenges posed by cybercrime. The Convention seeks to harmonize national laws and foster 

international cooperation to combat cybercrime effectively. It defines various offenses, including 

illegal access to computer systems, illegal interception, and data-related offenses, and establishes 

procedural measures for the investigation and prosecution of such crimes. One of the most 

significant provisions of the Budapest Convention is its emphasis on international cooperation. It 

facilitates the provision of mutual legal assistance, enhances extradition processes, and establishes 

frameworks for police collaboration across member states, thus ensuring efficient and coordinated 

responses to cybercrime incidents. While the Convention has garnered considerable global support, 

with over 65 countries as parties, there remain some notable exceptions, including certain EU 

member states. 

 

The United Nations (UN) Convention on Cybercrime (Proposed)14. 

While a universally ratified global cybercrime treaty is yet to be realized, the United Nations has 

been active in addressing the issue under the auspices of the UN Office on Drugs and Crime 

(UNODC). The ongoing discussions surrounding a potential UN Convention on Cybercrime are 

aimed at developing international standards for legal cooperation, jurisdictional matters, and 

capacity-building in the criminal justice sector to tackle cybercrime. These efforts underscore the 

importance of a unified international approach in addressing the borderless nature of cybercrime. 

 

OECD Guidelines on Cybercrime15. 

The Organisation for Economic Co-operation and Development (OECD) has also been instrumental 

in addressing cybercrime through initiatives such as the OECD Guidelines for Protecting 

Consumers in the Global Market. These guidelines advocate for stronger international cooperation 

and the adoption of best practices in the regulation of cyberspace to protect consumers and combat 

cybercrime. 

 

European Legal Frameworks 

Directive 2013/40/EU on Attacks Against Information Systems16. 

The EU Directive 2013/40/EU, commonly referred to as the Directive on Attacks Against 

Information Systems, is a critical legislative instrument in the European legal landscape designed to 

 
14 https://www.unodc.org/unodc/en/cybercrime/convention/home.html 
15 chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.osce.org/files/f/documents/a/8/534684.pdf 
16 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32013L0040 
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criminalize cyberattacks. It encompasses a broad range of offenses, including illegal access to 

information systems, illegal interception of data, and the manipulation of data. 

 

The Directive places an emphasis on harmonizing criminal laws across the EU, ensuring that 

cybercrime offenses are met with consistent penalties and that member states are equipped with the 

necessary tools to investigate and prosecute cybercriminals. This harmonization is essential for 

enhancing cross-border cooperation within the EU, particularly as cybercrime often involves actors 

spanning multiple jurisdictions. 

 

General Data Protection Regulation (GDPR) (EU Regulation 2016/679)17. 

The General Data Protection Regulation (GDPR), while primarily concerned with data protection, 

plays a crucial role in mitigating cybercrime. It imposes stringent requirements on organizations to 

implement robust cybersecurity measures to safeguard personal data. In the event of a data breach, 

the GDPR mandates rapid notification to supervisory authorities and affected individuals within 72 

hours, thus promoting transparency and accountability in the handling of personal information. 

 

Additionally, the GDPR incentivizes the use of encryption and pseudonymization techniques to 

minimize the impact of data breaches, further enhancing cybersecurity measures. The regulation 

also imposes significant penalties for non-compliance, with fines reaching up to 4% of global 

turnover or ú20 million, whichever is higher, thereby underscoring the financial risks associated 

with cybercrime and data breaches. 

 

Directive 2016/1148/EU on Security of Network and Information Systems (NIS Directive)18. 

The NIS Directive (Directive 2016/1148/EU) is a pivotal EU regulation designed to strengthen the 

security of network and information systems across the European Union. The Directive requires 

operators of essential services and digital service providers to adopt cybersecurity measures, 

conduct regular risk assessments, and report significant incidents to national authorities. 

 

 
17 https://eur-lex.europa.eu/eli/reg/2016/679/oj 
18 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016L1148 
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The NIS Directive further fosters cross-border collaboration within the EU, enabling member states 

to share information and best practices in cybersecurity, thereby enhancing the collective resilience 

of EU member states against cyber threats. 

 

EU Cybersecurity Act (Regulation 2019/881)19. 

The EU Cybersecurity Act provides a comprehensive framework for improving cybersecurity 

standards within the EU. It strengthens the role of the European Union Agency for Cybersecurity 

(ENISA) and introduces an EU-wide cybersecurity certification scheme for ICT products, services, 

and processes. By establishing a uniform standard for cybersecurity practices, the Cybersecurity Act 

enhances the protection of critical infrastructure, businesses, and individuals against cybercrime. 

 

European Arrest Warrant (EAW)20. 

The European Arrest Warrant (EAW) is a significant tool for combating cross-border cybercrime 

within the EU. It simplifies and accelerates the process of extraditing individuals who have 

committed cybercrimes in one EU member state but are located in another, thus ensuring swift 

justice for cybercriminals and minimizing the risk of safe havens within the EU. 

 

Directive 2011/93/EU on Combating the Sexual Exploitation of Children21. 

The Directive 2011/93/EU focuses on the protection of children from sexual exploitation, including 

via online platforms. It criminalizes the production, possession, and dissemination of child sexual 

abuse material, which is often facilitated through digital means. This Directive enhances the EU's 

ability to combat the distribution of such material online and encourages collaboration between law 

enforcement agencies to dismantle child exploitation networks operating in cyberspace. 

 

The Digital Services Act (DSA) and Digital Markets Act (DMA)22 

The Digital Services Act (DSA) and Digital Markets Act (DMA) represent recent EU regulatory 

efforts to impose greater accountability on digital platforms, which are frequently used to facilitate 

cybercrime. These regulations include provisions aimed at reducing the spread of illegal content, 

enhancing platform transparency, and ensuring that platforms take responsibility for user safety. 

 
19 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0881 
20 https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/european-arrest-

warrant_en 
21 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32011L0093 
22 https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package 
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While these Acts primarily focus on market regulation and consumer protection, they also have 

broader implications for cybersecurity and the prevention of cybercrime by increasing platform 

accountability in the face of growing online threats. 

 

 

2.2 Systematic Review 

 

Today, the complexity of virtual worlds and the lack of research in this field have created an 

academic gap that makes it difficult to understand "what" has been written about this argument. To 

conduct a thorough systematic literature review that would fit this complex field of study, the 

methodology illustrated by other authoritative research (Buchanan &Bryman, 2011; Cook, 1997; 

Cooper, 1998; Tranfield et al., 2003) turned out to be the best choice. The primary purpose of the 

following systematic literature review is to identify possible academic contributions that have 

covered the research topic (Cybercrimes in Virtual Worlds). In this review, selecting keywords has 

been quite challenging not only because virtual worlds are called in many different ways but also 

because there is no official "name" that distinguishes them. For example, a virtual world can be 

called a video game, a game, a MMOG, a MMORPG23, a MMO24, a digital world25, a parallel 

world26, and many others. Also, investigating such topics makes it possible to easily find literature 

on violence and video games, that is, research highlighting how video games can make people 

violent. However, this is different from the subject of this study. Infact, the topic of this research is 

related to cybercrimes committed through virtual worlds, where computers are the meaning of 

which crimes are committed. Nevertheless, the most challenging part of this systematic review was 

the scanning: Many results appeared to be good with the selected keywords, but after a rigorous 

selection, only a few were valuable and coherent. In addition to the systematic literature review, a 

grey literature review has been conducted to extend the possible findings. The latter will have two 

different methodologies adopted to improve the review further. For this study, EBSCOhost was 

 
23

MMORPG (massively multiplayer online role-playing games) is always a MMOG but with different properties. The main difference is in the video 

game's content: a MMORPG differs from an MMOG because it combines elements of role-playing games (RPGs) with the gameplay of multiplayer 
online gaming worlds. These words are often used to identify virtual gaming worlds, and both are correct. 
24

MMO is used to indicate a MMOG; there is no substantial difference, and it is used to shorten the word massively multiplayer online games. 
25

Digital worlds refer to online places where you can interact with other users and complete different actions, like chatting and meeting. Nowadays 

this word is increasingly used to describe everything that refers to virtual space. Therefore, a digital world can be a video game or a parallel world, 
and this is why the word is often used to replace "video games" or "MMOG" because it can still refer to those digital worlds. For example, a digital 

world can be Second Life, but second life is also an MMORPG. Today, this word is often used as 

synonym and cannot be said to be wrong, perhaps too vague or imprecise. Moreover, digital worlds do not necessarily have to refer to video games; in 
fact, another example of digital worlds are all those applications related to MMOGs 

(E.g., Discord, Teamspeak) and the Metaverse. 
26

Parallel worlds are often used to define those virtual worlds in which real life is reflected with the digital one. For example, Second Life is an 

MMORPG, a digital world, but it can also be defined as a parallel world because several factors make a simple video game or virtual world a digital 

projection of the real world. For example, in these parallel worlds, like the Metaverse, it is possible to perform actions that are performed in real life 
through an avatar. Also, parallel worlds are often used to indicate applications that make things more realistic than other definitions. 
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selected as the research database (from previous research27, this database resulted in the one with 

the most resources). Peer-reviewed English academic contributions were considered (Articles, 

Books, Books chapters, Proceedings etc..). The period set for this research was from 1 January 1990 

to 1 January 2022. Since the mentioned virtual worlds are known under various names, the keyword 

selection process has been unconventional. An extensive set of words comprehending several 

concepts was first used to identify all possible documents referring to virtual worlds and 

cybercrimes. Subsequently, to increase the accuracy of this process, other keywords were chosen 

based on more specific issues; for instance, a keyword was selected along with a crime (e.g., 

Terrorism video games). Finally, a few interesting keywords were added to the selection in a mix of 

terms that could have produced some results. The selected keywords, presented in Table 2 (one 

word plus the combinations of words), were used to identify contributions in which the keywords 

appeared throughout the whole text (TX). (e.g., Keyword: (video games crime) searched in the TX 

of all contributions available = 45.027results). Within the previous result, the selected keywords 

were searched in the Title (TI) and Abstract (AB), assuming that their presence would ensure 

affinity and relevance. (E.g., Keyword: (video games crime) searched in TI and AB from the initial 

45.027 contributions gives these results: 27 of them contain the keyword in the TX and 371 the 

keyword in the AB). To ensure more affinity, all relevant contributions containing the selected 

keywords in the TI and AB were scanned to verify their coherence with the subject. (E.g., the 27 

contributions with the keywords present in the TI were scanned by reading their abstract, while the 

371 contributions with the keyword in the AB were scanned by reading them). This process has 

been repeated for each keyword. All the remaining contributions that resulted in having some 

affinity from the previous procedure were again scanned by reading their abstract. (E.g., from the 

past procedure, the total amount of contributions was:121 with keywords present in the TI and 2083 

with keywords present in the AB. These contributions were scanned by reading their AB to ensure 

they had an affinity with the topic). The reason to choose the period (1990-2022) is that prior to 

1990, no MMOG or virtual worlds existed. As presented in Table 3, the results obtained are: 

Å 422833 contributions that contain the selected keywords. 

Å 121 contain the keywords in the TI. 

Å 2083 contain the keywords in the AB. 

 
27

Before using EBSCOhost, other search databases were briefly tested by using some keywords for comparison to see which database offered the 

most results. The research databases tested were: JSTOR, Google Scholar, and ProQuest. After this small research, EBSCOhost was the one offering 
the most results, and so it was chosen. 
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All the contributions in which the keywords were present in the TI and AB were scanned to verify 

their coherence and affinity. From this process, 27 papers were found to be appropriate. After 

careful readings, 6 more papers were removed from this pool as they were not academic. In detail: 

Å One of these was a thesis. 

Å One of these was a periodic article. 

Å Two of these were website notices. 

Å Two of these were duplicate results. 

 

Video games crime 
Cybercrime video 

games 

Terrorism video 

games 

Terrorism virtual 

worlds 

Gamification terrorism 

video games 

Virtual worlds 

crime 

Virtual worlds 

cybercrime 

Terrorism online 

apps 
Terrorism metaverse Discord app crime 

MMOG crime MMOG cybercrime Terrorism MMOG 
Money laundering 

video games 
Gaming chat crime 

Metaverse crime 
Metaverse 

cybercrime 

Money laundering 

virtual worlds 

Money laundering 

online apps 

MMOG 

communications crime 

Online game crime 
Online game 

cybercrime 

Money laundering 

metaverse 

Money laundering 

MMOG 

Digital applications 

crime 

Messaging apps 

cybercrime 

Messaging apps 

crime 

Murders video 

games 
Murders MMOG Murders online apps 

Digital world crime 
Digital world 

cybercrime 
Murders metaverse Murders virtual worlds 

 
 

Table 2: Keywords 

 

 

 

  Keyword in the TX Keyword in the   TI Keyword in the AB 

Video games crime 45027 27 371 

Virtual worlds crime 42499 25 207 

MMOG crime 164 0 2 

Metaverse crime 102 0 2 

Online game crime 44956 6 153 

Messaging apps cybercrime 5436 0 7 

Digital world crime 63794 11 441 

Cybercrime video games 5854 0 4 

Virtual worlds cybercrime 3573 3 21 

MMOG cybercrime 12 0 0 

Metaverse cybercrime 12 0 1 

Online game cybercrime 44956 6 153 

Messaging apps crime 625 0 2 

Digital world cybercrime 8639 8 149 

Terrorism video games 15701 5 75 
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Terrorism online apps 7544 0 4 

Terrorism MMOG 39 1 1 

Money laundering virtual worlds 8098 3 39 

Money laundering metaverse 26 0 0 

Murders video games 13334 11 86 

Murders metaverse 27 0 0 

Murders online apps 4533 0 0 

Terrorism virtual worlds 19905 1 43 

Terrorism metaverse 37 0 1 

Money laundering video games 5042 0 1 

Money laundering online apps 4537 0 0 

Money laundering MMOG 18 0 1 

Murders MMOG 34 0 0 

Murders virtual worlds 13352 1 9 

Gamification terrorism video games 116 0 0 

Discord app crime 1090 0 0 

Gaming chat crime 2567 0 1 

MMOG communications crime 149 0 0 

Digital applications crime 61035 13 309 

Results 422833 121 2083 

 

Table 3: Results Obtained 

 

In the end, 21 academic papers were identified as suitable as they contained necessary keywords; 

however, even if these papers, at first reading, appeared to be appropriate, it was necessary to adopt 

"inclusion" and "exclusion" criteria to determine their relevance. 

Inclusion criteria: 

Å Consistency with the main topic (the paper contains questions and discusses important aspects 

related to the research). 

Å Illustrates at least one crime that can be perpetrated through the illicit use of virtual worlds. 

Å In the text, MMOG is cited in relation to cybercrimes (virtual worlds or video games). 

Å MMOG-related applications in connection with cybercrime are mentioned in the text. 

Å It describes, even superficially, a problem related to the improper use of these platforms 

(anonymity, VPN, multiple identities). 

Exclusion criteria: 

Å Inconsistency with the research project (does not question a topic inherent to the research project, 

does not discuss the topic). 

Å It does not illustrate any crime perpetrated through the illicit use of virtual worlds. 

Å No keywords are mentioned in connection with cybercrime and misuse of the platforms. 
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Å No MMOG related applications are mentioned. 

Å Cybercrime is not described as a result of the misuse of virtual worlds (It describes platforms as 

the tool that causes the problem when instead platforms are the means by which crimes are 

perpetrated. E.g., using a PlayStation and a violent video game, you can develop violence is 

inconsistent with the project. E.g., Laundering money through the platform, using secret in-game 

chats to communicate and commit crimes = consistent). Based on these criteria, out of 21 papers, 10 

had some affinity with the topic. Furthermore, the papers were catalogued in Figure 20 and detailed 

with the date, author, and a small abstract. 

 

Figure 20:Categorization. 

 

The papers found are listed below with a brief description: 

 

Identity theft and virtual property.  

(Chen et al., 2004) The paper highlights different crimes committed through MMOG in Taiwan. It 

focuses on identity theft, virtual property, and privacy violations. It is very short but gives some 

good hints on what could happen on these platforms. 

Identity theft and minor crimes. 

(Chen et al., 2005) This paper is similar to the previous one written in 2004, but the crimes 

discussed are much broader this time. It examines 613 criminal cases that happened through these 

platforms, giving a good explanation. It mainly focuses on theft and some other minor crimes but is 

a paper that is valuable and offers excellent perspectives. 

Money laundering.  

(Keene, 2011). The purpose of this paper is to highlight emerging threats in cyberspace, with 

particular reference to financial crime in the virtual world, which have real life implications; it also 

recommends ways by which the threat may be mitigated. The paper discusses different financial 
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crimes, including money laundering. It is an interesting paper explaining these applications' risks by 

illustrating different examples. 

Money laundering.  

(Irwin et al., 2012). This paper aims to examine different verification procedures implemented by 

MMOGs platforms and providers to determine if the transactions are truly anonymous. In addition, 

the study is conducted to search if the identities of those who may wish to use that environment to 

conduct money laundering or terrorism financing are covered and not identifiable. 

Money laundering.  

(Chambers-Jones, 2013). This paper highlights how the absence of laws in virtual worlds permits 

several crimes, including money laundering. It explains how virtual currencies work and what it is 

possible to do through these applications. Also, it compares different legal legislations to explain 

how the system is flawed. 

Money laundering.  

(S.M. Irwin et al., 2014). This paper is similar to the one written in 2012 but focuses explicitly on 

"financing terrorism activity through money laundering." The interesting findings show that it is 

possible to finance that activity in these virtual worlds. Furthermore, the paper experiment was 

conducted in different MMOG, producing positive results. 

Affinity to the research topic.  

(Stevens, 2015). This paper is the most accurate as it grasps the main problem of these applications. 

Virtual worlds, as explained, are completely law-free environments and are unmonitored. The 

studyalso includes a thorough analysis of documents uncovered during the years. It offers a 

comprehensive idea of what problems could arise from these applications and what approach has 

been taken by intelligence agencies to counter the phenomenon. 

Money laundering.  

(Chambers-Jones, 2018). Similar to the others about money laundering, this paper analyzes virtual 

currencies and the exploitable functions these applications have. It also gives some idea of what is 

possible to achieve in private rooms with fake accounts. 

Cybercrime app Discord.  

(Conway et al., 2019) This paper discusses how it is possible to use gaming-related applications to 

spread far-right extremist ideology and recruit people. It also brings many examples regarding a 

specific application called Discord, which has been used multiple times to commit cybercrimes. 
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Terrorism and virtual worlds.  

(Trifunoviĺ, 2021). This paper discusses how it is possible to use virtual spaces as a territory to 

perpetrate covered terrorist activities. It develops interesting conclusions by showing different case 

studies that illustrate how it is possible to conduct illicit activities. Also, it considers the Islamic 

world and its coexistence with these virtual worlds. 

 

2.2.1 Grey Literature Review 

 

"Grey literature is an extensive, though complex, source of information. The 'Luxembourg 

definition' offers a widely accepted description for grey literature as 'that which is produced on all 

levels of government, academics, business and industry in print and electronic formats, but which is 

not controlled by commercial publishers, e.g., where publishing is not the primary activity of the 

producing body" (Godin et al., 2015). To analyze documents that are consistent with the topic, two 

approaches have been applied: In the first one, different research databases were consulted to 

identify possible documents that fit the argument. In particular, the open grey, openAIRE, the FBI 

vault, and the CIA reading room were scanned to find possible results, while common research has 

been done online (Google) for the second approach. In detail, sites, videos, and web articles were 

explored. The methodology adopted for the first approach of this grey literature review is the same 

as the standard literature review; the only option changed is the database, scanning for "other 

research documents" rather than "peer-reviewed articles." Therefore, Previous inputs (E.g., English 

language, time period) were applied for databases such as open grey and openAIRE, changing only 

one option regarding contributions. Instead of searching for peer-reviewed articles, only "other 

research products" were scanned. Previously selected keywords were applied, and all results were 

scanned to ensure affinity with the topic. The findings are illustrated in Table 4. 

 
 

Open grey OpenAire FBI vault  CIA reading 

room 

Video games crime 0 7 0 0 

Virtual worlds crime 0 2 0 0 

MMOG crime 0 1 0 0 

Metaverse crime 0 0 0 0 

Online game crime 0 11 0 0 

Messaging apps cybercrime 0 0 0 0 

Digital world crime 0 17 0 0 

Cybercrime video games 0 0 0 0 

Virtual worlds cybercrime 0 0 0 0 

MMOG cybercrime 0 0 0 0 

Metaverse cybercrime 0 0 0 0 
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Online game cybercrime 0 0 0 0 

Messaging apps crime 0 0 0 0 

Digital world cybercrime 0 2 0 0 

Terrorism video games 0 5 0 160 

Terrorism virtual worlds 0 0 0 3691 

Terrorism online apps 0 0 0 30 

Terrorism metaverse 0 0 0 0 

Terrorism MMOG 0 0 0 0 

Money laundering video games 0 0 0 10 

Money laundering virtual worlds 0 0 0 182 

Money laundering online apps 0 0 0 3 

Money laundering metaverse 0 0 0 0 

Money laundering MMOG 0 0 0 0 

Murders video games 0 0 0 87 

Murders MMOG 0 0 0 0 

Murders metaverse 0 0 0 0 

Murders virtual worlds 0 0 0 2154 

Murders online apps 0 0 0 12 

Gamification terrorism video games 0 0 0 0 

Discord app crime 0 0 0 110 

Digital applications crime 0 18 0 467 

Gaming chat crime 0 0 0 352 

Results 0 63 0 7258 

 

Table 4: Results Obtained Grey literature review first approach. 

 

For the second approach, Google was selected as the research database. The keywords selected are 

the ones previously used. All documents, audio, and video were searched in English, and all the 

findings were scanned and given appropriate categorization. First, the keywords were used on 

Google, and then the results were scanned by different categories, such as video, web articles, and 

other documents. The most common sources found on the web are articles written by some tech-

field experts and different videos about the topic that date back to the documents released by 

Edward Snowden. Since then, the material obtainable is some local news and videos about the 

argument, with most of them being warnings released after a dangerous event. The results obtained 

with this keyword research were quite a lot; therefore, only the primary sources were reported to 

reduce the numbers. (E.g., If different sources repeat the same news, only the first has been 

indicated. In this case, if the findings are 25000 results talking about the same issue, the amount 

reported will be "one" since all other results are discussing the same content). Table 5 highlights the 

findings. All the sources were also divided by dates and categorization, as can be seen in Fig. 21 

and Fig. 22. 
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Video Web Article Others 

4 30 4 

 

Table 5: Summary of the results 

 

 

Figure 21: Resources by dates and trend. 

 

 
Figure 22: Categorization of the findings. 

 

 

¶ Video 1. 

(Deputies Warn Parents about Discord App Potential Dangers, 2019). The video highlights how 

this gaming application raises concerns among deputies in the US. This application has been used 

multiple times to commit crimes, and it offers many possibilities to communicate undetected. It also 

brings attention to this application's potential by clarifying different important aspects, particularly 

how crimes can be easily committed without detection.  

¶ Video 2. 
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(Cybercriminals Are Doing Big Business in the Gaming Chat App Discord, 2021). This video 

explains the possible exploitations of Discord. This application can be used to perpetrate different 

crimes, and it offers some unique features, such as user anonymity, the possibility of hiding inside 

private channels to conversate, and file transfers. These characteristics make Discord more 

attractive to the users who want to exploit this kind of platform. 

¶ Video 3. 

(We Need to Tackle Domestic Terrorism like We Do Foreign Threats, Expert Says CBS News, 

2021). In the video, the participants discuss the problem of domestic terrorism that has been quite 

frequent in the US. This phenomenon is also perpetrated through gaming applications, spreading 

very fast. However, as highlighted in the video, the problem is that there are no resources, and it is 

impossible to predict these events, so the issues remain open. 

¶ Video 4. 

(Teen Accused of Making Death Threats on Gaming Platform, 2021). This video shows a sheriff 

who talks about discord and highlights how difficult it is for police to contact the provider of this 

application. Even with a subpoena sent to the agency, it tooks four days to respond. Also, the event 

discussed in the video has been reported to local police, but many of these events go unnoticed. An 

issue that also raises more concerns. 

¶ Web Article 1. 

(Shachtman, 2008). This article talks about the research of Dr. Dwight Toavs, highlighting how it is 

possible to use MMOG to perpetrate terrorist attacks. 

¶ Web Article 2. 

(Singel, 2008). This article talks about the Reynard project, an undercover operation being done by 

intelligence agencies to discover terrorists in online gaming environments. 

¶ Web Article 3. 

(Storm, 2011). This article is similar to the previous one and discusses the Reynard project and 

some events that occurred in Michigan. 

¶ Web Article 4. 

(Pidd, 2012). This article discusses the case of Anders Breivik28 and explains the issue that gaming 

platforms could have on people. 

 
28

Anders Breivik is the author of the Utoya massacre, where he killed 69 and the bombs that killed 8 people in Oslo. In his 1,500-page manifesto, 

"2083: A European Declaration of Independence,ò terror suspect Anders Behring Breivik, who is now in custody, writes in detail about how he used 
Activisionôs Call of Duty: Modern Warfare 2 game and Blizzard Entertainmentôs World of Warcraft game to help him prepare for the attack. Eighty-

five people were killed when Breivik allegedly gunned down campers at an island retreat disguised as a law enforcement officer and an additional 

seven were killed from a bomb he allegedly set off at a government building in the capital."I just bought Modern Warfare 2, the game. It is probably 
the best military simulator out there and it's one of the hottest games this year. ... I see MW2 more as a part of my training-simulation than anything 
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¶ Web Article 5.  

(ProPublica, 2013). This article discusses what NSA and CIA have done to analyze these 

platforms. The article is based on the documents released by Edward Snowden and makes some 

appreciable considerations. 

¶ Web Article 6. 

(Tyers et al., 2015). This article explains various doubts regarding the ISIL Paris attacks, 

questioning if gaming platforms were behind it. 

¶ Web Article 7. 

(Greenwald, 2015). This article describes how Osama Bin Laden could have used video games to 

train terrorists and subordinates. It also highlights how some video games could be used for that 

purpose, as they reproduce realistic content. 

¶ Web Article 8. 

(Dave Grossman, 2016). This article explains how video games platforms can modify people's 

behavior and teach them how to perpetrate crimes. It is not the best fit for this review, but it 

highlights some significant issues encountered during most cases: the distinction between fantasy 

and reality. 

¶ Web Article 9. 

(Al-Awsat, 2017). This article brings attention to the CIA documents about Osama Bin Laden, 

highlighting that he could have been using gaming platforms. 

¶ Web Article 10. 

(Zilber, 2017). This article is superficial, but it does confirm that everyone could use these 

platforms, even terrorists and other persons like Osama Bin Laden. 

¶ Web Article 11. 

(Swearingen, 2017). This article explains one of the methods exploited in virtual worlds (Gold 

Farming). A practice that many bots and agencies could use to launder money. 

¶ Web Article 12. 

(Makuch, 2019). The article describes what a Californian congressman said during a meeting. On 

that occasion, a topic that is a major issue on these platforms was brought up: the far-right 

extremism and racism spreading on these applications. 

¶ Web Article 13. 

 
else. I've still learned to love it though and especially the multiplayer part is amazing. You can more or less completely simulate actual operations." 

(Gaudiosi, n.d) 
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(Griffin, 2019). This article discusses an Oklahoma case of prostitution that has been perpetrated 

through the Discord application. 

¶ Web Article 14. 

(Qureshi, 2019). This article highlights some discord features and explains how it has been used in 

two cases: The Albion school and Bianca Devins. 

¶ Web Article 15. 

(Lamoureux, 2019). This article discusses the case of a group of gamers that have assisted to a 

murder case through Discord and tried to track it down. 

¶ Web Article 16. 

(The ñgamificationò of Domestic Terrorism Online, 2019). This article illustrates the phenomenon 

of gamification and radicalization spreading in online environments. 

¶ Web Article 17. 

(Brewster, 2019). This article illustrates how hackers and criminals do business through the Discord 

application. 

¶ Web Article 18. 

(Freile, 2019). This article discusses the case of Albion school and Bianca Devins and introduces a 

new case and different considerations. 

¶ Web Article 19. 

(Staff, 2019). Again, this article brings attention to the Discord platform, where a teenager has been 

reported making threats. 

¶ Web Article 20. 

(Mondesert, 2020). This article reports the speech of Gilles the Kerchove (EU anti-terrorism chief) 

that warns about virtual worlds dangers. 

¶ Web Article 21. 

(Vamshi, 2020). This article illustrates how cybercriminals are targeting users through the discord 

application. 

¶ Web Article 22. 

(Govind, 2020). This article illustrates a case where ten people were sentenced to prison for sexual 

exploitation through Discord. 

¶ Web Article 23. 

(CecliaDôAnastasio, 2020). This article illustrates the case of BOTs that exploit virtual worlds 

currencies to launder money. 
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¶ Web Article 24. 

(Cory Shaffer, 2020). This article illustrates the case of a man that was threatening to steal weapons 

and start an uprising. 

¶ Web Article 25. 

(Vittozzi, 2020). This article illustrates how terrorists and extremists recruit people through video 

games platforms. Also, it highlights how the phenomenon is spreading. 

¶ Web Article 26. 

(Croft, 2020). This article is interesting because it reports an important statement made by Sony in 

which they say that they will not be able to listen or monitor users' conversations. 

¶ Web Article 27. 

(Good, 2020). This article talks about Sony and their statement about recording vocal chats and 

makes some considerations. 

¶ Web Article 28. 

(Stuff.co.nz, 2020). Again, this article talks about a case in New Zealand, where people constantly 

used the app Discord to buy and sell drugs. 

¶ Web Article 29. 

(Roebuck, 2021). This article illustrates that some users who participated in the Capitol Hill assaults 

used gaming platforms such as Discord. 

¶ Web Article 30. 

(Shukla, 2021). This article is one of the most interesting; it brings to the attention the work of 

Indian intelligence in discovering some terrorist accounts that were using that kind of application. 

¶ Others 1. 

(S1E8: How Are Terrorists and Violent Extremists Using Gamification? 2020). This Podcast found 

on the internet explains the role of gamification in virtual worlds. 

¶ Others 2. 

(Combating Robot Networks, 2010). This is an unclassified report made in 2010 by a Canadian 

defense research center. The report highlights different risks and challenges that are present in 

virtual worlds. 

¶ Others 3. 

(Online gaming in the context of the fight against terrorism, 2020). This is a public report made by 

EU Counter-Terrorism Coordinator to different delegations. Superficially, this report brings 

attention to virtual worlds, as they are a potential risk for national securities. 
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¶ Others 4. 

(Office of the director of national intelligence, 2008). This is a small part of the Reynard project 

unclassified document. It explains the scope of the project and why it has been launched. 

 

This systematic literature review highlights different important aspects. First, it is possible to notice 

that different results were obtained according to the keywords modification. For example, when the 

main keyword was used (E.g., MMOG) the research database produced very poor results, while if 

the spectrum was broadened to more comprehensive terms (E.g., instead of using precise words like 

MMOG, more general words were used, like "virtual worlds"), there was a higher response, as 

detailed in Figure 23. 

 

Figure 23: Comparison of Keywords 
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These results highlight the limited coverage of academic literature regarding the topic "MMOG" in 

the current academic literature. From the total pool 

¶ 416 papers have "MMOG" present in the TX. 

¶ 1 paper has "MMOG" present in the TI. 

¶ 3 papers have "MMOG" present in the AB. 

 

Besides one, these papers were also not connected with the research topic because the term 

"MMOG" was associated with the sociological issue of video games and not with the possible 

misuse of these platforms. Continuing with the observations, it is possible to note that the most 

results given with the selected keywords were in the TX, while a small amount was in the TI and 

AB. As illustrated in Figure 24, most papers have in their TX one of the 34 keywords selected, and 

only 0,5% show the presence of the keywords in the TI and AB. Another interesting consideration 

is the general overview that resulted from the research database. After rigorous reading and the 

application of inclusion and exclusion criteria, the gap increased: from a pool of 2204 papers (2083 

+121), 27 were selected, and after the criteria application, only 10 were left. This proceeding 

highlights how scarce is the academic literature about the argument: From 1990 till 2022, only 10 

papers discuss some of the issues of these virtual worlds, and five focus on a specific topic (money 

laundering). In 32 years, peer-reviewed English-language papers about this topic are equal to 0,31 

papers per year. If the 10 papers are deeply investigated, the conclusion is that only four of them 

discuss the argument covering only a small part of the issue. In total, if further clarifications are to 

be made, only 1 paper is revealed to be appropriate.  

 

 
Papers % 

TX 420629 99,4786 

TI 121 0,0287 

AB 2083 0,4927 

Total 422833 100 

 

Figure 24: Total frequency of the keywords in the papers. 

 

Following this systematic literature review, the grey literature review conducted to explore the topic 

further highlights important aspects. For the first approach, it is possible to notice that no reliable 

sources were found even if there were many results in the CIA reading room. The main reason is 

that the words "Terrorism" and "Murders" found in CIA documents are not related to the content 

but are generally mentioned in the sources. As reported in Table 4, an interesting factor is that the 
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FBI vault and the Open grey database have no resources, and OpenAire only shows 63. Once again, 

these poor results highlight the total absence of records regarding this topic. Different instead are 

the results of the second process. In this case, it is possible to observe that from millions of results, 

different sources were found. Unlike previous results, the situation given by these findings is 

different; in some way, all of these sources discuss the topic, or some specific aspects related to it. 

Further considerations can be made by watching the dates of the resources; most of the "news" and 

"video" are recent, meaning that the problem is relevant today and is being discussed "unofficially." 

In support of this, some of the latest "news" present on the web quote the speech of high 

institutional level persons (E.g., Gilles De Kerchove, EU Counter- Terrorism Coordinator) or have 

reported direct quotes from former FBI agents (E.g., Dan Woods, FBI). All of the sources obtained 

with this methodology can be considered reliable as they report direct quotations from institutional 

authorities and actual events. 

 

2.3 Methodology 

 

In a complex and interconnected world like today, where most communications occur in virtual 

contexts such as blogs, chats, messaging apps, and social media, and computer-mediated 

communications (CMC) are the primary interaction of sharing feelings and emotions (Riffe et al., 

2006), it is necessary to adapt the classic research methods to the current context. Research in video 

games is still far from having found a unique and functional research methodology: ñThe work 

conducted in games research has both accumulative as well as transformative aspects. In addition, it 

is characterised by rather exceptional multidisciplinarity and interdisciplinarity, which is rooted on 

the one hand in the complexity and diversity of its research subjects, as well as on the fact that 

modern scholarship of digital games is a rather young phenomenonò (Lankoski&Bjork, 2015).The 

methodology chosen for this study was netnography: a recently emerging methodology in social 

research that adapts the ethnography tools and applies them in a digital context. Founded by 

Kozinets in 1995, this methodology has been revisited and applied in many research contexts. In the 

beginning, netnography served as a research tool for analyzing the needs of online users (Kozinets, 

1997, 1998, 1999; Bickart& Schindler, 2001; Catterall&Maclaran, 2002) but with the development 

of new technology, through netnographic analysis, researchers can gain new perspectives on 

traditional service or explore new types of digital service (e.g., online streaming of entertainment, 

online storage space or online gaming) (Heinonen&Medberg, 2018). The application of different 

netnography approaches has been observed over the years in a variety of fields: Digital journalism 

(Aitamurto, 2013), health (Mudry& Strong, 2013), sport (Gilchrist & Ravenscroft, 2011), 

geography (Grabher&Ibert, 2014), video games (Silva et al., 2021; Au &Ho, 2021; Hernandez & 
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Handan, 2014). This raft of publications demonstrates that netnography, as a methodological 

research approach, has a wide reach across many nations, languages, and fields (Costello et al., 

2017). Consequently, netnography does not focus on a single approach but instead adapts to the 

phenomena studied. As the study aims to illustrate how these virtual worlds can be used to commit 

crimes, direct observation and non-participatory approaches have been adopted. In detail, three 

years have been spent inside virtual communities observing, collecting, and classifying data 

following the steps of netnography, described in Figure 25. 

 

 
Figure 25: Steps of Netnography. 

 

The research focus comprehends the research topic the researcher intends to investigate and the 

research questions: Can video games, virtual worlds, and the gaming environment be exploited to 

commit crimes? Which crimes can be perpetrated? Moreover, how can we fight the phenomenon? 

The successive step is where the researcher has to identify and select the community. This step is 

challenging as each virtual world is unique and requires different steps. In the first instance, 

creating different accounts, one for each video game/virtual world and application the researcher 

intends to investigate, is necessary. Then, the researcher must download the application, create its 

avatar, and play it to understand the game mechanics and community habits. It is not enough to play 

in the virtual world for a few hours, but for each contest, the suitable timeframe is when the users 

reach the "end game29" and have mastered the mechanic; therefore, each virtual world may require 

 
29In virtual worlds, but especially MMORPGs, the end game consists of the final content of that particular world. This 

means those who have achieved it will have complete access to the world, including unlocking specific functions. 



 

55 
 

different timescales. Once reached this point, the researcher has mastered the virtual world enough 

to identify users in guilds, groups, communities, friends, and locations like maps, words, cities, etc. 

When the different communities have been identified, the researcher can select which one best suit 

its research purpose (By using OSINT-COMINT-HUMINT analysis, different hints can appear 

during gameplay about some users). The successive step is engagement, immersion, and data 

collection. Here is where the researcher engages with the community, and this can be done in two 

ways: with active participation, therefore, the researcher must inform the users about its presence; 

or in a non-participatory mode. For this research, non-participatory engagement has been adopted, 

as an active participation would probably produce no results30. Instead, the immersion step has been 

done with a participatory approach. Finally, the data collection is where the researcher gathers the 

data; in this case, conversations and pictures were taken as proof of the behavior. There are different 

ways to collect data, but screenshots and transcriptions of vocal chats are the most efficient way to 

collect them in this environment. This stage is also the most challenging and time-consuming, as 

not everyone uses the gaming environment to commit crimes, and of course, users are not doing this 

in everyone's eyes; therefore, many hours could be spent observing without results. After the 

researcher has gathered the materials, it is necessary to analyze them, draw possible conclusions and 

patterns, and raise some new research questions, in a iterative process. A hermeneutical-multimodal 

and linguistic analysis of pictures and conversations was conducted to highlight how this 

environment is used to commit crimes because of the ease of unmonitored communications. In the 

last stage, the findings are presented, which can be done differently according to the researcher. All 

processes have been adapted to the nature of the research object, "gaming environment," as 

Kozinets suggested in 2006, and integrated with previous methodological works published in the 

gaming environment, in particular, the works of Consalvo& Dutton, 2006 ï (Game analysis: 

Developing a methodological toolkit for the qualitative study of games,) and (Game Research 

methods of Lankoski&Bjork, 2015). Moreover, OSINT-COMINT, and HUMINT techniques were 

used along with netnography to reach a wider result. Due to the topic's nature, the researcher fully 

complied with the regulations regarding the possession and disclosure of the material. 

 

2.4 Pedophilia 

 

Virtual worlds and online video games are an ever-expanding environment involving millions of 

players worldwide, witnessing massive user expansion during the pandemic (King et al., 2020; Guo 

 
30In the engagement phase, it was deemed appropriate not to reveal the identity as it would have changed the behavior 

of the communities observed. Let's imagine that any law enforcement agent warns everyone before taking an 

undercover operation; we can deduce that this operation would lead to nothing, exactly like in this case. Revealing the 

identity would have prevented results. 
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et al., 2022). As a result, challenges also emerge, including the possible presence of pedophiles 

seeking to exploit them to target minors. Pedophilia is considered to be a mental disorder where an 

individual seeks sexual gratification from children (APA Dictionary of Psychology, 2018), and in 

many jurisdictions, this phenomenon is a crime regulated by various penal codes. The law may vary 

according to the country, but in general terms and with the necessary exceptions to the various 

penal codes, it is considered a crime when an adult performs any sexual acts with a child under their 

age of consent. The age of consent is different depending on the country, as do the penalties 

imposed on those who commit the crime. Therefore, to be defined as a crime, looking at various 

penal codes, such as the Italian (Codice Penale Art. 609 quater, 1996) and Californian (Californian 

Penal Code art 288, 1982) ones, for example, it is considered a crime when an adult commits any 

sexual act with a minor under 14 years of age (age of consent). This also includes any form of 

sexual abuse perpetrated via computers (Polizia Di Stato, 2021). Online games involve virtual 

communities of players interacting in real time with the aid of different applications, and this 

environment can attract the attention of pedophiles, who seek to establish contact with minors 

through chats, direct messages, or other forms of communication. Since many gaming platforms 

allow a certain degree of anonymity, pedophiles can pose as peers to build relationships with young 

players. Recently, there has been an exponential increase in articles worldwide about pedophilia 

linked to gaming, thus demonstrating that it is not an "occasional" event but a frequent activity: 

"Video Games and Online Chats Are 'Hunting Grounds' for Sexual Predators, Criminals are making 

virtual connections with children through gaming and social media platforms. One popular site 

warns visitors, "Please be careful." (Bowles & Keller, 2019) 

"Pennsylvania Child sex crime investigators say they're overwhelmed with tips since the start of the 

COVID-19 pandemic. The Delaware County Internet Crimes Against Children task force said with 

more kids at home and online, predators are using it to their advantage. Investigators said a local 

man was targeting kids playing streaming video games. The victim's mother captured the incident. 

The mother, who didn't want to be identified, walked in on her son while he played video games 

and began undressing." (Pradelli&Mettendorf, 2020) 

"Pedophiles and bad people, they find a way around things, setting a trap for your kids right in your 

living room," explained Brian Heins, a father of a gamer. "With certain games, you do not have to 

prove how old you are. You just click a box and say you are over 18."(Brown, 2020) 

"I have personally arrested 30-year-old plus internet predators and found that they had multiple 

Roblox accounts for the specific purpose of chatting with kids under the age of 10. The chat feature 

can be turned off but is rarely done as parents don't realize how many internet predators are actually 

hunting their kids at any given time."(Jenson, 2023) 
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Given the number of users who populate these virtual worlds, it is effortless to find victims, and 

predators know how to do it. What happens is essentially an enticement through social engineering 

techniques, which exploit the internal dimensions of these virtual worlds. 

The methods with which they can abuse virtual worlds to attack minors are three: 

¶ Enticement with an exchange of money/items inside the game or services (like 

power leveling31). 

¶ Enticement by masking the identity (pretending about age, sex, etc.). 

¶ Blackmailing or extorting. 

Often, pedophiles are gamers themselves, content creators, or know about these platforms through 

their children. It is also not uncommon to see famous people arrested for these crimes, as a recent 

case in Italy and Poland reveals: 

Rimini, abuse of a 13-year-old: YouTuber with one million followers arrested (Tgcom24, 2023). 

"Poland's Online Community Rocked by Pedophilia Allegations. The accused individuals allegedly 

used their fame to sexually abuse young girls, some as young as 12 to 14 years old. They would 

invite them to hotels, intoxicate them with alcohol, and take advantage of their impaired state. The 

shocking revelations have left the Polish internet world, especially the YouTube community, 

shaken." (Amokeoja, 2023). 

Inside virtual worlds, everyone can move freely, chat, and socialize with other players. Therefore, 

there are no limits about the conversations the users could have. Is it true that some systems try to 

prevent inappropriate behavior, especially towards minors, but are not enough, and as will be shown 

later, are inadequate. Not only can chats be exploited, both vocal and written, but it is also possible 

to witness behaviors that recall pedophilia, as in Figure 26, where an avatar of a 7-year-old girl has 

been "raped." 

 
31It is the process of raising a character's level in the shortest possible time. Often, this is done by users who have 

reached the final stages of a VG. This is often done in exchange for money or favours. 
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Figure 26: An avatar of a 7-year-old girl being raped on Roblox. Image recovered from 

https://ph.theasianparent.com/gang-raped-on-roblox. 

 

Due to the nature of the topic, the research could merely investigate the possible presence of 

pedophiles without going further, as the current legislation prevents anyone from getting in touch 

with that material (Codice Penale Art. 600 quater comma 3, 2021). Consequently, only part of the 

material found will be displayed. In Figures 27 and 28, some chats recovered from Discord servers 

related to gaming highlight the presence of different predators. 

 

 
Figure 27: Example of chats collected in Discord Server. Elaborated by the author. 

https://ph.theasianparent.com/gang-raped-on-roblox
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Figure 28: Example of chats collected in Discord Server. Elaborated by the author. 

Analyzing virtual worlds, it is possible to stumble in different communities where this phenomenon 

is more radicated, and generally, this applies to all those video games and/or related application 

servers where the average age is very low, such as Fortnite, Roblox, and Minecraft. 

 

2.5 Money Laundering 

 

Money laundering is the process by which the proceeds of crime are put through a series of 

transactions, which disguise their illicit origins, and make them appear to have come from a 

legitimate source (Graycar&Grabosky, 1996). At a legal level, money laundering is a crime defined 

by various conventions, such as that of the UN in Vienna in 198832 and that of the Council of 

Europe in 200533.As illustrated by the systematic review, in virtual worlds, money laundering has 

been investigated in several publications. In particular, the book "Virtual Economies and Financial 

Crime" by Clare Chambers-Jones (2012) highlights the problem very well, describing different 

 
32United Nations Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances. Signed 1988, 

entered into force on November 11, 1990. As of June 2020, there are 191 Parties to the Convention, including Italy. 

Money laundering has been addressed in the UN Vienna 1988 Convention Article 3.1 describing Money Laundering as: 

ñthe conversion or transfer of property, knowing that such property is derived from any offense(s), for the purpose of 

concealing or disguising the illicit origin of the property or of assisting any person who is involved in such offense(s) to 

evade the legal consequences of his actions.ò https://www.unodc.org/romena/en/money-laundering.html 
33 Council of Europe Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime and on 

the Financing of Terrorism, The Convention was opened for signature in Warsaw on 16 May 2005 and entered into 

force on 1 May 2008. There are 39 signatories and 28 party, including italy. https://rm.coe.int/168008371f 
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mechanisms that can be exploited to launder money. ñAs Kevin Sullivan states in his anti- money 

laundering training materials, óthe virtual world with little regulation or observation by law 

enforcement is fertile ground and ripe with opportunity for the criminal elementô. He continues to 

bemoan the lack of adequate regulation in virtual worlds. In the virtual world there is negligible 

means of monitoring financial activity, sparse due diligence, paltry customer identification rules, 

nor any mandatory forms or reports to completeò (Chambers-Jones, 2012). This lack of regulation 

and control described years ago is still relevant today, as demonstrated by the new regulations that 

the institutions adopt3435. In the world, the financial regulation strategy for virtual worlds aims to 

combat the illegitimate use of cryptocurrencies, NFTs, and the blockchain, completely forgetting 

the gaming sector, which includes virtual currencies that are different from those mentioned in the 

documents. Furthermore, the content of the documents focuses almost exclusively on the 

Metaverse, considering it the only virtual world in existence. Virtual worlds within gaming are 

governed by the so-called TOS (terms of service) and EULA (end users license agreements), which 

establish guidelines of conduct that users must follow and regulate digital currency. For example, 

EULA article 4 of the VG Fortnite, created by Epic Games, which regulates game currency and 

content, mentions the following: 

ñNeither Game Currency nor Content are redeemable for money or monetary value from Epic or 

any other person, except as otherwise required by applicable law. Game Currency and Content do 

not have an equivalent value in real currency and do not act as a substitute for real currency. 

Neither Epic nor any other person or entity has any obligation to exchange Game Currency or 

Content for anything of value, including, but not limited to, real currency. You agree that Epic may 

engage in actions that may impact the perceived value or purchase price, if applicable, of Game 

Currency and Content at any time, except as prohibited by applicable law. You may not transfer, 

sell, gift, exchange, trade, lease, sublicense, or rent Game Currency or Content except within the 

Software and as expressly permitted by Epic.ò (Fortnite End User License Agreement, 2023) 

In general terms, this type of EULA is similar for almost all virtual worlds in which a virtual 

currency exists, and as can be seen, companies try to protect themselves by remarking in these 

licensing agreements that in-game currency has no real-life counterpart or value, but what happens 

is very different. It is true that companies expressly prohibit users from making improper use of 

virtual currency, but it is a deterrent that does not prevent users from carrying out illicit activities. 

Figure 29 represents the Fortnite virtual currency, V-BUCKS, with its relative price in real 

currency. Therefore, if a user wants to buy 1000 V-BUCKS, he will need to spend 8,99 euros. 

 
34 Eu Strategy for Virtual Worlds: https://ec.europa.eu/commission/presscorner/detail/en/ip_23_3718 
35 Uae Strategyhttps://www.tamimi.com/law-update-articles/virtual-currencies-real-world-regulation/ 
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Figure 28: FortniteV-buck in game shop. Elaborated by the author. 

 

Continuing the research and sticking to what the EULA establishes, on the internet, it should not be 

possible to find digital currency for sale and/or sites that sponsor this currency; instead, by simply 

typing "Fortnite v-bucks buy" into Google, it is possible to have 15 million results, which contain 

thousands of sites for exchanging and/or selling this currency as shown in Figure 30. 

 

 
Figure 29: Fortnite V-buck on sale on www.z2u.com. Elaborated by the author. 

 

This site and all the others are public and, therefore, accessible to all users. However, in addition to 

sponsored websites, many private exchanges are managed by companies that do not sponsor this 

activity, conducting them more secretly. Nevertheless, how do these activities develop? These 

activities are portrayed in two different ways:  

1) private users that exchange and sell currency in exchange for services or money, 

2) companies that have built a truly lucrative currency system through bots. 

The first case is not relevant like the second, as it is less structured and complex. Every private user 

can replicate that model on any portal, as illustrated in Figure 31, where users sell currency and 

gaming accounts via eBay. 

http://www.z2u.com/
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Figure 30: Users selling accounts/V-buck on ebay. Elaborated by the author. 

 

The second case, however, deserves more attention and concerns the criminal organizations that use 

bot farmers and gold sellers. The latter use worldwide factories created by "anonymous users," with 

fake websites without traceable content. Their job consists of creating accounts and, consequently, 

avatars who, thanks to macros (preset keys that allow the character to perform specific actions in 

the game), "farm" (acquire) the currency within the game to resell it for real currency. Trying to 

perform some research will reveal thousands of sites like the one reported in Figure 32 and 33: 

 

 
Figure 31: A Website featuring in-game currency sales for real money in gw2. Elaborated by the author. 
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Figure 32: A site that promotes bot systems for currency farming. Elaborated by the author. 

 

This mechanism manifests within virtual worlds with bots exploiting chats to offer services. 

Sometimes, a global chat is used, while other times, more sophisticated bots send private messages 

directly to users so as not to be banned so quickly. The gaming companies ban these bots when 

caught; however, it is not enough, as it is true that the bots will be banned, but after a few minutes, 

they return, and this process is repeated for millions of bots. Figure 34 illustrates how this 

mechanism appears inside three different virtual worlds. 

 

 
Figure 33:Bots that spam the sale of currency for real money. Elaborated by the author. 

 

 

This illegal system is a worldwide phenomenon with infinite possibilities: ñThereôs no limit to 

money creation, says Michael Morrison, an Edinboro University of Pennsylvania economics 

professor who wrote his dissertation on the World of Warcraft economy. In the real world, money is 

created through a federal reserve. Historically, the limit was how much gold was in the ground. In 

World of Warcraft, currency continues to grow with play. The more people play, the more hours 

played, the more money is in the system and the more inflation you see. More organized botters sell 
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the in-game money or high-level characters they obtain to players in exchange for cash on third-

party websites. On Loknarôs server, 100 gold goes for $4.79, while 1,000 gold goes for $47.73. (No 

bot-makers or gold sellers agreed to an on-the-record interview for this article.)ò (Dôanastasio, 

2020). It is, therefore, clear that these platforms, despite the various regulations seen previously, are 

perfect territory for perpetrating money laundering. ñVirtual environments continue to be an ideal 

environment for criminals to launder money, as there are very few checks to ensure whether 

financial transactions are legitimate. Furthermore, criminals are able to hide behind the anonymity 

of the avatars they create, making identification difficult.ò (Keene, 2011) Consequently, how is 

money laundering carried out in practice on these platforms? Figure 35 illustrates the entire process. 
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Figure 34: Money Laundering System in Virtual Worlds. Elaborated by the author. 

 

 

The flow illustrated in the scheme is made up of different stages representing both steps and 

difficulty tracing the phenomenon. In the first step, it is not easy to hypothesize possible money 

laundering behind a transaction, but it is still possible. Between the second and third steps, the 

chances of tracing the transactions and the phenomenon become equal to 0. At the same time, it is 
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impossible to identify money laundering between the third and fourth steps. This is because the 

initial capital no longer corresponds to money but to a currency and objects/services, which makes 

it impossible to understand their origin at the time of purchase. This scheme may also have 

variations because with the arrival of the Metaverse and Non-fungible Tokens (NFTs) the problem 

becomes more acute, adding a parallel layer including cryptocurrencies and NFTs. The procedure 

will be the same, with minimal variations relating to the virtual world's content. Therefore, this 

proposed scheme illustrates a new system to launder money not defined in previous literature, 

highlighting the simplicity with which users or criminal organizations worldwide can carry out this 

process. Returning to the TOS and EULA seen previously, it is clear that these are insufficient 

deterrents to prevent money laundering on these platforms. ñVirtual world economies are óall very 

normal and mundane. They have work, business, societies, commodities just as we do on Earth. 

However, Castronova continues to state that, ógiven further thought . . . virtual economies may be 

anything but normalô. By this he means that in the real world, governments control the prices of 

goods, through supply and demand and price control. In cyberspace, this is one of the major 

differences.ò (Chambers-Jones, 2012). This problem is exacerbated today by the fact that since the 

1990s, there has been no regulation and/or law about this phenomenon36. For this reason, it is 

necessary to think of other, more innovative solutions to engage with this phenomenon. 

 

2.6 Internet Challenges, suicide instigations, homicide planning 

The phenomenon of challenges and suicide instigations has gone viral in recent years, causing 

numerous deaths (Henderson, 2023; Levenson& Rubin, 2022) among teenagers. When the media 

reports a case of suicide or death, they cite social media as the primary vehicle for these challenges, 

forgetting the entire gaming environment. Is it true that these challenges are carried out via social 

media, but also in virtual worlds. When virtual worlds did not exist, people had to use social media 

to meet or speak to others worldwide, creating a different relationship between users, as on SM, it is 

necessary to request friendship or follow up to chat. This step is overcome in virtual worlds and the 

gaming environment because users can interact directly without barriers. If once it was hard to 

know how one's peers were behaving abroad because the communication system made it difficult to 

find out, now through virtual worlds, one can interact with peers from other countries who can 

 
36For example, for article 648-bis (Italian penal code), the necessary requirement is the use of bank accounts; here, no 

one uses current accounts. Furthermore, the proceeds must come from a non-negligent crime; these are normal 

transactions that can be carried out in this context. The same goes for legislative decree no. 125 of 4 October 2019, 

implementing the EU anti-money laundering directive 2018/843. They do not apply to this type of case: both 

legislations refer to cryptocurrencies or tokens/currencies that do not fall within this category. And they also aim to 

regulate the platforms or providers of these services. Other regulations fall within these rules and therefore are 

ineffective in this environment. 



 

67 
 

suggest taking up a challenge not yet known. Among the most famous challenges, there is the 

knockout game, which is still practiced today, with recent events occurring worldwide (Garau, 

2023; Moore, 2022), and the Blue Whale that has been recently returned to the news (Greyman-

Kennard, 2023).In addition to the most famous, there is also the Jonathan Galindo phenomenon, in 

which the character instigates victims to commit suicide; the Benadryl challenge, which takes its 

name from the drug based on Diphenhydramine (an antihistamine), where participants must take 

multiple tablets at the same time in order to trigger hallucinogenic reactions. The Momo challenge 

similar to the Blue Whale, where the avatar is represented by a woman with long, black hair, and 

the ultimate aim is suicide. The Kiki challenge, where people must jump out of a moving vehicle 

and dance to the song ñIn My Feelings,ò endangering both your own life and the lives of others. The 

Fire Challenge, which consists of setting a person on fire and seeing how long they resist, and the 

pass-out challenge, where people voluntarily try to take away oxygen in order to cause 

hallucinations and fainting. To demonstrate that virtual worlds and related applications are also an 

excellent tool for spreading challenges, the research investigated the community of some Discord 

servers and virtual worlds, and the results are visible in Figure 36 and 37. 

 
Figure 35: A list of users impersonating Jonathan Galindo on Discord. Elaborated by the author. 
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Figure 36: Users impersonating Jonathan Galindo on Discord. Elaborated by the author. 

 

Unfortunately, in addition to the more well-known challenges, there are also less well-known 

challenges perpetrated in closed groups only in virtual worlds. An example above all is that of the 

Reiko Trap Harem. Born in 2018 under the idea of a user called Reiko, this challenge involves 

taking hormones to resemble a trap37 as much as possible. In addition to this challenge, there are 

several ones in which wounds on the body, drug use, and suicide attempts are expected. Figures 38, 

39, and 40 illustrate some of the material recovered during research. 

 

 
Figure 37: Users perpetrating challenges on Discord. Elaborated by the author. 

 
37ñTrapsò are girls with an almost flat body, without muscles but with much energy, a stereotype in many Japanese 

manga depictions. 
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Figure 38: Users perpetrating challenges on Discord. Elaborated by the author. 

 

 
Figure 39: Users perpetrating challenges on Discord. Elaborated by the author. 

 

Lastly, the research has also uncovered some chats where users were discussing the intention to kill 

someone and/or plan a school shooting, as illustrated in Figure 41. 
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Figure 40:  Users talking about school shooting on Discord. Elaborated by the author. 

 

 

2.7 Weapons and drugs trading 

 

The global rise in the utilization of social media platforms for the illicit trade of drugs is a 

burgeoning phenomenon. This trend is fueled by the dynamic and diverse nature of the modern 

social media environment (Demant et al., 2019; Moyle et al., 2019; Oksanen et al., 2021). Social 

media drug markets share a standard core functionality across various platforms. They primarily 

serve as intermediaries, connecting buyers with sellers and streamlining the coordination of 

transactions. Similarly, virtual worlds and their applications are also used as a communication 

channel to facilitate sales. An example of the material found can be seen in Figure 42. 
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Figure 41: Users selling drugs on Discord. Elaborated by the author. 

 

Most of these sales occur in applications related to virtual worlds because users are interested in the 

quality of the goods sold, which can only be shown on related applications and not within virtual 

worlds. In this case, virtual worlds act as an amplifier because sellers use their functions (chat, 

audio, private messages, etc.) to offer their goods to a broader audience. The sale of drugs on these 

servers is mentioned in a recent article (Van Der Sanden et al., 2022), which highlights a particular 

case that occurred in New Zealand, in a local community, where users used these platforms to 

facilitate drug trafficking. In addition to the various channels selling drugs, it was also possible to 

witness servers where users were intent on selling weapons. These servers have an international 
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vocation, English is spoken, and users come from all over the world, but the most affected country 

or the one in which the most number of users was found was the United States. These places 

function like a marketplace, with users posting images of their weapons and then moving to private 

channels to complete purchases. Finding them is not easy because they are often disguised under 

false names, and it is even more unthinkable to be able to find them without a connection to 

gaming. Many of these servers were created by ñsponsoringò a video game, containing rooms and 

channels dedicated to this type of activity within them. In Figure 43 and 44 are illustrated some 

examples. 

 

 
Figure 42: Users showing/trading their weapons on Discord. Elaborated by the author. 

 



 

73 
 

 
Figure 43: Users showing/trading their weapons on Discord. Elaborated by the author. 

 

Generally, trades occur locally between users in the same cities while rarely taking place 

internationally via private couriers. 

 

2.8 Terrorism and Right-Wing extremism 

 

After the attacks of September 11, 2001, intelligence agencies around the world raised the alert and 

surveillance thresholds in the digital environment38. Since 2008, American intelligence has also 

begun investigating virtual gaming worlds, considering them an important communication vehicle 

 
38After the attack on the Twin Towers on September 11th, the United States, as well as many countries in the world, 

have implemented many security measures at both a physical and cyber level, thus raising the levels of surveillance and 

security. Some information can be found here: https://www.cfr.org/timeline/how-911-reshaped-foreign-policy 

https://www.brookings.edu/articles/how-technology-and-the-world-have-changed-since-9-11/ 
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for terrorists. A secret COMINT39 report made for Five Eyes (FVEY)40 by the Government 

Communications Headquarters (GCHQ)41has been found among the documents released by Edward 

Snowden. This document contains five chapters, which are five papers that discuss the potential 

misuse of Games and Virtual Environments (GVEs) and the opportunity for intelligence agencies to 

operate in that cyberspace.  

ñWe know that terrorists use many feature-rich Internet communications media for operational 

purposes such as email, VoIP, chat, proxies, and web forums and it is highly likely they will be 

making wide use of the many communications features offered by GVEs by 2010. With a few 

exceptions, the National Security Agency (NSA) canôt even recognize the traffic, and therefore it is 

impossible to even say what percentage of the environment is GVE; let just determine how targets 

are using the communications features of GVEs. However, GVEs offer a SIGINT/HUMINT 

opportunity space, and more research is needed to figure out effective exploitation. Al Qaida 

terrorist target selectors and GVE executables have been found associated with XboxLive, Second 

Life, World of Warcraft, and other GVEs in PINWALE network traffic, TAO databases, and in 

forensic data. Other targets include Chinese hackers, an Iranian nuclear scientist, Hizballah, and 

Hamas members. GCHQ has a vigorous effort to exploit GVEs and has produced exploitation 

modules in XboxLive! and World of Warcraft.ò (Edward Snowden Released Documents, nd) 

In 2011, a Canadian study (Botnet Analysis Report) reported the following: 

"Virtual world terrorism facilitates real world terrorism: recruitment, training, communication, 

radicalization, propagation of toxic content, fund raising and money laundering, and influence 

operations. The report claims that inside virtual worlds, terrorists have modified games to make 

Allied troops the default enemy so would-be terrorists could be recruited and trained. The 

Canadian report doesn't stop there, adding that these games are used for state-sponsored 

espionage. The player-to-player text and VOIP chat are used for: covert communication between 

cells, illegal agent networks or the ephemeral clans' or guilds' in MMOG. These environments 

allow players to conduct real-money transactions (RMTs) in virtual worlds and permit the 

unregulated currency exchange of virtual credits for real funds. Gold farming' and power levelling' 

operations of criminal organizations are some of the novel means of exploiting the medium. The 

encrypted exchange of zero-day network exploits is present as is the out-of band control and tasking 

of bot-nets.ò (Storm, 2011) 

 
39Communications Intelligence 
40 The Five Eyes (FVEY) is an Anglosphere intelligence alliance comprising Australia, Canada, New Zealand, the 

United Kingdom, and the United States. 
41Ukôs intelligence 
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Many years have passed since those documents, but even today, the state of the art demonstrates 

that there is no solution to the problem, and indeed, it has become even more complex, given the 

innumerable number of virtual worlds that exist today. In 2020, Gilles De Kerchove, the head of the 

European Counter-Terrorism Section, alerted security services globally, stating the following: 

ñOnline video games can be used to propagate extremist ideologies and even prepare attacks, the 

EUôs anti-terrorism coordinator told AFP in an interview in which he urged more regulation. You 

have extreme-right groups in Germany that have come up with games where the aim is to shoot 

Arabs, or [Hungarian-born US Jewish billionaire George] Soros, or Mrs. [German Chancellor 

Angela] Merkel for her migration policy, etc.ò ñThat can be an alternative way to spread ideology, 

especially of the extreme right but not only them, a way to launder moneyé there are currencies 

created in games that can be exchanged for legal tender, he said. It can be a form of 

communicating. Itôs encrypted. It can also be a way to test attack scenarios, he continued.ò 

(Mondesert, 2020) 

In literature, it is also possible to find some interesting articles that have dealt with the link between 

virtual worlds and terrorist propaganda. ñIn relation to video games and terrorism, a number of 

games directly deal with terror-related issues, especially in connection with the War on Terror. For 

example, Splinter Cell is a game that revolves around the 9/11 events, while Counter-Strike allows 

teams from opposing sides to take the role of terrorists as well as counter-terrorists. Similar to 

Counter-Strike, other games like Americaôs Army, Modern Warfare 2, and Medal of Honor: 

Warfighter allow players to become terrorists, which could have some psychological and 

educational benefits.ò (Al -Rawi, 2018). 

This study focuses on the language and communication created by terrorist organizations. 

Subsequently, it is highlighted how they can carry out propaganda through these platforms thanks to 

particular communication techniques. For example, many of these organizations create or copy 

previous games, obtaining a sort of conceptual re-frame also at a linguistic level: 

ñIn 2006, Al-Qaeda group made changes to the first-person shooter (FPS) game Quest for Saddam 

(2003) and introduced another game called Quest for Bush. The goal of the original game was to 

kill Iraqi soldiers and capture Saddam Hussein, whereas Al-Qaeda completely reversed the playersô 

roles. On the other hand, video games by the Lebanese Hezbollah and Syrian Afkar Media company 

were used as alternative media outlets to offer playing roles that were contrary to the mainstream 

Western representation of Arab Muslims. In this way, video games provide violent non-state actors 

and organizations sympathetic to them with a means of presenting their grievances and displaying 

their fighting prowess in ways that advance the organizationsô strategic goals. Some of these 
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alternative games include Quraish and Under Siege, which were both produced by Afkar Media.ò 

(Al -Rawi, 2018). 

There is, therefore, a link between terrorism and Virtual worlds, which is created with the dual 

connotation of friend-enemy. It is common to find VGs produced by these organizations, which use 

the friend-enemy combination to underline and emphasize the differentiation between ñus who are 

rightò and ñthem, the enemy.ò An enemy often represented by the West, which, with its habits and 

customs, supplants the traditions of others and destroys other lands. These VGs are used as a 

marketing tool by these organizations, including ISIS, which, thanks to its skilled communication 

skills, has managed to recruit thousands of members in the West (Ham-Kucharski, 2022). 

Therefore, these platforms are an ideal means for propaganda, thanks to the ability to reach a 

potentially unlimited number of people. Figures 45 and 46 illustrate some examples of propaganda. 

 
Figure 44: Pictures recovered from Al-Rawi, and Dauber et al 

papers.https://www.tandfonline.com/doi/full/10.1080/09546553.2016.1207633 
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Figure 45: Propaganda inside Medal of Honor warfigther - Mission#2. Image recovered from Salvador Miranda 

article: https://thehmm.nl/the-simulated-real/. 

 

As with Western games, in which there are missions in which you have to kill terrorists, the 

jihadists have similarly recreated VGs in which the West and, in particular, the United States are the 

primary targets. In addition to propaganda, there are events that exactly reproduce terrorist attacks 

that occurred in the past, as in the case of "ARMA 3: Takistan life". In this VG, the events of 

September 11, 2001, the London attacks of 2005, and the Thalys attacks of 2015 are reproduced42. 

In addition to this, in the VG, you can learn to negotiate with terrorists with various communication 

techniques, simulate training sessions, and practice detonating bombs with a remote detonator. On 

the one hand, there are VGs created specifically for propaganda and recruitment, while on the other, 

these organizations have the great ability to infiltrate Western Virtual communities. Religious 

terrorists and political extremists use regular VGs on a daily basis, and it is often possible to find a 

member of ISIS or some terrorist organization while playing VGs. Comments like those in Figure 

47 are very common and demonstrate how the VGs favored by these organizations are Western 

ones and no longer those created by themselves. As Western VGs are more advanced and have 

 
42The September 11 attacks were a series of airline hijackings and suicide attacks committed in 2001 by 19 terrorists 

associated with the Islamic extremist group al-Qaeda. It was the deadliest terrorist attack on U.S. soil; nearly 3,000 

people were killed.https://www.britannica.com/event/September-11-attacks. 

London bombings of 2005, coordinated suicide bomb attacks on the London transit system on the morning of July 7, 

2005. At 8:50 AM explosions tore through three trains on the London Underground, killing 39. An hour later 13 people 

were killed when a bomb detonated on the upper deck of a bus in Tavistock 

Square.https://www.britannica.com/event/London-bombings-of-2005. 

On 21 August 2015, a man opened fire on a Thalys train on its way from Amsterdam to Paris. Four people were injured, 

including the assailant. French, American and British passengers confronted the attacker and subdued 

him.https://en.wikipedia.org/wiki/2015_Thalys_train_attack. 

 

https://www.britannica.com/event/September-11-attacks
https://www.britannica.com/event/London-bombings-of-2005
https://en.wikipedia.org/wiki/2015_Thalys_train_attack
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become real simulators of reality, they become real means of acquiring new knowledge. 

Furthermore, gaming-related applications and chats increase the space for their propaganda. 

 

 

 
Figure 46: Extract of an image posted on Discord with a link to a YouTube video and a comment as an example. 

 

These virtual worlds are used for terrorist purposes, but extremism can also be found. A podcast 

held by Katerina Vittozzi in the UK shows how the phenomenon is rampant and how many young 

people are plagiarized and recruited through these platforms. 

ñMr Bromage said the child-specific content being used by the far-right to target youngsters online 

included shoot 'em up video games, memes and videos. The nine-year-old boy had been recruited 

by his older brother who showed his younger sibling "extreme neo-Nazi video games," he added.ò 

(Vittozzi, 2020) 

The strategy used by these far-right recruiters is the same as that of terrorists; therefore, video 

games, memes, and propaganda images invite users to enter private virtual spaces. Figure 48 

provides an example. 
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Figure 47: First picture recovered from the correspondent KaterinaVittozzi. (https://news.sky.com/story/sharp-rise-in-

children-investigated-over-far-right-links-including-youngsters-under-10-12131565), Second picture Recovered from 

the correspondent Julia Alexander (https://www.polygon.com/2018/2/28/17061774/discord-alt-right-atomwaffen-ban-

centipede-central-nordic-resistance-movement). Examples of propaganda. 

 

The research conducted, following and tracing different users in these virtual worlds, has brought to 

light different material that demonstrates how these spaces are used for the aforementioned 

purposes. Examples are reported in Figure 49,50,51,52 and 53. 

 
Figure 48: Avatar of users doing propaganda. Elaborated by the author. 
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Figure 49:Different propaganda servers on Discord. Elaborated by the author. 
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Figure 50: Extremisms and propaganda on Discord. Elaborated by the author. 
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Figure 51:  Extremisms and propaganda on Discord. Elaborated by the author. 
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Figure 52: Extremisms and propaganda on Discord. Elaborated by the author. 

 

There are several cases in which it has been possible to find this phenomenon, to which research has 

also dedicated more time based on the resulting importance of national security. 

 

2.9 Childrenôs safety in the gaming environment 

 

Thanks to the internet, online gaming allows connecting with millions of players worldwide, 

increasing users' communication possibilities. While on the one hand, this innovation has 

undoubtedly brought many benefits for players, and an enticing market (E.g., Esports) has also 

increased the risks children can be exposed to while accessing these applications (UNICEF, 2020; 

Weru et al., 2017).Video game companies have taken preventive measures to mitigate the risk of 

exposing children to explicit or illegal content (Epic Games, 2023; Riot Games, 2023). However, 
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these efforts have not prevented the risk (Krossbakken et al., 2018). Children in the gaming 

environment can move freely through the multitudes of chats that video games offer without 

limitations and engage with anyone from anywhere. According to the Nations Interregional Crime 

and Justice Research Institute (UNICRI) report on gaming (UNICRI, 2022), grooming increased by 

70% from 2017 2018 to 2020 2021; in the US, 59% of kids aged between 12 and 17 have 

experienced cyberbullying, and CSAM (Child sexual abuse material) also increased significantly. 

These studies suggest that efforts to prevent children from being harmed in the gaming environment 

have been insufficient. Most of the research conducted in this environment also does not correctly 

target gaming platforms (Faraz et al., 2022) but focuses on social media chatting platforms (Al-

Garadi et al., 2019; Jevremovic et al., 2021), which are completely different from the gaming 

environment. More recently, new applications of AI to predict and counter predator behaviors 

against children have been proposed in different publications (Preuß et al., 2021; Agarwal et al., 

2022). However, the chats examined were taken from social media, not gaming platforms. The 

difficulty of analyzing video games is that no datasets are available, and research in these 

environments is still far from having found an effective methodology (Lankoski&Bjork, 2015). 

Most social interactions in the gaming environment are a combination of verbal and written 

messages, which creates many difficulties when the AI has to distinguish between a chat referring 

to the content of a video game rather than a user. For example, if a user is typing, "I will f**k him 

hard," the AI would probably detect abusive language. However, it needs to find out if this sentence 

was directed to a user or in-game content, creating inaccurate outcomes. Furthermore, technologies 

have yet to prove they can successfully target vocal messages and prevent inappropriate behavior in 

the current state of the art, complicating the situation. Given this scenario, the research has explored 

this aspect in depth, reviewing the current child protection measures on these platforms and 

comparing them with the results of a survey conducted among 330 children under 18. Through 

awareness campaigns, governmental and nongovernmental organizations guide parents in 

monitoring childrenôs behavior on these platforms with different annual reports (Cook et al., 2021; 

WHO, 2022; Childline, 2022). Although useful, these reports are little observed, and therefore, they 

prove ineffective. The risks that children can face in these virtual worlds are multiple: from 

predators who actively roam these platforms (Wilcock, 2024) to scam attempts by abusing the 

naivety of children, blackmail, and sexual harassment (Kavenagh, 2023). Cyberbullying 

(Stopbullying.gov, 2021), hate speech (Costa et al., 2021), far-right recruitment (Koehler et al., 

2023). To ensure childrenôs safety in the gaming environment, different approaches are primarily 

used today: 
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Age classification systems for Online Games: 

The classification system attempts to classify the content of videogames according to different 

criteria and match them to appropriate age groups. 

PEGI from Europe (PEGI, 2023) is an age classification system used by 38European countries, 

which rates video games according to content. 

ESRB from America (ESRB,2023) is a classification system that provides information regarding 

the content of video games and rates them accordingly. 

USK from Germany (USK, 2023) is the official rating system in the country, as Germany does not 

officially recognize PEGI. The system works like PEGI. 

GRAC/GCRB from South Korea (GRAC/GCRB, 2023) rates video games according to the 

content, and it is very similar to others but with some differences. 

ACB from Australia (ACB, 2023) rates video games according to the content but slightly differs 

from other systems. 

RARS from Russia (RARS, 2023) rates video games similarly to other systems but is broader. 

IARC Global  (IARC, 2023) is a standard age classification method for video games. 

 

Depending on the country, certain elements in the game are given more or less weight than others, 

but everyone strives to achieve the same result or that of categorizing a video game as accurately as 

possible. The aim of giving an appropriate age for the in-game content is to preserve a safe 

environment for children, but this system continues to be ignored, becoming irrelevant (Hollett et 

al., 2022). 

 

Parental control on Online Games: 

 

In order to keep children safe, some gaming platforms offer parental control, a feature that enables 

parents to limit their childrenôs activity. Through filtering, parents can observe the childrenôs 

activity in gaming, block communications with strangers, and monitor their in-game activities. 

However, this system, widely used today by most of the famous gaming platforms (Fortnite, 

Roblox, Minecraft), has not proven successful, as different news indicates increased offenders in 

this environment and children being harmed (Hoose, 2020; Goldenberg, 2021; Blankley, 2023). In 

addition, according to different reports, including ISFE (Interactive Software Federation of Europe), 

parental control reveals that awareness and use of parental control are insufficient among parents 

(Videogames Europe, 2018; Taylor, 2018; Guttmann, 2023). Parental control is also a feature only 

available on some gaming platforms, and each one can differ in its functions, leaving some without 
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this security system. Furthermore, to work, parental control must be activated by the parent or the 

user who uses the video game. Unfortunately, this only sometimes happens due to a lack of 

knowledge or limitations. 

 

AI for childrenôs safety in Online Games: 

 

Other attempts to curb possible offenders and protect children in this environment have been made 

with AI. For example, Negobot (Laorden et al., 2013), a bot that aims to analyze chats to identify 

individuals who try to hunt kids, has been proposed and tested. However, this bot does not intervene 

directly in live chats during gameplay but can only be used on pre-established and/or retrieved 

datasets. Like Negobot, other automated tools were tested or developed conceptually without 

success (Zambrano et al., 2017; Zuo et al., 2018). More specifically, these tools were not tested or 

created for the gaming environment but on datasets of chats recovered from social networks. 

 

Legislation and Regulations Applicable to Online Games: 

 

Additionally, UNICEF presented a comparative study in 2019 showing how some articles of the 

Convention on the Rights of the Child can also apply to children in gaming environments 

(UNICEF, 2019). Furthermore, the International Telecommunication Union launched an initiative 

in 2008 (COP), with the latest upgrade occurring in 2020, where the set of guidelines was adjusted 

to the increasing threats online for children (COP, 2020). The illustrated approaches highlight the 

intention to safeguard children in the gaming environment, but todayôs results are not very 

encouraging. Not only, as seen previously, have crimes increased, but the complexity with which 

these virtual worlds evolve and are built has made the systems in use obsolete. With Web 3, the 

Metaverse, and new emerging technologies (Blockchain), which encompass gaming features 

(avatars, chat interactions, etc.), the threats are escalating, making it difficult to control access and 

develop an adequate safeguarding policy for children in such an environment. 

 

This research, as an integral part of the thesis work, was conducted with a survey composed of 13 

questions regarding the gaming experience online that has been administered to 330 participants. 

The participants were selected from gaming platforms, Discord servers related to gaming, and local 

schools. Gaming platform participants were recruited through in-chat advertising; the video games 

where the people were selected include Fortnite, Call of Duty, Minecraft, Roblox, GuildWars 2, 

League of legends, and World of Warcraft. The advertising consisted of messages posted in chat by 
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the researcher inviting users to participate in the questionnaire with the relevant link. For 

participants of game-related Discord servers, a message inviting users to take part in the 

questionnaire was posted in the chat by the researcher with the permission of serverôs moderators. 

As for the local school, the participants were recruited with the help of the principal, who allowed 

the questionnaire to be distributed in the classes and the parents of the youngest children to be 

briefly interviewed. The participantsô ages ranged from 6 to 17, with a gender distribution that was 

not gathered, but the sample was quite balanced. For the younger ones, the survey was administered 

with a parent, which helped and answered some questions. The questionnaire was anonymous, and 

no data or information regarding who compiled the survey was collected. The survey results were 

analyzed with SPSS, and the survey questions are available as Appendix. 

 

Of the 330 participants, 313 completed the survey. Of the 313 answers, 253 play video games 

online, while 58 do not. SPSS was used to analyze the results of the 253 answers, and the findings 

revealed the following: 

 

Å 35.2% of the users mostly played Battle Royale games, followed by 28.5% for FPS, 22.1% for 

Others, and 14.2% MMOG/MMORPG. More details are presented in Figure 54. 

 

 
 

Figure 53: Most played video games, according to the survey. Elaborated by the author. 

 

Å 67.2% of users reported informing their parents about their in-game activities. 

Å 56.5% of users stated that their parents do not monitor their in-game activities, 34% are unaware if 

their parents are monitoring, and 9.5% confirm that there is a sort of monitoring. 

Å 72.7% of the users are not aware of what parental control is. 

Å 91.3% of the users declared that their parents are unaware of the parental control features. 

Å 88.1% of the users confirm that their parents do not activate parental control while they play video 

games. 



 

88 
 

Å 72.3% believe that activating parental control and limiting the conversations with other users 

would create an unpleasant gaming experience. 

Å 84.2% of the users received threats or direct insults during gameplay, of which 70% reported they 

had received them from time to time. Figure 55 illustrates the type of threats reported in the survey. 

 

 
 

Figure 54: Threats reported in the survey. Elaborated by the author. 

 

Å Respectively 47.4 % of the users declared to have witnessed criminal behavior in chat, and 49% in 

vocal chat. Figure 56 illustrates the type of crimes reported in the survey. 

 

 

 
 

Figure 55: Criminal behavior reported in the survey. Elaborated by the author. 

 

Further analyzing the data with SPSS, the analysis highlights the following critical aspects; Starting 

from the age of 8, increasing number of children declared to be harassed or threatened during 

gameplay, with the peak being reached between 12 and 17 years old. Figure 57 illustrates the 

contingency table with the childrenôs answers. 

 



 

89 
 

 
 

Figure 56: Contingency table with relative answers. Elaborated by the author. 

 

Most of the crimes in the chats were witnessed by children aged 12 to 17, as reported in Figure 58. 

 

 

 
 

Figure 57: Contingency table with relative answers. Elaborated by the author. 

 

And, as the age of the children increase, there is more knowledge of parental control in children, but 

it does not influence the knowledge of their parents or their activations. In a general overview, the 

results indicate that this environment is not always safe for children; there is a lack of monitoring of 

these platforms by gaming companies, and all this is accompanied by a lack of knowledge of the 

monitoring tools that are made available. As seen before, this brief study about the safety of 
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children confirms that gaming is really dangerous for children. The reviews of the current 

protection systems in this environment remark the efforts of gaming companies and agencies to 

provide a safe place for children, but they also proved inefficient. Additionally, the results obtained 

from the survey illustrates that most of the parental control features enforced by gaming companies 

are not used or not known by the users. Some of the safety measures offered in the gaming 

environment by parental control often prevent users from communicating with others, limiting users 

from experiencing a complete gaming experience. Gaming online requires users to communicate to 

achieve complex challenges (Like Raids, Competitive Matches, etc.), and parental controls 

developed by gaming companies limit this function, thus making the gaming experience 

unsatisfactory. Most respondents highlighted that their parents are unaware of this function, and the 

majority declared that activating it would prevent them from enjoying the video game. 

 

 

3. CLASSIFICATIONS AND DATA ANALYSIS  

 

The following chapter aims to analyze the data collected during the research and combine them to 

categorize virtual worlds based on cybercrime risk. First, however, it will present two important 

elements that helped in the categorization: the presence of alternative servers and the language used 

in these virtual worlds. 

 

 

3.1 The alternative servers 

 

A further obstacle that must be dealt with is having alternative servers that retain the same 

properties of the original virtual world but are hosted by private individuals or small parallel 

companies. Usually, by playing a VG like Grand Theft Auto (GTA) you can connect online and 

interact with other players. By doing so, users are subject to the rules and control of the game 

manufacturer. Over the past few years, many companies allow the user to create a private server 

parallel to a specific VG (for example, GTA), managing all its aspects: users can decide to invite 

other specific users or make it public, establishing their own rules. No one can enter the server 

without owner's permission. There are many servers like that worldwide, and they are rather 

populated. This introduces an additional level of difficulty in the case of any investigation. When 

users enter an original virtual world, large companies, for better or worse, manage to provide any 

data with some mandate in these servers; however, this becomes impossible because they are self-

managed. As a result, they become a coveted space suitable to perpetrate possible illegal activities. 

Some examples are showed below: 
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Figure 58: example of private servers (FiveM), offered by cfx.re. Recovered from https://fivem.net/. 

 

Figure 59 shows the example of FiveM; By clicking ñCREATE YOUR OWN SERVER,ò all the 

paid options will appear to allow users to create their own private server. If users have their own 

original version of GTA, once they open the game, they will be able to select their server and enter 

it. The owner and any other administrators will establish the rules, and users will be able to enter by 

invitation with the credentials received unless the server is made public. Figure 60 shows a list of 

private servers: 

 

 
Figure 59: Server lists on FiveM. Recovered from https://fivem.net/. 

 

The number of users connected to that specific server is highlighted in red. The amount of these 

servers is significant, and there is not a single company, but there are several, each with different 

types of hosting service. In Figure 61, it is possible to see Nitrado servers for another type of VG: 

Ark survival evolved. Also, in this case, the list is full of servers and users. 
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Figure 60: List of Nitrado Servers for Ark Survival Evolved. Recovered from https://server.nitrado.net/usa/toplist/index. 

 

 
Figure 61: Servers list Nitrado. Recovered from https://server.nitrado.net/usa/toplist/index. 

 

Figure 62 lists 1551 pages; in each page, 24 servers are displayed, so it is possible to count more 

than 37000 servers for a single game. In each server users can communicate without control. 

Consequently, the official MMOG managed by the manufacturing company is not the only source 
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of the problem43. Furthermore, communications take place both in written and oral form, which 

makes it almost impossible to intercept the content or trace it once the chat has ended. There are 

potentially infinite possibilities for undetected communication. 

 

3.2 Communities and language 

 

Virtual worlds are populated by users worldwide who interact among each other using a language 

typical of those who visit these platforms. Each virtual world is different and form communities 

organized into smaller parts, such as guilds and legions, through the functions specific to the virtual 

world. Consequently, three fundamental layers can be identified. The first includes the community 

that populates the entire virtual world according to the category (MMORPG), the second comprises 

the community created around the specific video game, and lastly, the third consists of the 

community created within it. For example, taking an MMORPG on the market, such as ñAionò, the 

overall population is categorised of a first level consisting of users who typically populate that 

category of VG, who will therefore have characteristics and specifications typical of those who 

populate mmorpgs, then the one that is formed around the VG itself, and finally the one that is 

created inside the VG. Figure 63 shows the visual example. 

 

 
Figure 62: Layers of the communities created for each virtual world. 

 

Obviously, if the virtual world of reference changes, the consisting layers also change. This system, 

therefore, generates further dynamics: the community layer of a category does not exclude 

interfacing with other virtual worlds; for example, an individual can be a regular user of 

 
43Some companies offer the possibility of creating a server for an original game, just as a private individual can create 

his server and game with complete autonomy. ES. Ark Survival Evolved is a video game managed by Wildcard Studio. 

Therefore, it controls and manages the servers. As seen in the images above, however, another company may recreate 

the possibility of creating and managing servers in total autonomy for a specific video game, in this case, Ark Survival 

Evolved. So, we will have the original game and the copy. Like the original, this copy can produce thousands of servers, 

which have nothing to do with the original. 
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MMORPGs and also FPS; therefore, these layers are not mutually excluding, since they categorize 

communities for better knowledge. Consequently, a user can be part of multiple different 

communities. So why is it useful to categorize the type of community? In virtual worlds, each 

community has different characteristics in terms of language and knowledge. Going into more 

detail, a community linked to a category of MMORPG-type VG will certainly have a different 

attitude and language from those who frequent FPS. In the same way, a community that is born 

around a specific virtual world will have a different jargon from those who frequent another, and 

even more evident will be the difference between communities that are born within these virtual 

worlds, where the languages and attitudes are completely different in respect to the other categories. 

Furthermore, as explained in Figure 64, there is a behaviour and a language common to all users of 

virtual worlds, which constitutes a general macro level possessed by all users in these platforms. 

 

 
Figure 63: Complete categorization of communities. 

 

Therefore, categorizing communities becomes a way to target the element of interest during the 

research and intelligence phase. This is a first step that could help targeting, although, like all 

things, it is not without exceptions. In fact, itis not always true when we go down to the micro level 

and, therefore, try to identify a single user. This is because, as highlighted previously, a user can be 

skilled in mastering a language and behaviors adaptable to any virtual world that would grant him 
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access to different communities, making him a difficult target. Since each community has a 

different language and behavior, an analysis is needed to understand their peculiarities. When a 

community that frequently plays MMORPGs is observed, for example, on Discord, they will have a 

common jargon, which reflects terms specific to the virtual world category and more specific when 

talking about VG. The same happens for a community that plays FPS and so on. This gives life to a 

series of typical words these communities use to communicate. Considering a fantasy-MMORPG 

virtual world, the communities will therefore use jargon relating to the category, which combines 

with that specific to the virtual world. Below is an example created with the words recovered during 

research and the jargon of gw2 recovered from the specific wiki. 

 

Jargon MMORPG specific44: 

¶ AoE = Area of effect (n.) is used to define an ability that allows you to perform an area 

attack. The area is delimited based on the type of spell used. Therefore, if a skill is defined 

as AoE, it will create damage in a certain area and can hit multiple enemies.  

¶ Aggro = 1. (v.) refers to a hostile mob that has noticed a player and is actively trying to 

attack him; 2. (n.) refers to the amount of "hostility" the player has generated on the mob. In 

the typical combat strategy, the fighter tries to draw as much aggro away from weaker 

players like healers and mages as possible.  

¶ Ava = abb. of ñAvatarò.  

¶ Alt = abb. of ñalternate.ò Typically, a fantasy MMOG player creates multiple characters 

and, usually, Alts are secondary characters that are used to complete missions or other 

things.  

¶ BAM = abb. of ñBig Ass Monster." Typically refers to very strong bosses within the 

MMOG or really strong players.  

¶ Bind = (n.) In many MMOGs the Bind is the point at which a player has bound his character 

to that specific point on the map. Bind points often correspond to predetermined structures 

or locations in maps and are safe locations. At this point the user always has a teleportation 

tool available to return to that point where he binded. 

¶ BoE = abb. of ñBind on Equip.ò They are objects that are often linked to a specific 

character, the only one capable of using it. Once used that object will no longer be usable by 

others. Furthermore, the item can be traded/sold as long as no one has equipped it yet. 

 
44 For the full List, visit the Annex. 
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¶ BoP = abb. of ñBind on Pickupò. They are objects that bind to the character as soon as they 

are collected/looted from the terrain/mob that has been defeated. The item can no longer be 

traded or sold after a character has picked it up.  

¶ Brt= abb. of ñBe right there.ò It simply means ñI'll be right thereò.  

¶ Btw = abb. of ñBy the wayò. Self-explanatory. 

¶ Buff = (n.) spell that increases attributes of some kind.  

¶ é. Continue in the Annex 

 

To these general terms, which refer to a jargon used generally for all MMOGs, the language of the 

specific MMOG, which in this case is GW2, shall be added. 

 

GW2 Jargon45: 

¶ AA: Auto Attack Pressing 1 over and over to auto-attack or letting the auto-attack chain run 

through without button press. 

¶ AB: Auric Basin A zone in Heart of Maguuma, part of the Heart of Thorns expansion. 

¶ AC Ascalonian Catacombs: A dungeon in Plains of Ashford. 

¶ ACArrow cart: A siege weapon used in World versus World. 

¶ AFK: Away from keyboard The player is not actively playing, but remains logged in. 

¶ Akili Event: Defend Akili while he recalibrates mirrors around the Astralarium. 

¶ Alac Alacrity Renegade: A support build for the Revenant using the Renegade specialization 

which provides Alacrity for the group. 

¶ AotJ: Ashes of the Just The epilogue skill of the Tome of Justice from the Firebrand 

specialization. 

¶ AP Achievement points: Points awarded for completing achievements. 

¶ AP Aetherpath: A specific path of the dungeon Twilight Arbor. 

¶ AP Assassin's Presence: A Revenant Master trait in the Devastation line. 

¶ AR Agony Resistance: Resistance to the Agony found in Fractals. 

¶ Arah: The Ruined City of Arah A dungeon located in Cursed Shore. Also refers to the event 

chain allowing access. 

¶ AT Automated Tournament: The daily and monthly automated Structured PvP tournaments. 

 
45 For the full list, visit: https://wiki.guildwars2.com/wiki/Abbreviations#W or the Annex 

https://wiki.guildwars2.com/wiki/Abbreviations#W
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¶ AG / Axe / Axemaster Kill AxemasterGwyllion: It refers to the event in Verdant Brink 

during Night and the Enemy. 

¶ BK Black Kiter:Literally means black kiter, this is the same as Oil Kiter in the Deimos raid 

encounter. 

¶ BC Black Citadel: The charr capital city in Ascalon. 

It is clear that for every virtual world, there is an excessively large glossary of words, which allows 

users to speak in code and, above all, in closed environments, where only those who are part of 

certain communities can understand the meaning. Therefore, if the virtual world changes with a 

military-type fps, the communities will use jargon that includes military terms, including 

knowledge relating to weapons, ammunition, and so on. However, why is all this important and 

useful to categorize? In 2008, a Pentagon researcher at the Director of National Intelligence Open-

Source Conference in Washington presented the possible threats that can arise in these virtual 

spaces, as illustrated in Figure 65 through 72: 

 

 
Figure 64: Dr.Toavs Presentation recovered from DNI Open Source Conference 2008 Panel: Making Use of Emerging 

Media Sources Emerging Media: Its Effect on Organizations Dr. Dwight Toavs Information Resources. - ppt download 

(slideplayer.com) 

 

A simple little conversation in a small corner of a

ñdigital kingdom.ò One of a million such similar

conversations occurring at the same time on

message boards and online games across the

countryé

https://slideplayer.com/slide/7029524/
https://slideplayer.com/slide/7029524/
https://slideplayer.com/slide/7029524/
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Figure 65: Dr.Toavs Presentation recovered from DNI Open Source Conference 2008 Panel: Making Use of Emerging 

Media Sources Emerging Media: Its Effect on Organizations Dr. Dwight Toavs Information Resources. - ppt download 

(slideplayer.com) 

 
Figure 66: Dr.Toavs Presentation recovered from DNI Open Source Conference 2008 Panel: Making Use of Emerging 

Media Sources Emerging Media: Its Effect on Organizations Dr. Dwight Toavs Information Resources. - ppt download 

(slideplayer.com) 
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WAR_MONGER>Yes. Last week. In my Inventory and ready to cast. But I need tanks and DPSôs

to support the raid and clear the guards.

TALON238>Weôre ready. We just got a shipment of Elite and Epic weapons last month. DPSôs

have tons of Mana. And the tanks are buffed.

WAR_MONGER>Excellent. The time for the raid is 11:30 am EST. Have everyone online and

ready to roll. Rally on me and donôt be late! The Alliance may be listening, so only communicate in

Whisper mode.

TALON238>Of course. The whole Guild will be there and at your command. Where do you want us

to gather?

WAR_MONGER>Come inSouth Eastof TheZoramStrand. Clear out all the mobs. Then we

attack the Keep itself and use the Spell. The Oracle says there are 110 Gold and 234 Silver inside.

Thatôs the real target!

TALON238>110 234 Got it. This is going to rock the World!

WAR_MONGER>Remember, eliminate all castle guards patrolling the road to the Keep, and kill all

other players in the areaé then get clear. The Dragon Fire spell will be coming through the south

gates of the Keep soon after!

TALON238>Got it. The Horde canôt wait to see it burn! The Gods willing, we will succeed and

dance on its burning rubble!

WAR_MONGER>No one will dance there for a hundred years after this spell is cast. The Gods and

their magic are with us. The White Keep is vulnerable. Good hunting!
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Figure 67: Dr.Toavs Presentation recovered from DNI Open Source Conference 2008 Panel: Making Use of Emerging 

Media Sources Emerging Media: Its Effect on Organizations Dr. Dwight Toavs Information Resources. - ppt download 

(slideplayer.com) 

 

 
Figure 68: Dr.Toavs Presentation recovered from DNI Open Source Conference 2008 Panel: Making Use of Emerging 

Media Sources Emerging Media: Its Effect on Organizations Dr. Dwight Toavs Information Resources. - ppt download 

(slideplayer.com) 
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Figure 69: Dr.Toavs Presentation recovered from DNI Open Source Conference 2008 Panel: Making Use of Emerging 

Media Sources Emerging Media: Its Effect on Organizations Dr. Dwight Toavs Information Resources. - ppt download 

(slideplayer.com) 

 
Figure 70: Dr.Toavs Presentation recovered from DNI Open Source Conference 2008 Panel: Making Use of Emerging 

Media Sources Emerging Media: Its Effect on Organizations Dr. Dwight Toavs Information Resources. - ppt download 

(slideplayer.com) 
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